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Abstract

Encryption is a tool that has traditionally been used to allow confidential
communication between two parties. Over the years, several types of
encryption have been proposed, including public-key encryption, identity-
based encryption, deniable encryption, and functional encryption. These
variants provide different features and security guarantees. Their security
is typically defined by a game between an adversary and a challenger. Even
for ordinary public-key encryption, several different security definitions
have been proposed and identifying the “right” one is a nontrivial task. For
more complex primitives such as functional encryption, security definitions
are far more involved and it is way more difficult to evaluate whether a
given definition is appropriate.

The goal of this thesis is to better understand these definitions for
several types of encryption by analyzing them in the constructive cryp-
tography framework. In this framework, a cryptographic primitive can
be seen as providing a construction of a so-called ideal resource from a
so-called real resource, for a well-defined notion of construction. The real
resource formalizes what is available to the involved parties, e.g., a shared
secret key and an authenticated communication channel, and the ideal
resource formalizes what should be achieved by applying the encryption
scheme, e.g., a secure channel that does not leak the sent messages to
eavesdroppers. This paradigm makes the requirements and the achieved
guarantees explicit and helps to decide whether a given scheme is suitable
for a certain application.

The first and simplest encryption scheme we consider in this thesis
is the one-time pad. We show that it provides a guarantee that deniable
encryption targets, namely it remains secure if the receiver reveals the
secret key to the adversary after receiving the message. We model this in
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constructive cryptography by allowing the receiver to become dishonest
after receiving the message.

We next consider identity-based encryption (IBE). In contrast to
deniable encryption, it does not provide stronger security guarantees,
but rather simplifies the key distribution. We formalize the standard
application of IBE, namely non-interactive secure communication, as
constructing an ideal resource that allows parties to be registered for
an identity, and to securely sent messages to other parties only known
by their identity. Quite surprisingly, we show that it is impossible to
construct this resource in the standard model. We show, however, how
to adjust any IBE scheme that satisfies the standard security definition
to achieve this goal in the random oracle model. We also show that the
impossibility result can be avoided in the standard model by considering
a weaker ideal resource.

Functional encryption is a very general concept, which encompasses
public-key encryption and identity-based encryption as special cases. It
allows the generation of restricted secret keys that enable to learn only
a specific function of the encrypted data. We formalize the security of
functional encryption as constructing an ideal resource that corresponds
to a repository with fine-grained access control, and compare this to
existing security notions. Again, we show that constructing the most
desirable ideal resource is impossible without random oracles, possible in
the random oracle model, and that constructing weaker ideal resources is
possible in the standard model.

Finally, we consider access control encryption (ACE). While the en-
cryption schemes discussed above allow to control which users can read
the encrypted data, ACE additionally allows to restrict write access. As
we argue, however, existing security notions are insufficient to provide
meaningful security guarantees in realistic settings. We therefore propose
new, substantially stronger security definitions and an ACE scheme that
provably satisfies them under standard assumptions.



Zusammenfassung

Verschliisselung wird traditionell verwendet, um vertrauliche Kommuni-
kation zwischen zwei Parteien zu ermdoglichen. Verschiedene Arten von
Verschliisselungsverfahren wurden in den letzten Jahren vorgeschlagen,
darunter Public-Key Encryption, Identity-Based Encryption, Deniable En-
cryption und Functional Encryption. Diese Varianten bieten unterschiedli-
che Funktionen und Sicherheitsgarantien. Ihre Sicherheit ist iiblicherweise
durch ein Spiel zwischen einem Angreifer und einem Herausforderer de-
finiert. Selbst fiir einfache Public-Key Encryption wurden verschiedene
Sicherheitsdefinitionen vorgeschlagen und es ist nichttrivial, die ,richtige’
Definition zu identifizieren. Sicherheitsdefinitionen fiir komplexere Primi-
tive wie Functional Encryption sind deutlich involvierter und es ist noch
viel schwieriger zu evaluieren, ob eine gegebene Definition adédquat ist.

Das Ziel dieser Arbeit ist es, solche Definitionen fiir verschiedene
Arten von Verschliisselungsverfahren besser zu verstehen, indem sie im
Constructive Cryptography Framework analysiert werden. In diesem Fra-
mework kann man eine kryptographische Primitive so verstehen, dass
sie eine sogenannte ideale Ressource von einer sogenannten realen Res-
source konstruiert, fiir einen wohldefinierten Konstruktionsbegriff. Die
reale Ressource formalisiert, was den beteiligten Parteien zur Verfligung
steht, zum Beispiel ein gemeinsamer geheimer Schliissel und ein authenti-
scher Kommunikationskanal, und die ideale Ressource formalisiert, was
durch Anwendung des Verschliisselungsverfahrens erreicht werden soll,
zum Beispiel ein sicherer Kanal, der die gesendeten Nachrichten vor An-
greifern geheim hélt. Dieses Paradigma macht die Voraussetzungen und
die erreichten Garantien explizit und hilft bei der Entscheidung, ob ein
gegebenes Verfahren fiir eine bestimmte Anwendung geeignet ist.

Das erste und einfachste Verschliisselungsverfahren, das wir in dieser

4



viii ZUSAMMENFASSUNG

Arbeit betrachten, ist das One-Time-Pad. Wir zeigen, dass es eine Garan-
tie liefert, die ein Ziel von Deniable Encryption ist: Es bleibt auch dann
sicher, wenn der Empfanger den Schliissel nach Empfang der Nachricht
dem Angreifer offenlegt. Wir modellieren dies in Constructive Cryptogra-
phy, indem wir dem Empfanger ermoglichen, nach Erhalt der Nachricht
unehrlich zu werden.

Als Néchstes betrachten wir Identity-Based Encryption (IBE). Im
Gegensatz zu Deniable Encryption liefert es keine stédrkeren Sicherheitsga-
rantien, sondern vereinfacht die Schliisselverteilung. Wir formalisieren die
Standardanwendung von IBE, nichtinteraktive, sichere Kommunikation,
als Konstruktion einer idealen Ressource, die es Parteien erlaubt, fiir eine
Identitdt registriert zu werden, und anderen Parteien, die sie nur anhand
ihrer Identitédt kennen, sicher Nachrichten zu senden. Erstaunlicherweise
kénnen wir zeigen, dass es unmoglich ist, diese Ressource im Standard-
modell zu konstruieren. Wir zeigen jedoch auch, wie man ein beliebiges
IBE-Verfahren, das die Standard-Sicherheitsdefinition erfiillt, verwenden
kann, um dieses Ziel im Random-Oracle-Modell zu erreichen. Wir zeigen
weiter, dass man das Unmoglichkeitsresultat im Standardmodell vermeiden
kann, indem man schwéchere ideale Ressourcen betrachtet.

Functional Encryption ist ein sehr allgemeines Konzept, das Public-
Key Encryption und Identity-Based Encryption als Spezialfélle beinhaltet.
Es erlaubt, beschrénkte geheime Schliissel zu erstellen, mit denen man nur
eine spezifische Funktion der verschliisselten Daten erfahren kann. Wir for-
malisieren die Sicherheit von Functional Encryption als Konstruktion einer
idealen Ressource, die einem Speicher mit feingranularer Zugriffskontrolle
entspricht, und vergleichen dies mit existierenden Sicherheitsdefinitionen.
Auch in diesem Fall zeigen wir, dass die wiinschenswerteste ideale Res-
source nicht ohne Random Oracles konstruiert werden kann, und dass
die Konstruktion von schwécheren idealen Ressourcen im Standardmodell
moglich ist.

Schliesslich betrachten wir Access Control Encryption (ACE). Wah-
rend oben genannte Verschliisselungsverfahren die Kontrolle dariiber er-
lauben, wer verschliisselte Daten lesen kann, erlaubt ACE zusétzlich den
Schreibzugriff zu kontrollieren. Wie wir darlegen, sind existierende Sicher-
heitsdefinitionen jedoch unzureichend, um die Sicherheit in realistischen
Szenarien zu garantieren. Wir schlagen deshalb neue, signifikant stérkere
Sicherheitsdefinitionen zusammen mit einem ACE-Verfahren vor, das diese
Definitionen unter Standardannahmen beweisbar erfiillt.
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Chapter 1

Introduction

1.1 Motivation

Encryption has been used since ancient times to exchange messages
confidentially. In the simplest setting of symmetric encryption, two
parties share a secret key, and the sender uses an encryption algorithm
that on input the secret key and a message, produces a ciphertext. This
ciphertext is then sent to the other party, who uses a decryption algorithm
that on input the key and the ciphertext, recovers the message. Many
encryption schemes that have been used also have been broken. Instead
of relying on encryption schemes that have not been broken yet, it is
therefore desirable to have a mathematical proof that a given scheme
cannot be broken. Prior to being able to perform such a proof, one
needs to define what it means for a scheme to be secure, and without a
meaningful definition, all proofs are meaningless.

A minimal requirement for an encryption scheme is that it should
be infeasible for an attacker to recover the encrypted message from a
ciphertext (without the secret key). While schemes not satisfying this
notion are clearly too weak for most applications, even schemes that
provide this guarantee can be very weak. For example, it is not excluded
that an attacker can easily recover large parts of the message. Hence,
a better requirement seems to be that it should be hard to obtain any
information about the message from a ciphertext. Turning this intuition
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into a precise mathematical definition, however, has been a nontrivial
task.

Shannon has formalized perfect secrecy as the message and the cipher-
text being statistically independent [Sha49]. This means that without the
key, a ciphertext provides no information about the message. Unfortu-
nately, Shannon has also shown in the same paper that perfect secrecy can
only be achieved if the key is at least as long as the message, which limits
the applicability of such schemes. Goldwasser and Micali introduced the
notion of semantic security, which can be seen as an analog to Shannon’s
perfect secrecy (for public-key encryption), where security is only guaran-
teed against computationally bounded adversaries [GM84]. They have
also shown that semantic security is implied by what is known today as
ciphertext indistinguishability under chosen-plaintext attacks (IND-CPA
security). Later, two variants of the even stronger notion of ciphertext
indistinguishability under chosen-ciphertext attacks (IND-CCA security)
were introduced [NY90; RS92]. Several additional notions have been
proposed and relations among them have been proven [DDN00; BDPRYS;
CKNO3J.

The long history and large number of existing security definitions show
that there is no universally “right” notion and that it is generally difficult
to find a meaningful definition. Many of the aforementioned definitions
are also quite technical and it is often hard to tell which definitions are
sufficient to guarantee the desired security in a given application. For
more advanced types of encryption, as the ones considered in this thesis,
the situation only gets worse.

Security definitions and their semantics. Before explaining our
approach to analyzing security definitions, we point out that these defini-
tions can serve two entirely different purposes, which are often not clearly
distinguished.

The first purpose of a security definition is to serve as a (technical)
reference point, on the one hand for devising schemes provably satisfying
the definition based on a weak assumption (e.g., a CCA-secure PKE
scheme based on the DDH assumption [CS98]), and on the other hand
for building more sophisticated primitives from any scheme satisfying the
definition (e.g., constructing a CCA-secure PKE scheme from a CPA-
secure IBE scheme and a one-time signature scheme [BCHKOT]|). Results
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about security definitions often take the form of a comparison, for example
an equivalence or a separation statement, meaning that one definition is
strictly stronger than another one.

The second purpose of a (technical) security definition is to assure
the security of a certain type of application when a scheme satisfying
the (technical) security definition is used. While definitions are usually
devised with much intuition for what is needed in a certain application
(and indeed the definition is often motivated by an application story),
it is important to point out that a conventional technical security def-
inition for a cryptographic primitive can generally not directly imply
the security of an associated application, for two independent reasons.
First, the particular use of the primitive within a protocol would have to
be precisely specified. For example how is the message to be encrypted
formed, to whom is it sent, over what kind of channel, and are certain
fields like an IP address included in the MAC? Second, the application
and its security requirements would also have to be formalized precisely.
For example, game-based security definitions for key agreement do not
explicitly guarantee that one can safely use the key in a given context,
nor what the requirements are for the channels over which the protocol is
executed (e.g., that they must be authenticated).

1.2 Constructive Cryptography

The general question of bridging the gap between a technical (e.g., game-
based) security definition and the security of an intended application
making use of the primitive is a foundational one. A goal of the con-
structive cryptography (CC) framework [Maul2; MR11] is to do exactly
this: provide constructive semantics for technical security definitions and,
based on the semantics, to compare definitions and identify the adequate
one(s).

The approach taken is well-established in cryptography and very
natural, and it can perhaps be seen as the only viable approach to
tightly link security definitions and applications. Namely, one formalizes
the application as an ideal-world system, called a resource in CC, which
captures both what one wants and what one does not want to happen. For
example, secure communication can be modeled as a secure channel where
the adversary learns at most the length of the message. Other frameworks
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that capture security properties by defining an ideal functionality include
(variants of) Universal Composability (UC) [Can01; HS15; KT13| and
Reactive Simulatability (RSIM) [PW01; BPWO07]. These frameworks have
a different focus and are designed bottom-up from a specific machine
model, while the constructive cryptography framework follows a top-down
approach, leading to simpler descriptions and avoiding technicalities.

The use of a cryptographic scheme can be understood as constructing
a certain (ideal) resource from certain assumed (real) resources. For
example, symmetric encryption can then be understood as constructing a
secure (length-leaking) channel from an authenticated channel and a secret
key, and a key-agreement protocol can be understood as constructing a
secret key (distributed to two parties A and B, where the adversary learns
nothing) from a bidirectional authenticated channel. This constructive
approach provides composition of constructions, i.e., the constructed
resource (e.g., a secret key) can be used in any other construction as an
assumed resource, and we have modularity since the overall security follows
automatically from the individual security proofs and the composition
theorem of constructive cryptography.

1.3 Studied Encryption Types and Results

1.3.1 One-Time Pad

We first analyze the one-time pad in Chapter 3. In contrast to the other
types of encryption we consider in this thesis, the one-time pad has
not been designed to have enhanced features except for its well known
information-theoretic security. We focus on another, completely different
aspect, which surfaces only when the receiver (not only the eavesdropper)
is considered potentially dishonest, as can be the case in a larger protocol
context in which encryption is used as a sub-protocol.

For example, such a dishonest receiver (who is, say, coerced by the
eavesdropper) can in normal encryption verifiably leak the message to
the eavesdropper by revealing the secret key. While this leakage feature
can provably not be avoided completely, it is more limited if the one-time
pad is used. This is due to the fact that the one-time pad, as deniable
encryption, has the property that the receiver can after obtaining the
ciphertext, present a key that decrypts this ciphertext to an arbitrary
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message of the receiver’s choice. We use the constructive cryptography
framework to make these statements precise.
The results in that chapter have been published in [MM13].

1.3.2 Identity-Based Encryption

In Chapter 4, we look at identity-based encryption (IBE). An IBE scheme
includes an algorithm to generate a master public key and a master secret
key, and an algorithm to generate user secret keys for a given identity
using the master secret key. To encrypt a message, only the master public
key and the identity of the recipient is needed, and the resulting ciphertext
can be decrypted with the user secret key for that identity.

We formalize the standard application of identity-based encryption as
constructing an ideal resource which we call delivery controlled channel
(DCC). This resource allows users to be registered (by a central authority)
for an identity and to send messages securely to other users only known
by their identity.

Quite surprisingly, we show that existing security definitions for IBE
are not sufficient to construct DCC. In fact, it is impossible to do so in
the standard model. We show, however, how to adjust any IBE scheme
that satisfies the standard security definition IND-ID-CPA to achieve this
goal in the random oracle model.

We also show that the impossibility result can be avoided in the
standard model by considering a weaker ideal resource that requires all
users to be registered in an initial phase before any messages are sent. To
achieve this, a weaker security notion, which we introduce and call IND-
ID1-CPA, is actually sufficient. This justifies our new security definition
and might open the door for more efficient schemes. We further investigate
which ideal resources can be constructed with schemes satisfying the
standard notion and variants of selective security.

The results in that chapter have been published in [HMM15].

1.3.3 Functional Encryption

In Chapter 5, we consider Functional encryption (FE), which is a powerful
generalization of various types of encryption. Like IBE, it allows to
generate a master public key and a master secret key. The master secret
key for FE schemes, however, can be used to generate decryption keys for
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a given function. When data z is encrypted using the master public key
and the resulting ciphertext is decrypted using a decryption key for the
function f, one learns f(x).

We investigate how functional encryption can be used by a trusted
authority to enforce access-control policies to data stored in an untrusted
repository. Intuitively, if (functionally) encrypted data items are put
in a publicly-readable repository, the effect of the encryption should
be that users have access to exactly (and only) those functions of the
data items for which they have previously received the corresponding
decryption key. That is, in an ideal-world view, the key authority can
flexibly manage read access of users to the repository. This appears to
be exactly what functional encryption is supposed to achieve, and most
natural applications of thereof can be understood as specific uses of such
a repository with access control.

We formalize the described ideal-world interpretation as a resource
and propose a new conventional security definition, called composable
functional encryption security (CFE security), which we prove to be
equivalent to the construction of this resource. This definition (and hence
the described application) is shown to be unachievable in the standard
model but achievable in the random oracle model. Moreover, we show that
somewhat weaker definitions, which are achievable in the standard model,
can be obtained by certain operational restrictions of the ideal-world
repository, making explicit how schemes satisfying such a definition can
(and cannot) meaningfully be used.

The results in that chapter have been published in [MM15].

1.3.4 Access Control Encryption

Finally, we consider access control encryption (ACE) in Chapter 6. This
recently introduced type of encryption enables to control the information
flow between several parties according to a given policy specifying which
parties are, or are not, allowed to communicate. By involving a special
party, called the sanitizer, policy-compliant communication is enabled
while policy-violating communication is prevented, even if sender and
receiver are dishonest. To allow outsourcing of the sanitizer, the secrecy of
the message contents and the anonymity of the involved communication
partners is guaranteed not only against dishonest users, but also against
the sanitizer.
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We show that in order to be resilient against realistic attacks, existing
security definitions of ACE must be considerably strengthened in several
ways. A new, substantially stronger security definition is proposed, and an
ACE scheme is constructed which provably satisfies the strong definition
under standard assumptions.

Three aspects in which the security of ACE is strengthened are as
follows. First, CCA security (rather than only CPA security) is guaranteed,
which is important since senders can be dishonest in the considered setting.
Second, the revealing of an (unsanitized) ciphertext (e.g., by a faulty
sanitizer) cannot be exploited to communicate more in a policy-violating
manner than the information contained in the ciphertext. We illustrate
that this is not only a definitional subtlety by showing how in known ACE
schemes, a single leaked unsanitized ciphertext allows for an arbitrary
amount of policy-violating communication. Third, it is enforced that
parties specified to receive a message according to the policy cannot be
excluded from receiving it, not even by a dishonest sender.

At the end of the chapter, we sketch the natural ideal resource and the
construction thereof one would expect ACE to achieve. We then explain
why ACE actually only provides very weak guarantees in constructive
cryptography and conclude by hinting at ways to resolve this.

Except for the discussion of the modeling in constructive cryptography,
the results in that chapter have been published in [BMM17].

1.4 Related Work

Several other types of encryption have been considered in the constructive
cryptography framework. These include symmetric encryption [MRT12],
(anonymous) public-key encryption [CMT13; KMO+13], and (robust)
authenticated encryption [BMM+15a; BMM+15b].

What encryption achieves in an ideal-world sense has also been inves-
tigated in the UC framework for public-key encryption [Can01; CKNO03|
and for symmetric encryption [KT09], and in the RSIM framework for
public-key encryption [PWO01].

Since those papers consider different types of encryption schemes and
have different goals, the results are significantly different from the ones
obtained in this thesis. Work related to the types of encryption we consider
is referenced in the corresponding chapters.






Chapter 2

Preliminaries

2.1 General Notation

The algorithms and systems in this thesis are described by pseudocode
using the following conventions: We write = <— y for assigning the value y
to the variable x. For a finite set X, x « X denotes assigning to = a
uniformly random value in X. If A is an algorithm, y < A(z) denotes
executing A on input z and assigning the returned value to y. For a
probabilistic algorithm A and a (sufficiently long) bit string r € {0,1}*,
A(z;7) denotes the execution of A on input x with randomness r, and
A(z) denotes the execution with uniformly chosen randomness. For
algorithms A and O, A°0)(z) denotes the execution of A on input z,
where A has oracle access to O.

We denote the set of natural numbers by N = {0,1,2,...}, and the
set of integers by Z. For n € IN, we use the convention

[n] ={1,...,n}.

By Z,, we denote the ring of integers modulo n, and by Zj, its multiplicative
group of units. We denote the length of a bit string s by |s| and for
S1y-«-s8n, |(S1,-..,5n)| denotes the bit length of (some fixed) unique
encoding of (s,...,Sn).

The probability of an event A in an experiment F is denoted by Pr¥[A],
e.g., pre{01} [z=0] = % If the experiment is clear from the context, we
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omit the superscript. The conditional probability of A given B is denoted
by Pr[A | B] and the complement of the event A is denoted by —A.

2.2 Security Definitions and Advantages

The security of a cryptographic scheme is usually defined via a random
experiment (or game) involving an adversary algorithm A. For a given
scheme & and adversary A, one defines the advantage of A, which is
a function of the security parameter k. To simplify the notation, we
omit the security parameter when writing the advantage, e.g., we write
Adv g'gAEUF CMA instead of Adv g'gAEUF CMA(1) for the advantage of A in the
existential unforgeability game for the signature scheme £. Such a scheme
is considered secure if Adv S'g_EUF MA is negligible (in k) for all efficient A.
An algorithm A is eﬂiczent if it runs in probabilistic polynomial time
(PPT), i.e., A has access to random bits and there is a polynomial p such
that A(z) terminates after at most p(|x|) steps (in some computational
model, e.g., Turing machines) for all inputs . A function f is negligible if
for every polynomial p, there exists ng € IN such that f(n) < 1/p(n) for all
n > ng. While these asymptotic definitions yield concise statements, we
will mostly derive precise bounds on the advantages, following a concrete
security approach.

2.3 Cryptographic Primitives and Games

2.3.1 Decisional Diffie-Hellman Assumption

Definition 2.3.1. Let G = (g) be a cyclic group of prime-order ¢ and
let g be a generator. Let A be a probabilistic algorithm that on input
q, g, and three elements X,Y,T € G returns a bit d. Let DDH;ﬁ be the
experiment where A is given two random group elements X = ¢, Y = ¢°,
and the value T'= ¢?°. Let DDHrand be the experlment where A is given
three random group elements X =g% Y =g and T = ¢g°. We define
the decisional Diffie-Hellman (DDH) advantage of A as

AdvPPH = PrPPHI g — 1] — PrPPHIE (g = 1],

The decisional Dzﬁie—Hellman (DDH) assumption for the group G states
that Adv?&H is negligible for all efficient A.
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2.3.2 Pseudorandom Functions

Definition 2.3.2. For x € N, let I, X, and ), be finite sets and let
F.: K. x X, = Y. be a function. For K € K,, we use the notation
Fr = F,,(K,-). Further let A be a probabilistic algorithm and consider
the experiment in which A outputs a bit after interacting with an oracle
that either corresponds to Fix for a uniformly chosen K € K., or to a
uniformly chosen function U: X, — ),. We define the pseudorandom
function advantage of A as

AdviR, = Pr[Af0(1%) = 1] — Pr[AY0(1%) = 1],

where the first probability is over the random coins of A and the choice
of K, and the second probability is over the random coins of A and the
choice of U. The function family F is called pseudorandom if AvaF'?F is
negligible for all efficient A.

2.3.3 Public-Key Encryption

Definition 2.3.3. A public-key encryption (PKE) scheme consist of the
following three PPT algorithms:

Key generation: The algorithm Gen on input a security parameter 1,
outputs a public key ek and a private key dk.

Encryption: The algorithm Enc on input a public key ek and a mes-
sage m € M, outputs a ciphertext c.

Decryption: The algorithm Dec on input a private key dk and a cipher-
text ¢, outputs a message m € MU {L}.

We require for all (ek, dk) in the range of Gen and all m € M that
Dec(dk, Enc(ek,m)) =m
with probability 1.

Definition 2.3.4. Let £ = (Gen, Enc, Dec) be a PKE scheme and let
A = (A1, As) be a pair of probabilistic algorithms. Consider the exper-
iment Exp?ﬁ"ND'CPA in Figure 2.1. We define the ciphertezt indistin-

guishability under chosen-plaintext attacks advantage of A as

Advgﬂz—IND_CPA —92.Pr [b' =b A |mo\ = |m1|] -1,
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Experiment Expg'i{""> <™ Experiment Expy%~/" VA

Input: 17,k € N Input: 1",k € N
(ek, dk) < Gen(1") (vk, sk) < Gen(1")
(mo, m1, st) < Ay (ek) (m, o) + ASECE (41
b« {0,1}

c¢® «+ Enc(ek,myp)
b Aa(st,c*)

Figure 2.1: Experiments for the security definitions of public-key encryp-
tion and digital signature schemes.

where the probability is over the randomness in ExpPKE IND-CPA " The

scheme & has indistinguishable ciphertexts under chosen- plamtext attacks
(is IND-CPA secure) if AvaKE IND-CPA i5 negligible for all efficient A.

2.3.4 Digital Signature Schemes

Definition 2.3.5. A (digital) signature scheme consist of the following
three PPT algorithms:

Key generation: The algorithm Gen on input a security parameter 1%,
outputs a public key vk and a private key sk.

Signing: The algorithm Sign on input a private key sk and a message m €
M, outputs a signature o.

Verification: The algorithm Ver is deterministic and on input a public
key vk, a message m, and a signature o, outputs a bit b (where
b =1 means “valid” and b = 0 means “invalid”).

We require for all (vk, sk) in the range of Gen and all m € M that
Ver(vk,m,Sign(sk,m)) =1
with probability 1.

Definition 2.3.6. Let £ = (Gen, Sign, Ver) be a signature scheme and let
A be a probabilistic algorithm. Consider the experiment Exps'g'EUF CMA
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in Figure 2.1 and let @ be the set of queries A issued to its oracle. We
define the existential unforgeability under adaptive chosen-message attacks
advantage of A as

Adv?iEUF'CMA = Pr[Ver(vk,m,0) =1 A m ¢ Q],

where the probability is over the randomness in Exp?ﬁEUF'CMA. The

scheme & is ewistentially unforgeable under adaptive chosen-message at-
tacks (EUF-CMA secure) if Adv?iEUF'CMA is negligible for all efficient A.

2.3.5 Non-Interactive Zero-Knowledge Proofs

We define non-interactive zero-knowledge proofs following Groth [Gro06].

Definition 2.3.7. Let R be an efficiently computable binary relation and
consider the language L = {z | Jw (x,w) € R}. A non-interactive proof
system for L (or for R) consists of the following three PPT algorithms:

Key generation: The algorithm Gen on input a security parameter 1%,
outputs a common reference string crs.

Proving: The algorithm Prove on input a common reference string crs,
a statement x, and a witness w, outputs a proof .

Verification: The algorithm Ver on input a common reference string crs,
a statement z, and a proof 7, outputs a bit b (where b = 1 means
“accept” and b = 0 means “reject”).

We require perfect completeness, i.e., for all crs in the range of Gen and
for all (z,w) € R, we have

Ver(crs,:lc7 Prove(crs,m,w)) =1
with probability 1.

Definition 2.3.8 (Soundness). Let €& = (Gen, Prove,Ver) be a non-
interactive proof system for a language L and let A be a probabilistic
algorithm. We define the soundness advantage of A as

Adv?!i“'snd = ProrsCen(17); (w,m)Aers) [a: ¢ L A Ver(cers,z,m) = 1].
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The scheme & is computationally sound if Advg!iK‘S"d is negligible for all

efficient A and perfectly sound if Adv?!ﬂ('snd =0 for all A.

Definition 2.3.9 (Computational zero-knowledge). Let £ = (Gen, Prove,
Ver) be a non-interactive proof system for a relation R and let S = (57, 52)
be a pair of PPT algorithms, called simulator. Further let S’(crs, 7,2, w) =
Sa(ers,7,x) for (z,w) € R, and S’ (ers, 7, x,w) = failure for (z,w) ¢ R.
We define the zero-knowledge advantage of a probabilistic algorithm A as

Advg!élf;‘ZK — Prcrs<—Gen(1") [AProve(crs,~,~)(CTS) — 1]
_ Pr(c’r‘s,‘r)esl(lﬁ) [ASI(C’I"S,T,<,~)(CTS) — 1] ]

We call (Gen, Prove, Ver, S1,S2) a non-interactive zero-knowledge (NIZK)

proof system for R if Advg%&ZK is negligible for all efficient A; it is

called single-theorem NIZK proof system if Advg%ﬁZK is negligible for all

efficient A that make at most one query to their oracle.

Definition 2.3.10 (Knowledge extraction). Let & = (Gen, Prove, Ver)
be a non-interactive proof system for a relation R and let E = (E4, Es)
be a pair of PPT algorithms, called knowledge extractor. We define the
knowledge extraction advantages of a probabilistic algorithm A as

AdvNIZCets — prersGen()[ 4(ers) = 1]

— prlers) <) [A(crs) =1],
Advg"lélf_:fXQ — Pr(CTSf)(*El(lK'); (z,m)<A(crs); wFEa(crs,&,x,m)

[Ver(crs,z,m) =1 A (z,w) ¢ R].

We call (Gen, Prove, Ver, E1, FE5) a non-interactive proof of knowledge sys-
tem for R if Advy 50" and Advy 5o are negligible for all efficient A.

Definition 2.3.11 (Simulation soundness). Let £& = (Gen, Prove, Ver)
be a non-interactive proof system for a language L, let S = (S1,S2)
be a pair of PPT algorithms, and let A be a probabilistic algorithm.
Consider the experiment Expg!gﬁgm's”d that executes (crs,7) < S1(1%)
and (z,7) « A%2(¢:7) (¢rs). Further let Q be the set of all (z/,7’) such
that A queried x’ to its oracle and received 7’ as a response. We define

the simulation soundness advantage of A as

Advg!ét&fim'snd =Pr[(z,m)¢Q AN x¢ L A Ver(crs,z,m)=1].
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We say (Gen, Prove, Ver, Sy, 52) is simulation sound if Adv?%ﬁs'm's"d is

negligible for all efficient A, and it is one-time simulation sound if
Advg!gﬁs'm'snd is negligible for all efficient A that make at most one

query to the oracle Ss.

Note that in the above definition, A is allowed to issue queries z’ ¢ L
to its oracle. This means that soundness is preserved even if an adversary
sees simulated proofs of false statements.

2.4 Constructive Cryptography

The results in this thesis are formulated using a simulation-based notion of
security. There are many protocol frameworks based on such a simulation-
based security notion (e.g., [GMWS8T7; Bea92; MR92; Can01l; PWO01;
BPWO07; MR11; Maul2]). However, in this work, we use the constructive
cryptography (CC) framework [Maul2; MR11].

Briefly, CC makes statements about constructions of resources from
other resources. A resource is a system with interfaces via which the
resource interacts with its environment and which can be thought of as
being assigned to parties. Converters are systems that can be attached
to an interface of a resource to change the inputs and outputs at that
interface, which yields another resource. The protocols of honest parties
and simulators correspond to converters. Dishonest behavior at an in-
terface is captured by not applying the protocol (instead of modeling an
explicit adversary). An ideal resource is constructed from a real resource
by a protocol, if the real resource with the protocol converters attached
at the honest interfaces is indistinguishable from the ideal resource with
the simulators attached at the dishonest interfaces.

We introduce the relevant concepts in more detail, following [MR11],
in the following subsections. For readers more familiar with the Universal
Composability (UC) framework [Can01], we also include explanations of
how the presented concepts relate to similar concepts in UC.

2.4.1 Resources, Converters, and Distinguishers

We consider different types of systems, which are objects with interfaces
via which they interact with their environment. Interfaces are denoted
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by uppercase letters. One can compose two systems by connecting one
interface of each system. The composed object is again a system.

Two types of systems we consider here are resources and convert-
ers. Resources are denoted by (partially) capitalized sans serif fonts,
e.g., Ror AutCA’B, and have a finite set Z of interfaces. Resources with
interface set Z are called Z-resources. Converters have one inside and
one outside interface and are denoted by lowercase Greek letters or sans
serif fonts. In figures, resources are drawn with rectangular boxes and
converters with boxes with rounded corners. The inside interface of a
converter a can be connected to interface I € Z of a resource R. The
outside interface of a then serves as the new interface I of the composed
resource, which is denoted by ofR. We also write a;R instead of afR
for a converter a;. For a tuple of converters o = (ay,,...,qr,) with
Ii,....,I, € T and a set P C {I4,...,I,} of interfaces, apR denotes
the Z-resource that results from connecting «; to interface I of R for
every I € P. Moreover, asR denotes the Z-resource one gets when
o is connected to interface I of R for every I € {I1,...,I,} \ P. For
Z-resources Ry, ..., Ry, the parallel composition [Ry,...,Ry,] is defined
as the Z-resource where each interface I € 7 allows to access the corre-
sponding interfaces of all sub-systems R; as sub-interfaces. Similarly, for
converters v, . . ., u,, we define the parallel composition [aq, ..., ay] via
[a1, .. am] Ry, ..., Ry] = [dRy,. .., ol R,

A distinguisher D for resources with n interfaces is a system with
n + 1 interfaces, where n of them connect to the interfaces of a resource
and a bit is output at the remaining one. We write Pr[DR = 1] to denote
the probability that D outputs the bit 1 when connected to resource R.
The goal of a distinguisher is to distinguish two resources by outputting
a different bit when connected to a different resource. Its success is
measured by the distinguishing advantage.

Definition 2.4.1. The distinguishing advantage of a distinguisher D for
resources R and S is defined as

AP(R,S) :=Pr[DR = 1] — Pr[DS = 1].

If AP(R,S) = 0 for all distinguishers D, we say R and S are equivalent,
denoted as R = S. If the distinguishing advantage is negligible for all effi-
cient distinguishers, we say R and S are computationally indistinguishable,
denoted as R ~ S.
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Remark. One can also consider statistical indistinguishability by allow-
ing a negligible distinguishing advantage for all (including inefficient)
distinguishers, but we do not need that concept in this thesis.

We introduce two special converters 1 and 1. The converter 1 forwards
all inputs at one of its interfaces to the other one. We thus have for all
Z-resources Rand all I € 7

1'R=R.

One can equivalently understand connecting 1 to interface I of a resource
as not connecting any converter to that interface. Moreover, the con-
verter | blocks all inputs at the connected interface. That is, interface I of
1'R does not accept any inputs and there are no outputs at this interface.

Defining systems. We define systems by specifying their input/output
behavior either using pseudocode or with a textual description. Such a
specification describes how the system reacts to inputs at its interfaces.
We use the convention that inputs not matching any of the described cases
are ignored. Systems can have an optional initialization phase, which is
executed before any inputs are processed.

Efficiency of systems. For defining computational security, one needs
a notion of an efficient system. The class of these systems can be defined
by fixing a model of computation and considering all systems satisfying
certain conditions on the number of computational steps and the lengths
of the inputs and outputs. The important property needed from such a
notion is that connecting efficient systems again yields an efficient system
[MR11]. Precisely defining this in a meaningful way is rather involved
and the details are not important to understand the results in this thesis.

Relation to UC concepts. In UC, systems as above can correspond
to protocols, ideal functionalities, or simulators that interact with the
protocol environment. More specifically, resources correspond to ideal
functionalities, while converters can correspond to real or hybrid protocols,
or to simulators. Namely, a UC protocol can be viewed as a way to
convert calls to that protocol to calls to an underlying communication
infrastructure (or hybrid functionality). Conversely, a UC simulator can
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be viewed as a way to convert the network interface of one protocol into
that of another one. (In CC, there is no a-priori distinction between I/0
and network interfaces; hence, both UC protocols and UC simulators
correspond to converters.) Distinguishers as above correspond to the UC
protocol environments. In contrast to CC, the systems in UC are fixed
to a very specific type of Turing machines. To be compatible with that,
the class of efficient systems in CC can be instantiated by such Turing
machines.

2.4.2 Filtered Resources

In some situations, specific interactions with a resource might not be guar-
anteed but only potentially available. To model such situations, we extend
the concept of a resource. Let R be an Z-resource and let ¢ = (¢1)rer
be a tuple of converters. We define the filtered resource Ry as a resource
with the same set of interfaces Z. For a party connected to interface I of
R4, interactions through the converter ¢ are guaranteed to be available,
while interactions with R directly are only potentially available to dis-
honest parties. The converter ¢; can be seen as a filter shielding specific
functionality of interface I. Dishonest parties can potentially remove the
filter to get access to all features of the resource R. Formally, Ry is defined
as the set of all resources that allows all interactions allowed by ¢zR but
not more than allowed by R; see [MR11] for more details.

2.4.3 Basic Resources

An important cryptographic resource is a shared secret key between A
and B, which outputs the same random value at the interfaces A and B
and nothing at the interface of an eavesdropper.

Definition 2.4.2. A shared secret key, denoted as sKeyA’B , 1s a resource
with three interfaces A, B, and E. It outputs a uniformly random value
at the interfaces A and B and does not output anything at interface E.
All inputs are ignored.

Another important example of resources are communication channels,
which allow the sender A to send messages from some message space M C
{0,1}* to the receiver B. We define two such channels, which differ in
the capabilities of the adversary E.
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Definition 2.4.3. An authenticated channel from A to B for n € IN
messages and message space M, denoted as AutC"’A’B, and a secure
channel from A to B for n € IN messages and message space M, denoted
as SecC™ B are resources with three interfaces A, B, and E.! On input
a message m € M at interface A, they both output the same message m
at interface B if less than n messages have been sent before. Additionally,
AutC™* B outputs m at interface E and SecC™*Z outputs the length |m)|
of the message at interface E. Other inputs as well as attempts to send
more than n messages are ignored. Authenticated and secure channels
that allow arbitrarily many messages to be sent are denoted by AutCAB
and SecCHP, respectively.

Remark. Alternatively, one could define authenticated and secure channels
such that E also has the ability to delete messages. Most results in this
thesis can be adapted to such a setting, but our assumption that sent
messages are always delivered allows to simplify the presentation.

For authenticated channels, we do not want to guarantee that an
adversary learns the message, it is rather not excluded. Similarly, secure
channels should not guarantee that the length of the message leaks. To
model this, we introduce filters that block all outputs at interface E.
We then have that a secure channel is also authenticated, i.e., the set of
(filtered) secure channels is a subset of the set of (filtered) authenticated
channels.

Definition 2.4.4. Let ¢"t¢ = ¢5<C .= (1,1, 1). We will consider the

filtered resources AutCﬁ;fc and SecCgs’ech.

Note that
OPNG myAutChP = 1417 L P Auch P
=115 1 PSecCP = ¢?‘2°53’E}SecCA’B
accepts messages at interface A and outputs them at interface B where
interface F is inactive.

We finally introduce a more advanced communication resource that
has many interfaces and allows a sender to send messages to all other

ISince the message space is typically either irrelevant or clear from the context, we
do not include it in the notation.
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interfaces. It is authenticated in the sense that the messages cannot be
modified and everyone receives the same message.

Definition 2.4.5. The broadcast resource BCast™? for a set BB has inter-
face set {A} U B. On input a message m € M at interface A, the same
message is output at all interfaces B € B. Other inputs are ignored.

Relation to UC concepts. The presented resources directly corre-
spond to UC ideal functionalities for authenticated, secure, or broadcast
channels. The different interfaces of the presented resources correspond
to what different parties in UC could send or receive. (Here we note a
common design difference in UC and CC: in UC, typically one would
assume parties as fixed entities, and model communication and interfaces
around them. In CC, one would typically start with the interfaces that
reflect the semantic types of in- and outputs of a resource, and only later
think of connecting entities like parties.)

2.4.4 Construction of Resources

A protocol is a tuple of converters with the purpose of constructing a
so-called ideal resource from an available real resource. Depending on
which parties are considered potentially dishonest, we get a different
notion of construction.

As an example from [CMT13|, consider the setting for public-key
encryption with honest A and B where we want to construct a secure
channel Secngﬁ from authenticated channels AutC;’Aﬁ’CA and AutCi,;fC
in presence of a dishonest eavesdropper E. Here, the real resource is
R := [AutC;’,ﬁ’cA, AutC?Afc] and the ideal resource is S := SecCQS’ECBC. In this
setting, a protocol m = (74, 7p, 7g) constructs S from R with potentially
dishonest F if there exists a converter o (called simulator) such that

TATBTE [(bgutcd)guthsgutCAutcl,B,A, Qz)guthsgutC(b%utCAutCA,B]
~ ¢§4{ECC¢S§ECC¢SESCCSECCA,B
and

TATE [¢QUtC¢gUtCAUtCLB7A, ¢ﬁ”tc¢%chutCA’B]

~ ¢ﬁUtc¢%mCUESGCCA’B,
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Figure 2.2: Depiction of the two conditions for the construction of a
filtered {4, B, E}-resource S, from the filtered {A, B, E}-resource Ry
with potentially dishonest F by the protocol 7.

where o provides a sub-interface to the distinguisher for each channel that
constitutes the real resource. See Figure 2.2 for a graphical representation
of these two conditions. The first condition ensures that the protocol
implements the required functionality and the second condition ensures
that whatever Eve can do when connected to the real resource without
necessarily following the protocol, she could do as well when connected
to the ideal resource by using the simulator og. Since Eve is here only a
hypothetical entity, we typically have 7y = L.

In this thesis, we consider the more general setting that includes
several potentially dishonest parties that (in contrast to Eve in the above
example) also get certain guarantees if they are honest while unable to
do more than specified by the ideal resource even if they are dishonest.
We define a secure construction as follows.
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Definition 2.4.6. Let Ry and Sy be filtered Z-resources and let m =
(71)1ez be a protocol. Further let & C 7 be the set of interfaces with
potentially dishonest behavior. We say 7 constructs Sy from Ry with
potentially dishonest U, denoted by

R¢ F::{> 51/,,

if there exist converters o = (0y)yey such that
YPCU: ’/Tf(ﬁfR ~ 0'7)1/)55.

For singleton sets U = {E}, we here write E instead of {E} to simplify
the notation. The converters o are called simulators.?

For U = 7, this definition corresponds to the abstraction notion from
[MR11], which considers all parties as potentially dishonest. To apply the
above definition to an unfiltered resource R, one can formally introduce
trivial filters ¢ := 1 for I € Z and consider the filtered resource R4 which
is identical to R. In such cases, we will omit the filters.

Composition of constructions. The notion of construction is compos-
able in the following sense: We have for all filtered resources Ry, Rib,, Sus
S/, and T, and for all protocols 7 = (74,7, 7¢) and 7' = (74, 7, 7)),

’

R(zs F:>:{ Sw N SdJ FZ)Z T - R(zg t:>7rzjﬂ T,

™ [777 71'/}

Rs —%» Sy AR, — Sy = [R4,Ry] = [S» Sipr]s

where 7’ o = (7/y o Ta, 7 o mp, My o W) and [, 7] = ([ma, 7],
7B, 7%, [Tc, 7T’C]) The first property guarantees that the composition
of construction steps yields a secure overall construction and the second
property ensures that a construction remains secure in any context, i.e.,
regardless of what happens in parallel. See [Maul2; MR11] for a proof of
these statements and further discussions.?

2Note that we require the existence of one simulator for all efficient distinguishers.
This simulator does therefore not depend on the distinguisher and hence is black-boz.

31n fact, [Maul2] only proves the special case for { A, B, E}-resources with potentially
dishonest E, and [MR11] only considers the case i/ = Z. The more general statement
we need, however, follows analogously since the implications can be shown for each
P C U separately.
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Relation to UC concepts. The “constructs” notion presented above
directly corresponds to the UC notion of secure realization. (The combina-
tion of 7 and R corresponds to the real protocol in UC, while S matches the
UC ideal protocol.) The “constructs” notion does not consider an explicit
adversary on the real protocol. (Instead, in UC terms, a dummy adversary
is considered without loss of generality.) There is a difference, however,
in the modeling of corruptions. Generally, in UC, adaptive corruptions
are considered. In the CC modeling above, only static corruptions of
parties are considered. Moreover, instead of modeling corruptions through
special “corrupt” messages sent from the adversary or environment, in CC
corruptions are modeled simply be letting the distinguisher connect to
the interfaces of corrupted parties.

Finally, a subtle difference between CC and UC security is that CC
security requires “local” simulators for each interface, whereas in UC, one
simulator is required that handles all parties (resp. interfaces) at once.
While this makes CC security a stricter notion than UC security, this
difference is not important for our results; in particular, our impossibility
results have nothing to do with the fact that CC security requires local
simulation.






Chapter 3

Deniability of the
One-Time Pad

3.1 Introduction

3.1.1 Motivation

The purpose of symmetric encryption in constructive cryptography can
be seen as constructing a secure channel from a sender Alice to a receiver
Bob from a shared secret key and an authenticated channel. Given a
key as long as the message, Alice can encrypt her message by bitwise
XORing the key to the message, which yields the corresponding ciphertext.
She then sends this ciphertext over the channel to Bob, who can recover
the message by bitwise XORing the key to the ciphertext. If the key is
uniformly random and used only once, this cryptosystem is called one-
time pad. Tt was shown in [Sha49] that an eavesdropper Eve does not
learn anything about the message given only the ciphertext. This means
constructively that the one-time pad can be used to construct a secure
channel from a shared secret key and an authenticated channel if Eve is
the only dishonest party, regardless of her computational power.

This analysis assumes that Alice and Bob are always honest, which
is a standard assumption when analyzing symmetric encryption schemes.
However, when channels are used in a more complex system with several
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parties, this assumption does not always hold. We analyze the one-time
pad when the receiver Bob is potentially dishonest. This allows us to
understand situations in which Bob is coerced to give the secret key to
another party or in which Bob wants to betray Alice by convincing a third
party that she has sent a specific message. If Bob sends Eve the key and
Alice sends a message to Bob, Eve can learn the message. Of course, Bob
can just send Eve the message, but if she does not trust him, there is no
reason for her to believe that he sent her the correct message. However,
receiving a key that later decrypts the ciphertext to a meaningful message
is more convincing because it might be much harder or even impossible
for Bob to find such a key. Hence, the resource generally constructed
by encryption schemes cannot exclude that Bob convincingly leaks the
message to Eve.

It is known that the one-time pad shares a feature with so-called
deniable encryption schemes introduced in [CDNO97], which allows one to
find a key for each pair of message and ciphertext such that the ciphertext
decrypts to the given message with this key. Hence, once Bob knows the
message, he can create a fake key that yields an arbitrary message of his
choice. Intuitively, this means that receiving a key from a dishonest Bob
after a message was sent is meaningless. We show that this intuition can
be formalized in the constructive cryptography framework as follows: The
one-time pad can be used to construct a resource which potentially allows
Bob at the beginning to decide whether he wants to leak the message
to Eve or not. However, he has to make this decision before Alice sends
the message, i.e., his choice to leak the message or not cannot depend on
the message. In contrast, when using ordinary encryption, one cannot
exclude that Bob is still able to verifiably leak the message after it was
sent. Hence, in addition to perfect secrecy, the one-time pad provides
stronger guarantees than other encryption schemes.

3.1.2 Contributions

The main contribution of this chapter is the description of an ideal
resource that can be constructed using the one-time pad in a setting
with a potentially dishonest receiver. Furthermore, we show that it is
impossible to construct a fully secure channel from a shared secret key
and an authenticated channel if the receiver is dishonest.

These have been the first results of this form involving more than one
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potentially dishonest party, which is of independent interest as a new type
of example in the constructive cryptography framework.

3.1.3 Related Work

The security of the one-time pad has been analyzed in constructive
cryptography by Maurer [Maul2|, and in the reactive simulatability
framework by Raub, Steinwandt, and Miiller-Quade [RSMO05]. These
works, however, only consider the standard setting with honest sender
and receiver.

Deniability and incoercibility have been considered in (variants of) the
UC framework [UM10; CV12; AOZZ15|. In comparison to these works,
our approach is much simpler since we neither need new definitions nor
to modify the constructive cryptography framework.

3.2 Encryption with a Dishonest Receiver

3.2.1 General Limitations

In this section, we examine encryption schemes in general. All results hold
with respect to information-theoretic security as well as computational
security. We investigate which resources one can construct from a shared
secret key and an authenticated channel using encryption in the setting
in which not only Eve but also Bob could be dishonest. If this is used
as part of a larger protocol which allows Bob to exchange messages with
Eve, a dishonest Bob could send her the key, resulting in Eve learning the
message. Since the security guarantees are preserved under composition
in our framework, the ideal resource constructed by an encryption scheme
has to reflect this. That is, the ideal resource potentially gives Bob
the option to leak the message to Eve. However, this option is not
guaranteed. One reason for this is that Bob cannot leak the message in a
more restricted setting where he does not have a communication channel
to Eve. Therefore, we have a filtered resource where Bob’s leakage button
is shielded by a filter.

Something else has to be taken into account. Consider for example
the one-time pad. The ciphertext there is a uniformly random bit string.
Hence, when Alice sends an encrypted message, Bob and Eve get common
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randomness. For other types of encryption, they could potentially extract
the randomness of the key from the ciphertext and thereby also get
common randomness. Even if this is not considered to be an issue, it
has to be reflected in the ideal resource. Altogether, the resource a
typical encryption scheme constructs from a shared secret key and an
authenticated channel is a secure channel which potentially gives Bob the
option to leak the message to Eve and which potentially gives common
randomness to Bob and Eve.

As we have just argued, ordinary encryption does not construct a
secure channel without additional features from an authenticated channel
and a shared secret key if Bob and Eve are potentially dishonest. We now
show that this construction is generally impossible, not by any type of
encryption scheme nor a completely different protocol (a variant of this
was already stated in the appendix of [MR11] without proof). We assume
here and for the rest of this chapter that the message space of all channels
is M = {0, 1}* for some fixed ¢ € N, and we only consider channels for
sending a single message.

Theorem 3.2.1. There exists no protocol 1 = (wa,mp,7g) that con-
structs a secure channel SecCH4B from a shared secret key sKeyA’B and
an authenticated channel AutCHE with potentially dishonest B and E.

Proof. Assume such a protocol 7 exists. Then, there exist simulators op
and o such that the following conditions hold:

mampmp [sKey™ P, AutCH4P] = SecChAE, (
e [sKey AT = opseccl B
TATB [SKeyA’BvAUtCLA’B] = opSecCHA B, (

(

N [sKeyA’B7AutC1’A’B] = opopSecCH B,

At the beginning, the resource 74 [sKeyA’B7 AutCl’A’B] outputs a key at
interface B. Hence, (3.4) implies that opopSecCh*# also outputs a
key at interface B. Furthermore, (3.4) implies that on input a message
m € M = {0,1}* at interface A of opopSecCHA B afterwards, the outputs
at interfaces B and E agree. Since o does not get any information about
the message and the key had been output before the message was input,
no output of op depends on the message. However, we can conclude
from (3.1) and (3.2) that (mpop)BSecChHP = SecCHAP ., applying
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protocol mp to the output of op gives the correct message. This is only
possible with probability 27¢, yielding a contradiction. O

3.2.2 The One-Time Pad with a Dishonest Receiver

As discussed in the preceding section, ordinary encryption at best con-
structs a secure channel that potentially allows the receiver Bob to leak
the message to an eavesdropper Eve and potentially gives common ran-
domness to Bob and Eve if they are both dishonest. In this section, we
show that, even though it is impossible to construct a secure channel
without additional features from a shared secret key and an authenticated
channel, the one-time pad can be used to construct a stronger resource
than the one constructed by ordinary encryption, namely a resource that
does not allow Bob to leak the message anymore once he has received it.

Intuitively, this is because the one-time pad shares the feature with
so-called deniable encryption [CDNO97| that for each pair of message
and ciphertext one can find a key such that the ciphertext decrypts to
the given message with this key. In case of the one-time pad, such a key
can be obtained by computing the bitwise XOR of the message and the
ciphertext. Therefore, Bob can generate a fake key to yield any message
of his choice if he already knows the message. This makes receiving a key
from Bob in that case useless because there is no way to verify whether it
is the correct key. This translates to the ideal resource by not allowing
Bob to leak the message after receiving it. Note that this does not work
before Bob knows the message. Then, he cannot find a key that will
decrypt the ciphertext to a message of his choice.

To capture the fact that Bob can leak the message before he receives it
but not afterwards, we split the receiver into two phases, By that is active
at the beginning and B that is active after receiving a message. This is
necessary to model for example that a receiver is following the protocol
at first but changes his strategy depending on the received message. We
first describe the real resource used in our construction, which consists of
a key, an authenticated channel, and a memory, and is denoted by KAcM.

Definition 3.2.2. The resource KAcM has the four interfaces A, By, Ba,
and F and consists of a shared secret key sKeyA’B ! between A and Bi,
an authenticated channel AutCY4%2 from A to B, and an ¢-bit memory
Mem®P152 writable by B; and readable by Bs. At interface B, one can
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Figure 3.1: The resource KAcM, which consists of sKeyA’Bl, AutCl’A’BQ,
and Mem?1-52 composed in parallel, with the protocol converters attached.

input z € {0, l}e to store x in the memory. On input read at interface Bs,
the beforehand stored value x is returned to Bs. To model that By and
By exist in different phases of the protocol, all inputs at interface B after
something is input at interface A and all inputs at interface By before are
ignored.

Now we describe the protocol m = (74, 7p,, 7B,, Tr). Let w4 internally
store the key it receives at its inside interface, and on input a message
at the outside interface, compute the bitwise XOR, of this message and
the key and input the result into the authenticated channel to By. When
mp, receives the key, it stores it in the memory. When mp, receives a
ciphertext from A, it reads the key from the memory, computes the bitwise
XOR of the key and the ciphertext and outputs the result at its outside
interface. Eve’s (hypothetical) protocol g := L ignores all inputs. See
Figure 3.1 for an overview of the protocol and the involved resources.

We next describe the ideal resource which is constructed from KAcM
by that protocol. The guaranteed functionality allows A to send a message
m € M to Bs. Moreover, it potentially allows E to learn the length of
the message and B to flip a switch such that E afterwards potentially
receives the message instead of only its length. Also, By can potentially
see whether the switch was flipped. For the same reason we explained
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in the case of general encryption, By, By, and F could potentially get
common randomness. If By and Bs are both dishonest, they cannot
be prevented from using the memory in KAcM to exchange information.
Hence, the ideal resource potentially also allows B to store an ¢-bit string
which can later be read by Bs. We call this resource secure channel with
limited leakability and formally define it as follows.

Definition 3.2.3. The resource SecCLL has the four interfaces A, By,
By, and F and works as described and illustrated in Figure 3.2. Since
some of the functionality of SecCLL is not guaranteed by the protocol but
only potentially available, we introduce the following filters: ¢p, = L
and ¢ = L ignore all inputs, ¢p, converts inputs of the form (r, b, m) at
its inside interface to m and ignores other inputs, and ¢4 = 1 forwards

all inputs. Let ¢ .= (¢a, dB,, dB,, OE)-
We finally prove that this protocol actually achieves the construction.

Theorem 3.2.4. The protocol m defined above constructs SecCLLy from
KAcM with potentially dishonest By, Bs, and E, i.e.,

KAcM ==  SecCLL,.
{B1, B2, E}

Proof. Let o :== (0p,,0p,,0) for the simulators o5,, 0p,, and o defined
in Figure 3.3. We have to show that

VP C {B, By, E} m5KAcM = op¢SecCLL.

We first verify the conditions with By € P, i.e., with op, present on
the right hand side. In this case, o, outputs a uniformly random ¢-bit
string r at the beginning, as the resource on the left hand side does at
interface B;. Since op, outputs leak at its inside interface, the local
variable b in SecCLL is true when a message m is input at interface A.
Hence, op, and og (if present) both output m @ r. As in the resource on
the left hand side, the bitwise XOR of the outputs at interfaces By and
Bs as well as the outputs at interfaces B; and F yields the input message
m=r® (m®r). On input read at interface Bs, op, returns the value
stored before a message was input at interface A. Therefore, the resources
on the left and those on the right hand side are indistinguishable in these
four cases.
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Resource SecCLL

Initialization

Interface B;

b <+ false
t+1
r« {0,1}*

output r at interface By

Input: leak
if t =1 then
b <+ true

Input: (store,z), z € {0,1}*

Interface A

if t =1 then

Input: me M
if ¢t =1 then

t <+ 2
if b then

else

output (r,b, m) at interface Bs
output (r,m) at interface E

output (r,|m|) at interface E

S x

Interface Bs

Input: read
if t =2 then
output s at interface Ba

(a) Definition of the resource SecCLL.

SecCLLy
G By
Y
5
A Y BQ
ot .. e
.Y
A 4 VE A 4

(b) Illustration of the resource SecCLL,. Interactions that are not guaranteed
but only potentially available to dishonest parties are drawn with dotted lines.

Figure 3.2: The resource SecCLL.
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Converter op, Converter o,

Inside interface Initialization
Input: r s < null

output leak at inside interface
output r at outside interface

Inside interface

Input: (r,b,m)

Outside interface if b then
Input: z € {0 1}[ s < returned value from read
. b

s at inside interface
output (store, z) at inside interface output m@r at outside interface
else

s+ m@r
output r at outside interface

Converter og

|

Outside interface

Inside interface Input: read
if s # null then
output s at outside interface

Input: (r,m)
output m @ r at outside interface

Input: (r,|m|)
output r at outside interface

\. J U J

Figure 3.3: Simulators for the construction of SecCLLy4 from KAcM.

Now consider the cases with By ¢ P. There, b is false when a
message m is input at interface A, so o will output a uniformly random
£-bit string r in case E € P. If By ¢ P, this is indistinguishable from the
output at interface E of the resource on the left hand side. Otherwise, op,
outputs r as well and sets its internal variable s to m@r. Hence, inputting
read and computing the bitwise XOR of the returned value s and the
previous output at interface By results in the message m = (m & r) @ r,
as in the resource on the left hand side. Therefore, the resources are
indistinguishable in all cases. O






Chapter 4

Identity-Based Encryption

4.1 Introduction

4.1.1 Motivation

Identity-based encryption (IBE) is a generalization of public-key encryp-
tion where messages can be encrypted using a master public key and
the identity of a user, which can be an arbitrary bit string, such as the
user’s e-mail address. Ciphertexts can be decrypted with a user secret key
for the corresponding identity, where user secret keys are derived from a
master secret key, which is generated together with the master public key.

The apparent standard application of IBE is non-interactive secure
communication. More specifically, we assume a setting with many parties,
and the goal is to enable each party to send any other party (known only
by his/her identity) messages in a secure way. This secure communication
should be non-interactive (or “one-shot”) in the sense that the sending
party should not be required to, e.g., look up a public key of the receiving
party, or to communicate in any other way (beyond of course sending one
message to the receiver). In fact, our requirements and expectations can
be described as follows. We define a resource that provides the following
basic services (via appropriate calls to the resource):

Registration. Each party is able to register his/her identity id. (Intu-
itively, an identity could be an email address or telephone number,
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that—presumably uniquely—identifies the registering party.)

Communication. Each party is able to send a message m to another
party with identity id.

While an IBE scheme can be used in an obvious way to syntactically
realize this functionality, the application is only secure if the IBE scheme
satisfies a suitable security definition.

4.1.2 Identity-Based Encryption and its Security

The concept of identity-based encryption has been conceived as early as
1984 [Sha85]. A first candidate of an IBE scheme was presented in 1991
in [MY91], although without a detailed security model. In the 2000s,
however, both a detailed security model [BF01] and a number of concrete
IBE schemes (with security proofs under various assumptions) emerged,
e.g., [BF01; Coc01; Wat05; GPV08].

Both standard IBE security notions (IND-ID-CPA and IND-ID-CCA)
are formalized as a security game. In this game, a hypothetical adver-
sary A chooses an identity id*, and messages m{ and mj, and tries to
distinguish an encryption of mf from an encryption of mj (both prepared
for receiver identity id*). Besides, A may (adaptively) ask for arbitrary
user secret keys for identities id # id*. (In case of IND-ID-CCA security,
A additionally gets access to a decryption oracle for arbitrary identities.)
If no efficient A can successfully distinguish these ciphertexts, we consider
the system secure.

At this point, we note that these game-based notions of security do
allow for a form of adaptivity (in the sense that A may adaptively ask for
user secret keys), but do not directly consider a concrete communication
scenario.

4.1.3 Contributions

In this chapter, we investigate the goal of non-interactive communication,
and in particular the use of IBE schemes to achieve that goal. Perhaps
surprisingly, it turns out that the standard notions of IBE security do not
imply non-interactive communication in the standard model. However,
we prove that standard IBE security notions do imply non-interactive
communication in the random oracle model and also weaker forms of
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non-interactive communication in the standard model. (Loosely speaking,
standard IBE security notions achieve non-interactive communication
in a setting in which registrations always occur before any attempt is
made to send messages to the respective receiving party.) Furthermore,
we introduce a new security notion that is weaker than the standard
notion, but still implies a very natural weaker notion of non-interactive
communication in the standard model.

A more technical view. A little more technically, we model non-
interactive communication as a “delivery controlled channels” resource
DCC.! This resource has a number of interfaces, called A, By, ..., B,,
and C, to the involved users. Intuitively, interface C' is used to register
parties, A is used to send messages?, and the interfaces B; are used to
receive messages by different parties.

More specifically, our resource admits the following types of queries:

e Registration queries (made at interface C) register an interface B;
for receiving messages sent to an identity id. (Depending on the
envisioned physical registration process, the fact that B; was reg-
istered under identity id may become public. We model this by
leaking the pair (id,¢) at all interfaces B;.)

e Send queries (at interface A) send a message m to a given identity id.
(The message will then be delivered to all interfaces which have been
registered for this identity. Besides, any interface B; which is later
registered for that identity id will also receive m upon registration.)

e When thinking of an IBE scheme as realizing DCC, we cannot
prevent dishonest parties from sharing their keys in the real world.
As a result, also the messages sent to that party are shared with
every party that got the key. Our ideal system DCC has to make
this explicit, so we admit share queries (at any interface B;) that

! The name “delivery controlled channels” indicates that a user can specify (or,
control) to which recipient the message should be delivered.

2In this chapter, we focus on passive attacks (i-e., on eavesdropping adversaries).
In particular, we will not consider adversarially sent messages. Thus, for simplicity, we
will assume that all incoming requests to send a message arrive at a single interface A.
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cause all messages sent to this interface to be potentially® published
at all other interfaces B; that have also made a share query.

Furthermore, all parties (i.e., all interfaces B;) at the beginning (poten-
tially) receive an honestly generated random string (that corresponds
to the randomness in the master public key of an IBE scheme that can
potentially be extracted). We deem an IBE scheme secure if it implements
this resource (when used in the straightforward way) in the sense of
constructive cryptography. (In particular, this means that the view of any
given party using the real IBE scheme can be simulated efficiently with
access to the ideal non-interactive communication resource only.) We note
that we do not model secret keys or ciphertexts in our ideal resource.

We remark that a possible ideal functionality in the UC setting would
not use interfaces, but instead restrict the registration, send, and share
queries to different parties. That is, only a designated “master party”
could register other parties for receiving messages under certain identities.
Every party P could send messages, and also issue a share query (with
the same consequences as in our CC-based formulation).

Why current game-based definitions do not realize DCC. Our
first observation is that existing game-based definitions of IBE security
(such as IND-ID-CPA or IND-ID-CCA) do not appear to realize the above
resource. To explain the reason, suppose that one party P performs
its own registration (under an arbitrary identity and at an arbitrary
interface B;) after messages are sent to P. (Naturally, P will not be able
to receive these messages before obtaining his/her own user secret key
during registration.) Now we claim that P’s view in that scenario cannot
be simulated efficiently. Concretely, observe that P’s view with a real
IBE scheme essentially consists of two elements: first, a ciphertext ¢ of a
yet-unknown message m sent by another party; and second, a user secret
key usk that allows to decrypt ¢ to m. In order to simulate P’s view, a
simulator must thus first produce a ciphertext ¢ at a point at which P
is not registered as a receiving party. Since at that point, m is not yet
known to P, ¢ must in fact be simulated without knowledge of m. Later

3Sharing is not guaranteed because our real system does not include channels
between the B; (since they are not needed). When composed with other systems, it
might however be the case that such channels become available, so sharing cannot be
excluded in a composable framework.
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on, however, the simulator must also produce a user secret key usk that
opens c¢ as an encryption of m.

Put differently, the simulation thus faces a commitment problem: first,
it has to commit to a ciphertext ¢, and later explain this ciphertext as
an encryption of an arbitrary message m. For technically very similar
reasons, public-key encryption cannot be simulated in the face of adaptive
corruptions [Nie02]. (However, we stress that in our case, no adaptive
corruptions occur; see also the remark below.) As a consequence, we can
show that non-interactive communication (as formalized by our resource
DCC) cannot be achieved in the standard model.

‘Weaker notions of non-interactive communication. Our negative
result for the above resource DCC raises the question what we can do
to achieve some form of non-interactive communication and also what
existing, game-based IBE security notions actually achieve.

Recall that the commitment problem that arises with DCC occurs
only when identities are registered after messages have been sent to
this identity. A natural way to avoid this scenario is to assume first a
registration phase (in which no message transmissions are allowed), and
second a transmission phase (in which no registrations are allowed). This
separation into two phases can be modeled as a resource st2DCC that
only allows message transmissions (and from then on ignores registration
attempts) after a specific input at the “registration” interface C.* We can
show that st2DCC can be achieved by IND-ID-CPA secure IBE schemes.
In that sense, the commitment problem of DCC is the only reason why
we cannot achieve that resource. Interestingly, achieving st2DCC actually
corresponds to a game-based notion of IBE security that we introduce
and call IND-ID1-CPA security and that is weaker than IND-ID-CPA
security.

We also show that IND-ID-CPA security exactly corresponds to a
resource stDCC which only allows registrations of identities to which
no message has been sent so far. (In that sense, stDCC implements a
“local” version of the two-phase separation of st2DCC. Again, we stress

4While this separation is easily modeled as a resource, we stress that it is the respon-
sibility of the (designer of the) implementation to physically enforce this separation.
For instance, in face of a passive adversary, such a separation into phases could be
enforced simply by telling honest parties not to send any messages until the second
phase.
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stDCC st2DCC

Theorem 4.4.4 Theorem 4.4.5

[ IND-ID-CPA ]—{ IND-ID1-CPA }
E IND-sID-CPA J—{ IND-sID1-CPA ]

Theorem 4.4.8 Theorem 4.4.9

preDCC pre2DCC

Figure 4.1: Implications among security definitions and the constructed
resources. Security definitions are drawn in boxes with rounded corners
and resources are shown in rectangular boxes. The figure says for example
that by Theorem 4.4.4, an IBE scheme can be used to construct the
resource stDCC if and only if it is IND-ID-CPA secure, while IND-ID-CPA
security implies IND-sID-CPA security and IND-ID1-CPA security.

that it is the responsibility of the implementation to enforce such a local
separation.)

Finally, we provide relaxed resources preDCC and pre2DCC that are
“selective” versions of stDCC and st2DCC, respectively. (Here, “selective”
means that the set of identities id that can be registered has to be specified
initially, over interface A.) We proceed to show that resource preDCC is
achieved precisely by selective IND-ID-CPA secure IBE schemes. Similarly,
the resource pre2DCC is equivalent to a selective version of the game-based
notion associated with the resource st2DCC. The relations among security
definitions and the achieved constructions are summarized in Figure 4.1.

Relevance of the impossibility result. While it perhaps appears
natural to process all registrations before messages for the corresponding
identities are sent, this restriction substantially weakens the usefulness
of IBE. For example, if IBE is used in a large context to encrypt emails
where the encryption service is independent of the email providers, it
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seems desirable to be able to send encrypted emails to anyone with a valid
email address, without knowing whether they have already registered for
the encryption service. In fact, if one has to “ask” whether a user has
already received his key before being able to send him a message, one
gives up non-interactivity and does not gain much compared to standard
public-key encryption.

Moreover, an interesting application, which was suggested in [BF01],
is impossible: Assume the key authority every day publishes a key for
the identity that corresponds to the current date. One should now be
able to send a message “to the future” by encrypting it for the identity
corresponding to, e.g., the following day. We are here precisely in the
situation where a ciphertext is received before the corresponding key, so
standard IBE does not guarantee the security of this application (our
construction with random oracles, however, does provide this guarantee).®

On dishonest senders. The results in this chapter only consider pas-
sive attacks, i.e., we assume only honest parties send messages. This
makes our impossibility result only stronger, and all positive results can
in principle be lifted to a setting with potentially dishonest senders by
replacing the CPA-definitions with their (R)CCA-counterparts. How-
ever, this leads to some subtleties in the modeling. For example, one
needs to simulate a dishonest sender sending some nonsensical bit string
(which does not constitute a valid ciphertext) to a dishonest receiver.
Furthermore, the two phases in the results with a separate registration
and transmission phase become intermixed, because only honest parties
are prevented from sending during the registration phase. To avoid such
technicalities and simplify the presentation, we formulate all results only
for honest senders.

50ne can give a less technical argument why standard definitions are insufficient
for this application than the inability to simulate: It is not excluded by IND-ID-CPA
or IND-ID-CCA that first providing a ciphertext and later the user secret key for the
corresponding identity yields a binding commitment (maybe only for some specific
subset of the message space). In this case, a dishonest recipient Bob of a ciphertext
for the following day can use this ciphertext to commit himself (to some third party)
to the encrypted value, and open the commitment on the next day. Note that Bob
committed himself to a value he did not know, possibly misleading the third party
into believing he knew it, which is not possible when an ideal “sending-to-the-future”
functionality is used.
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4.1.4 Related Work

On the difference to the ideal IBE functionality of Nishimaki,
Manabe, and Okamoto. We note that an ideal functionality for
identity-based encryption has already been presented by Nishimaki et
al. [NMOOG6] in the UC framework. However, unlike our resources (when
interpreted as UC functionalities as sketched above), their functionality
was constructed directly along the IBE algorithms, and not to model
the goal of non-interactive communication. Besides, their functionality
does not guarantee secrecy for ciphertexts generated before the respective
receiver has been initialized. (This relaxed guarantee can be understood as
corresponding to our relaxed resource stDCC that disallows registrations
after communication attempts to the given identity, where instead of
disallowing such registrations, the functionality by Nishimaki et al. allows
them, but then gives up the security guarantees.)

As a consequence, [NMOO06] could indeed show that the standard game-
based definition of security for IBE schemes is equivalent to realizing their
ideal functionality. Specifically, their IBE abstraction thus compares
differently from ours to game-based IBE security notions.

Relation to adaptive corruptions in the public-key setting. As
noted, technically, the commitment problem we encounter is very sim-
ilar to the commitment problem faced in adaptively secure public-key
encryption [Nie02]. There, a simulation would have to first produce a
ciphertext (without knowing the supposed plaintext). Later, upon an
adaptive corruption of the respective receiver, the simulation would have
to provide a secret key that opens that ciphertext suitably.

However, in our case, the actual setting in which the problem occurs
is not directly related to corruptions. Namely, in our setting, a similar
commitment problem occurs because messages may be sent to an identity
prior to an “activation” of the corresponding communication channel.
(In fact, since the mapping of receiving parties to identities may not be
clear beforehand, prior to such an activation it is not even clear where to
route the corresponding sent messages.) Hence, we can argue that the
commitment problem we face is inherent to the IBE setting, independently
of adaptive corruptions (all results in this thesis are actually formulated
for static corruptions).
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4.2 Delivery Controlled Channels

4.2.1 Overview and General Definition

A broadcast channel allows a sender A to send messages to recipients
Bi,...,B,. One can understand the application of an IBE scheme to
add some form of delivery control to such a channel. More specifically,
the enhanced channel allows A to send a message for some identity id
in an identity space ZD such that only the B; that are registered for
this identity receive the message, even if several other B; are dishonest.
We assume this registration is managed by a central authority C. We
formalize this by a delivery controlled channel DCC. This resource also
allows the registration of identities after messages have been sent for this
identity. In this case, the corresponding user after registration learns all
such messages.

Because the public key and each ciphertext contain randomness, during
initialization and for each sent message, all parties (potentially) receive
common randomness. Moreover, when someone gets registered for an
identity, this identity together with a corresponding user secret key is
sent to this party over a secure channel. By definition, a secure channel
can leak the length of the transmitted messages. Since the length of
user secret keys can depend on the identity for which the key has been
generated and also on the used randomness, dishonest users potentially
learn which identity has just been registered for whom and potentially
even which randomness was used to generate the corresponding secret
key. Furthermore, dishonest recipients can share their secret keys with
others in the real world, which has the effect in the ideal world that the
other recipients also learn the messages sent for an identity that has been
registered for the user who shared his keys. We model this by a special
symbol share that B; can input. A message sent for identity id is then
received by B; if id has been registered for B; or if there is a B; such
that B; and B; have input share and id has been registered for B;.

Definition 4.2.1. Let n,p € N, M = {0, 1}*, and let ZD be a nonempty
set. The resource DCC™ZP? has the interfaces A, C, and B; for i €
{1,...,n}. The resource internally manages the set S C {By,...,B,}
of interface names that want to share their identities and for each i €
{1,...,n}, theset I; C D of identities registered for interface B;. Initially,
these sets are empty. The resource works as described in Figure 4.2.
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Resource DCC™ZP»

Initialization Interface B;
S« 0 Input: share

Jj1 S+ Su{B;}

r « {0,1}"
for alli € {1,...,n} do Interface C
I; <0 .
. ) Input: (id,i) € ZD x {1,...,n}

output r at interface B; I, « I, U {id}

r « {0,1}*

Interface A
Input: (id;j,m;) € ID x M
rj « {0,1}”
for alli € {1,...,n} do
ifid; € I, V (B; € S
Aidj € Up, es Ix) then
output (idj,mj,’rj) at int. B;
else
output (id;, |m;|, ;) at int. B;
j—Jj+1

for all k € {1,...,n} do
output (id,i,r) at interface By,
if k =14V {B;,B,} C S then
forallle {1,...,7—1} do
if id; = id then
output m; at int. By

Figure 4.2: Definition of the resource DCC™*P»7.

The randomness that the B; get corresponds to randomness one can
potentially extract from the public key, the ciphertexts, and the length of
the user secret keys of an IBE scheme. Honest users are not guaranteed to
receive this randomness, we rather cannot exclude that dishonest parties
do so. Similarly, we cannot exclude that dishonest parties share their
identities, learn the identity for which a message is designated and the
length of the message without being registered for that identity, or learn
who gets registered for which identity. To model that these interactions
are not guaranteed, we introduce the following filters: For i € {1,...,n},
let ¢%°C be the converter that on input (id,m,r) € ID x M X {0 1}°
at its inside interface, outputs (id, m) at its outside interface, on input
m € M at its inside interface, outputs m at its outside interface, and
on input (id,k,r) € ID x {1,...,n} x {0,1}* with k£ = i at its inside
interface, outputs id at its outside interface. All other inputs at any of its
interfaces are ignored and thereby blocked. Further let pRC := ¢RC =1
be the converter that forwards all inputs at one of its interfaces to the
other one and let pPC = (p5C, pRCC, HPEC %ic). We will consider

B
the filtered resource DCCZD%CD P,
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Remark. The resource defined above assumes that a central authority C
registers all identities and allows one party to have more than one identity
and one identity to be registered for several users. That resource can now
be used in larger context where this registration process is regulated. For
example, one can have a protocol programmed on top of DCC that requires
B; to send his identity together with a copy of his passport to C'. Moreover,
C could ensure that each identity is registered for at most one user. In
such an application, the resource DCC could directly be used without
considering how it was constructed. Due to composition of the constructive
cryptography framework, we can thus focus on the construction of DCC
and decouple confidentiality from the actual registration process.

4.2.2 Static Identity Management

We now define a more restricted resource that only allows the registration
of an identity as long as no message has been sent for this identity.

Definition 4.2.2. Let n,p € N, M = {0, 1}*, and let ZD be a nonempty

set. The resource stDCC™ P is identical to DCC™P** except that inputs
. . . . op - —1 (.

(id,i) € IDx {1,...,n} at interface C are ignored if id € | J;_,{idy}. We

will use the same filters as above and consider the resource stDCCZE,%? P,

The above resource prevents identities for which messages have been
sent to be registered, but other identities can still be registered. The
following resource restricts the registration process further and operates
in two phases: Initially, only registrations are allowed and no messages
can be sent. At any point, C can end the registration phase and enable
A to send messages.

Definition 4.2.3. Let n,p € N, M = {0, 1}*, and let ZD be a nonempty
set. The resource st2DCC™ZP? hehaves as DCC™ TP except that it
initially ignores all inputs at interface A. On input the special sym-
bol endRegistration at interface C, it outputs registrationEnded
at interfaces Bi,..., B,, and from then on ignores all inputs at inter-
face C' and allows inputs at interface A. We will consider the filtered

D
resource st2DCCZ|’DCC P

Note that ¢P¢¢ blocks the output registrationEnded for honest
users, i.e., it is not necessarily guaranteed that everyone learns that
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the registration has ended. It is not excluded by our protocol since C
there informs A that messages may now be sent, and this communication
could be observed by dishonest users. If it is desirable in an application
that everyone learns that the registration has ended, one can still use
st2DCC™IP? by letting C explicitly send that information to all B;
via an additional channel. This would happen outside of the resource
st2DCC™EP? a5 a separate construction.

Further note that in stDCC, A can prevent the registration of an iden-
tity by sending a message for it. On the other hand, st2DCC gives C full
control over the registration process while being less dynamic. Depending
on the application, one or the other resource might be preferable.

4.2.3 Predetermined Identities

We finally introduce two resources that additionally require all identi-
ties that are used be determined at the beginning. This allows us to

capture the guarantees provided by selectively secure IBE schemes (see
Definition 4.3.3).

Definition 4.2.4. Let n,p € N, M = {0, 1}*, and let ZD be a nonempty
set. The resources preDCC™*P* and pre2DCC™P* have the interfaces
A, C, and B; for i € {1,...,n}. Before the resources output anything or
accept any input, they wait for the input of a finite set J C ZD (encoded
as a list of its elements) at interface A. On this input, they output ok
at interfaces By, ..., B,. Afterwards, preDCC™P*? behaves identically
to stDCC™P* and pre2DCC™P*? behaves identically to st2DCC™FP-»
with the exception that they only accept inputs (id;,m;) € J x M at
interface A (there is no restriction on inputs at interface C'). We will

again consider the filtered resources preDCCZE,%? ? and pre2DCCZ§%CD P8

4.3 IBE Schemes and Protocols

4.3.1 Standard Definitions for IBE

We first give the formal definition of an IBE scheme.

6 Again, the filter ¢PC blocks the outputs ok and registrationEnded at inter-
faces B;.
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Definition 4.3.1. An identity-based encryption (IBE) scheme £ with
message space M and identity space ZD consists of the following four
PPT algorithms:

Key generation: On input a security parameter 1”, the algorithm Gen
outputs a master public key mpk and a master secret key msk.

Extraction: On input a master secret key msk and an identity id € ZD,
the algorithm Ext outputs a user secret key usk;q.

Encryption: On input a master public key mpk, an identity id € ID,
and a message m € M, the algorithm Enc outputs a ciphertext c.

Decryption: On input a user secret key usk;q, an identity id € ZD, and
a ciphertext ¢, the algorithm Dec outputs a message m € MU {L}.

For correctness, we require that for all (mpk, msk) < Gen(1%), all id €
ID, all m € M, all ¢ + Enc(mpk, id,m), and all usk;q + Ext(msk, id),
we always have Dec(uskq, id, c) = m.

We now provide the standard security definition for IBE schemes
against passive attacks.

Definition 4.3.2 (IND-ID-CPA security). For an IBE scheme £ = (Gen,
Ext, Enc, Dec) and an algorithm A4, consider the experiment Explg'\fa'lD'CPA
in Figure 4.3. In this experiment, A is not allowed to output an iden-
tity id that it has queried to its Ext oracle, or to later query id to Ext.

Furthermore, A must output mg, m; of equal length. Let
AdINIO-CPA o py [EpNOIO-CPA _ 1]

We say that £ has indistinguishable ciphertexts under chosen-plaintext
attacks (is IND-ID-CPA secure) if Advi) 3 '® " is negligible for all PPT A.

We further consider a weaker security notion introduced in [CHKO3|
where the adversary has to specify the identity he wants to attack at the
beginning of the experiment.

Definition 4.3.3 (IND-sID-CPA security). Consider the experiment
Expg\fa'ﬂD‘CPA in Figure 4.3 for an IBE scheme & = (Gen, Ext, Enc, Dec)
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Experiment Exp{ "> <™ Experiment Expy*° ™

Input: 1,k € N Input: 17,k € N

(mpk, msk) < Gen(1") (st,id) < A(1")
(st,id, mo, m1) AT (mpk) (mpk, msk) < Gen(1")
b« {0, 1} (st’, mo, my) — AP (o mpk)
c¢* « Enc(mpk, id, mp) b« {0,1}

o ABRGmsh ) (g ) c¢* < Enc(mpk, id, mp)
return 1 if b’ = b, else return 0 b ARk (g ey

return 1 if b’ = b, else return 0

Figure 4.3: The IND-(s)ID-CPA experiment with scheme € and adver-
sary A.

and an algorithm A. In this experiment, A is not allowed to query id to
Ext and has to output mg, m; of equal length. Let

d IND sID- CPA —9.Pr [E INB\ sID-CPA 1] _1.

We say that £ has indistinguz’shable ciphertexts under selective identity,
chosen-plaintext attacks (is IND-sID-CPA secure) if Adv”\ID sID-CPA is neg-
ligible for all PPT A.

4.3.2 Non-Adaptive Security

We next introduce two novel security notions for IBE schemes that loosely
correspond to variants of the standard definitions under “lunchtime at-
tacks” [NY90]. While CCA1 in contrast to CCA allows the adversary only
to ask decryption queries in an initial phase, our definitions restrict the
adversary to ask Ext queries only in an initial phase.

Definition 4.3.4 (IND-(s)ID1-CPA security). Consider the two ex-
periments EprND IDI-CPA and EprND sIDI-CPA for an IBE scheme & =
(Gen, Ext, Enc, Dec) and an algorlthm A in Figure 4.4. In these experi-
ments, A is only considered valid if all queries to its Ext oracle are different
from id and if |mg| = |mq]|. Let

AdyIND-DI-CPA . 5 Pr[Ex p|ND IDI-CPA _ 1] -

Ad IND sID1- CPA —9. PI’[E IND sID1-CPA 1] 1.
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Experiment Expjg“fE('Dl‘CPA

Input: 1",k € N
(mpk, msk) < Gen(1")
st — AExt(msk,»)(lm)
(st’,id, mo, m1) + A(st, mpk)
b« {0,1}
c¢® «+ Enc(mpk, id, my,)
b <+ A(st’,c*)
return 1 if b’ = b, else return 0

Experiment Expg\fa-lel_cpA

Input: 1", k€ N
(st,id) < A(1")
(mpk, msk) < Gen(1")
st! «— AExt(ank,<)(st)
(st",mo, m1) < A(st’, mpk)
b« {0,1}
c® « Enc(mpk, id, my)
b+ A(st”,c*)

return 1 if b’ = b, else return 0

Figure 4.4: The IND-(s)ID1-CPA experiment with scheme £ and adver-
sary A.

We say that € has indistinguishable ciphertexts under non-adaptive chosen-
plaintext attacks (is IND-ID1-CPA secure) if Advlg'\fa'lDl'CPA is negligible
for all valid PPT A, and & has indistinguishable ciphertexts under selective
identity, non-adaptive chosen-plaintext attacks (is IND-sID1-CPA secure)
if Advi !PT PA s negligible for all valid PPT A.

4.3.3 Using IBE Schemes in Constructions

In this section, we define the real resources we assume to be available
and describe the protocol converters that are designed to construct the
resources defined in Section 4.2. These protocol converters internally use
an IBE scheme. Whether the constructions are achieved according to
Definition 2.4.6 depends on the security properties of the IBE scheme,
which we analyze in Section 4.4.

Delivery Controlled Channels. To construct a delivery controlled
channel from a broadcast channel”, we use an IBE scheme in a straightfor-
ward way: The party at interface C' generates all keys, sends the public key
authentically to A and the user secret keys securely to the corresponding
B;. To send a message, A broadcasts an encryption thereof and the B;

"Note that we consider the sender to be honest. Hence, assuming a broadcast
channel to be available is not a strong assumption.
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with matching identity decrypt it. Hence, we need in addition to the
broadcast channel an authenticated channel from C to A to transmit the
public key and secure channels from C' to each B;. We abbreviate the
network consisting of these channels as

NW = [BCastA’{Bl""’B”},AutCl’C’A7 SecC“Br . 7SecCC’B”].

The real resource in our construction corresponds to the ﬁltered re-
source NW nw where PNV = (PN, pN) ,d)Bl e, B V) with o)W
[1, PUtC, p3ecC, ... ¢3C] for I € {A C,Bi,...,B,}8

For an IBE scheme £, we define protocol converters enc, dec, and reg
as follows and let ibe := (enc, reg,dec,...,dec): The converter enc first
expects to receive a master public key mpk at its inside interface and
stores it internally. On input a message and identity (id, m) € ZD x M
at its outside interface, it computes ¢ < Enc(mpk, id, m) and outputs
(id, c) at its inside sub-interface to BCast{B1-Bn}  The converter dec
on input an identity and a corresponding user secret key (id, usk;q) at
its inside interface, stores this tuple internally and outputs id at its
outside interface. For all pairs (id;, c;) with id; = id stored internally,
dec computes m; < Dec(usk,q,id,c;) and outputs m; at its outside
interface. On input an identity and a ciphertext (id,c) at its inside
interface, it stores (id,c) internally and if it has stored a user secret
key for the identity id, computes m < Dec(uskiq,id,c) and outputs
(id,m) at its outside interface. The converter reg initially computes
(mpk, msk) + Gen(1%), stores msk internally, and outputs mpk at its
inside sub-interface to AutCL.S ¢Autc Oun input (id, ) at its outside interface,
it computes usk;q < Ext(msk,id) and outputs (id, uskq) at its inside

sub-interface to Seccggfé.

Static identity management. To construct stDCC, the protocol at
interface C' has to reject registration requests for identities for which

81n this context, the channel SecC® B¢ is a resource with n + 2 interfaces where
interface C corresponds to interface A of the resource in Definition 2.4.3, interface B;
corresponds to interface B, and interfaces B(l_ for j # ¢ correspond to copies of
interface E. Similarly, ¢SecC corresponds to d)sec in Definition 2.4.4, cf)se’_cc corresponds
to q%ecc, and d)SBeFC to q%ecc for j # . For simplicity, we do not introduce a different

notation for the different filters.
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messages have already been sent. To be able to do so, it needs to know
for which identities this is the case. We thus assume there is an additional
authenticated channel from A to C that is used to inform C about the

usage of identities. The real resource is then NW;‘NW+ for

NW* = [BCast™ 17 Autc €, Auect 4,

SecCEBr . ,SecCC’B"}

+ + + + +
and oMW = (MY, oW YT, oY) where oYW = [1, 7V,
¢’?“tc,¢§ecc7..., ?ecC} for I € {A,C,By,...,B}.

We define the protocol ibe® := (enc®, reg®, dec®, ..., dec®) by describing
the differences from ibe as follows: On input (id,m) € ZD x M at its
outside interface, enc® additionally outputs id at its inside interface to
AutCﬁ,;,fc. The converter reg® on input id at its inside interface, stores
this identity internally. It subsequently ignores inputs (id, ) at its outside
interface if it has stored id.

Note that it is crucial for this construction that AutC¢ cannot be
interrupted or delayed. Otherwise an attacker could prevent C from
learning that some identity has already been used to send messages and
this identity could still be registered. In practice, one could realize such a
channel by letting C' acknowledge the receipt while A sends the message
only after receiving this acknowledgment. This would, however, contradict
the goal of non-interactivity.

If such a reliable channel is not available, we can still construct st2DCC
from NW using the protocol ibe® := (enc®, reg?,dec®, ..., dec®) defined
as follows: It works as ibe, except that reg? initially does not send mpk
to A. On input endRegistration at its outside interface, reg® sends mpk
to A and ignores further inputs. The converter enc® ignores all inputs
until it receives mpk at its inside interface and from then on handles all
inputs as enc.

Remark. Note that sending mpk is here used to signal A that it can
now start sending messages. Since we assume that the sender is always
honest, we do not need to require, e.g., that mpk cannot be computed
from user secret keys; as long as mpk has not been sent, A will not send
any messages.
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Predetermined identities. To construct preDCCpcc from NW;FNW +
we define the protocol ibe” = (encP,regP,decP, ..., decP) that uses a selec-

tively secure IBE scheme. The protocol is almost identical to ibe® with
the difference that encP initially expects a finite set J C ZD (encoded as
a list of its elements) as input at its outside interface. On this input, it
stores J internally, sends ok to C' via Auth,;fc, and subsequently ignores
all inputs (id,m) for id ¢ J. The converter regP initially waits and
ignores all inputs at its outside interface until it receives the input ok at
its inside interface. It then sends mpk to A and from then on behaves
identically to reg®.

Similarly, we define a protocol ibe?® = (enc?, reg?, dec?, ..., dec?’)

to construct pre2DCC yocc from NW;;N\M. It works as ibe except that enc®?

initially expects a finite set 7 C ZD (encoded as a list of its elements) as
input at its outside interface. On this input, it stores J internally, sends
ok to C via AutCﬁ;gc, and ignores all further inputs until it receives mpk

over Auth,;fc. From then on, it handles all inputs as enc, but ignores

inputs (id, m) for id ¢ J. The converter reg? initially waits and ignores
all inputs at its outside interface until it receives the input ok at its inside
interface. It then accepts registration requests at its outside interface as
reg. On input endRegistration at its outside interface, reg?® sends mpk
to A and ignores further inputs.

Remark. While both ibe? and ibe?® need /—\utCA;fc, ibe? uses this channel
only once in the beginning to let A send ok to C. The availability of such
a channel only at the beginning might be easier to guarantee in practice.

4.4 Constructions with IBE

4.4.1 Impossibility Result

‘We now show that there is no IBE scheme that can be used to construct
DCC¢DCC from NW¢NW.

Theorem 4.4.1. Let n > 0, ZD a nonempty set, and let p € N. Then
there is no IBE scheme such that we have for the corresponding protocol ibe
ibe

n,ZD,p
NW¢NW {BlﬁBn} DCC¢DCC .



4.4. CONSTRUCTIONS WITH IBE 53

Proof. This proof closely resembles Nielsen’s impossibility proof of non-
committing public-key encryption [Nie02]. Assume the protocol ibe =
(enc, reg, dec, . .., dec) achieves the construction and let P := {B;}. Then
there exists a converter o, such that ibeg™'NW ~ ap¢%CCDCC"’ID’p.
Let id € ID, let v be an upper bound on the length of the output of
Ext(-, id), and consider the following distinguisher: The distinguisher D
chooses m € {0, 1}**! uniformly at random and inputs (id, m) at inter-
face A. Let (id, ¢) be the resulting output at interface B; (if there is no
such output, D returns 0). Then, D inputs (id, 1) at interface C. Let
(id, usk) be the resulting output at interface By and return 0 if there is
no such output or if |usk| > v. Finally, D inputs first (id,c) and then
(id, usk) at the inside interface of dec and returns 1 if dec outputs id and
m at its outside interface, and 0 otherwise.

Correctness of the IBE scheme implies that D always outputs 1 if
connected to the real resource. In the ideal world, ¢ is generated in-
dependently of m only given |m| because op, does not learn m until
(id,1) is input at interface C. Moreover, there are at most 2” possible
values for usk such that |usk| < v. Hence, there are at most 2” values
of m such that there exists a usk that decrypts ¢ to m with probability
more than % Since m was chosen uniformly from {0,1}**1, D outputs
1 with probability at most % + % . % = % when connected to the ideal
resource. Thus, the distinguishing advantage is at least %7 which is a
contradiction. O

4.4.2 Construction Equivalent to IND-ID-CPA

While no IBE scheme constructs DCCypcc from NW nw, we show that
IND-ID-CPA security is sufficient to construct stDCCypcc from NW™

¢NW+ .

Lemma 4.4.2. Let p be an upper bound on the randomness used in one
invocation of Gen, Ext, and Enc. Then, there exist efficient converters
0Bys--.,08, such that for all P C {B1,...,Bn} and for all efficient
distinguishers D that input at most ¢ messages at interface A, there exists
an efficient algorithm A such that

AD (ibe%q’)%"w NW+70P¢%CCstDCCn,ID,p) —q- Adv!g'\ﬁ"D‘CPA,

Proof. Consider the simulator op, for i € {1,...,n} in Figure 4.5, let
P C{By,...,Bn}, and let D be an efficient distinguisher for the resources
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Converter op, |

Inside interface
Input: r € {0,1}"
(mpk, msk) < Gen(17; )
output share at inside interface
output mpk at outside sub-interface simulating Aut

cl.C,A

Input: (id,m,r) € ID x M x {0,1}"
¢ < Enc(mpk, id, m;r)
output id at outside sub-interface simulating AutC4'©

output (id, c) at outside sub-interface simulating BCast” {51:---Bn}

Input: (id,|m|,r) € ZD x N x {0,1}*
¢ < Enc(mpk, id, O‘W‘;r)
output id at outside sub-interface simulating Aut
output (id, ¢) at outside sub-interface simulating BCast

CA’C
A{By,....Bn}

Input: (id,k,r) € ID x {1,...,n} x {0,1}”
usk < Ext(msk, id;r)
if k =i then
output (id, usk) at outside sub-interface simulating SecC® Bi
else

output |(id, usk)| at outside sub-interface simulating SecC®* Pk

. J

Figure 4.5: The simulator op, for the proof of Lemma 4.4.2. It ignores
all inputs at its outside interface and handles inputs at its inside interface
as described (where other inputs at its inside interface are also ignored).

ibe%(ﬁ%w+ NW™ and opqﬁ%ccstDCC”’ID’p that inputs at most ¢ messages
at interface A. We assume without loss of generality that D does not
make any inputs that are ignored by both resources. We can further
assume that the distinguisher D does not input (id, ¢) at interface C for i
with B; ¢ P, because correctness of the IBE scheme implies that such
inputs cannot improve the distinguishing advantage. Moreover, we can
assume that D does not input (id, m) € ID x M at interface A if (id, 1)
was input before at interface C' for some 4, because such inputs to any of
the two resources result in the output of an encryption of m for id at the
interfaces B; € P and this result can be simulated by the distinguisher
on its own.

We let A run D by emulating the resource D is supposed to be
connected to as follows: When algorithm A is invoked with a master
public key mpk, it sets j + 0, draws j' € {1,..., ¢} uniformly at random
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and outputs mpk at the sub-interfaces of B; corresponding to AutCH¢A
for all B; € P. When D inputs (id,i) € ZD x {1,...,n} at interface C,
A makes the oracle-query id to receive usk;q. It then outputs (id, usk;q)
at the sub-interface of B; corresponding to SecC®®i and |(id, uskiq)|
at the sub-interfaces of B, € P corresponding to SecC®Bi for k # 1.
When D inputs (id,m) € ID x M at interface A, A increments j by 1.
If j < j', A computes ¢ < Enc(mpk, id, m) and outputs (id,c) at the
sub-interfaces of B; corresponding to BCast{F1Bn} and id at the
sub-interfaces corresponding to AutC¢ for all B; € P. If j = j/, A
stores mpk, id, and the state of D in st, sets mg < m, my « 0"l and
returns (st, id, mog, m1).

The algorithm A is then invoked with input (st,c*). It extracts
mpk, id, and the state of D from st and continues the execution of
D by outputting (id,c*) at the sub-interfaces of B; corresponding to
BCast®{PrBn} and id at the sub-interfaces corresponding to AutCA¢
for all B; € P. When D inputs (id,m) € ID x M at interface A, A
computes ¢ < Enc(mpk, id,01"!) and outputs (id, c) at the sub-interfaces
of B; corresponding to BCast®{P1+Br} and id at the sub-interfaces
corresponding to AutChC for all B; € P. Inputs at interface C are
handled as above. Finally A returns the same bit as D. Note that A is
a valid adversary according to Definition 4.3.2 since |mg| = |m1| and it
never queries the returned identity to its oracle. The latter is because
we assumed that D does not input (id,m) at interface A if it input
(id,4) before at interface C. Moreover, inputting (id,:) at interface C
afterwards would be ignored by ibe%¢%w+ NW™ and Upd)%ccstDCC"’ID’p
and we assumed that D does not make any inputs that are ignored by
both resources.

The relation between the distinguishing advantage of D and the ad-
vantage of A can be proven by a hybrid argument. To this end, for i €
{0,...,q}, let H; be the resource that corresponds to ibe%qﬁ%w+ NW for
the first ¢ inputs at interface A and afterwards on input (id, m) € ZD x M
at interface A outputs (z’d, Enc(mpk, id,O'm‘)) at the sub-interfaces of
B; corresponding to BCast®{P1Bn} and id at the sub-interfaces corre-
sponding to AutCAC for all B; € ‘P, where mpk corresponds to the initial

output of the resource at these interfaces B;. Note that

AP (Ho, 0pgRCstDCC™ TP ) = AP (H,, ibessMV NWT) = 0.
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We further have
q
Pe[El > — 05— 0] = L3 pefom; 1)

and

Pr[ExplN0I0-CPA 1 | = 1] = EZPr[DHiq =1].
This yields

AP (ibes ol NWF, op B CstDCC TP )

= AD(H07 q)
= Pr[DHy = 1] — Pr[DH, = 1]

= iPF[DHi_l = 1] — iPI‘[DH =

i=1
—q- Pr[EXpIND ID-CPA _ 4 | b— 1} —q- Pr[EXpIND ID-CPA _ () | b— O]

—q- (Pr[EXpIND ID-CPA _ | h— 1] +Pr[EXpIND ID-CPA _ 4 ’ b— 0] _ 1)

=q- Ad IND ID-CPA

)

which concludes the proof. O

We now prove conversely that IND-ID-CPA security is also necessary
for the construction:

Lemma 4.4.3. Let p € N and P C {Bi,...,Bn},P # 0. Then, for all
valid IND-ID-CPA adversaries A and for all efficient converters op, for
B; € P, there exists an efficient distinguisher D such that

AdvINOD-CPA — 5. AD(le;LW NW*, 0p¢2CstDCC™ IW)

Proof. Let A be a valid IND-ID-CPA adversary and let op, be efficient
converters for B; € P. Further let B; € P. We now define two distin-
guishers, Dy and D;. Let mpk be the initial output at interface B; of the
resource connected to the distinguisher (if nothing is output, let mpk be
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some default value®). Both distinguishers then invoke A(mpk). The oracle
query id" of A is answered as follows by both distinguishers: They input
(id',i) at interface C' and let the answer to the query be usk;q where
(id', usk;q) is the resulting output of the resource at interface B; (and
let usk;q be some default value if there is no such output). If A returns
(st,id,mg,m1), Dy and D; input (id,mg) and (id,m;) at interface A,
respectively. Now let (id,c*) be the resulting output at the sub-interface
of B; corresponding to BCast{B1rBn} (and let ¢* be some default value
if there is no such output). Both distinguishers then invoke .4 on input
(st,c*). Oracle queries are answered as above. Note that id will not be
queried since A is a valid IND-ID-CPA adversary and therefore inputs at
interface C will be handled as before. Finally, Dy and D; output the bit
returned by A.
Note that for all 3 € {0,1}

Pr[Dg (ibes o NW*) = 1] = Pr[Expf™>PA = 5 | b = 5]
because the outputs of the real system are precisely generated as the
corresponding values in the IND-ID-CPA experiment. Hence,

Adv! IND ID-CPA

—9. Pr[EXpIND-ID-CPA _ 1] 1

_Pr[EXpIND ID-CPA _ 4 | b=0 ] JrPr[E INE“IDCPA 1 | b— ] 1
= Pr[Expe "0 A =1 b=1] — Pr[Exps x> A =0 | b=0]

= Pr[D; (ibese™V NWT) = 1] — Pr[Dy (ibelso™V " NWH) = 1].
Further note that we have
Pr[Dy(0p¢2 stDCC™*P*) = 1] = Pr[D; (opp2 “stDCC™HP) = 1]

since Dy and D; only differ in the message they input and op, only learns
the length of that message, which is the same for the two messages (since
A is a valid IND-ID-CPA adversary), so its output does not depend on
the choice of the message. Now let D be the distinguisher that chooses

9Note that this is only possible in the ideal system if op, is flawed. Hence, one
could distinguish better in this case, but we do not need that for the proof.
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B € {0,1} uniformly at random, runs Dg, and outputs 1 if Dg outputs [,
and 0 otherwise. Then, Pr [D(apgb%ccstDCC”’ID’p) =1] = 3, and thus

AdVIND—ID—CPA

= Pr[Di (ibeseMWV NWT) = 1] — Pr[Dy (ibeo™ NW*) = 1]
= Pr [DO (lbeP¢NW+ NW+) ] [DO (U’P(ZS*CCStDCCn ,ID, p) _ O}
+ Pr[Dy (ibelsoMV NW*) = 1] — Pr[Dy (0pp2°CstDCC™PP#) = 1]
=2 Pr[D(ibeseMV NWF) =1] — 1
=92. AD (Ib%%w+ NW+7 UP¢%CCStDCCn’ID’p).

This concludes the proof. O

Lemmata 4.4.2 and 4.4.3 together imply the following theorem:

Theorem 4.4.4. Let p be an upper bound on the randomness used in
one invocation of Gen, Ext, and Enc. We then have

+ ibe? ID,
NW¢NW+ {Bl%...,Bn} StDCCZDCc P

<= the underlying IBE scheme is IND-ID-CPA secure.

The following theorem can be proven very similarly by observing that
the reductions used to prove Theorem 4.4.4 translate queries to the Ext
oracle by the adversary to inputs at interface C' by the distinguisher and
vice versa and that NW 4w and st2DCCg|’3%CD " restrict such inputs exactly

as A is restricted in ExpIND ID1-CPA,

Theorem 4.4.5. Let p be an upper bound on the randomness used in
one invocation of Gen, Ext, and Enc. We then have

ibe®® n,ZD,p
NW¢NW {31%311} St2DCC¢DCC

<> the underlying IBE scheme is IND-ID1-CPA secure.
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4.4.3 Construction Equivalent to IND-sID-CPA

We now prove that IND-sID-CPA security is sufficient to construct
preDCC 4occ from NW™

¢NW+ .

Lemma 4.4.6. Let p be an upper bound on the randomness used in one
invocation of Gen, Ext, and Enc. Then, there exist efficient converters
0B,y...0B, such that for all P C {Bi,...,B,} and for all efficient
distinguishers D that input a set of identities of size at most p and at
most ¢ messages at interface A, there exists an efficient algorithm A such
that

AD(ibe%q%W+ NW+7UP¢%CCpreDCC"’ID’p) < g - AdvINGSIP-CPA,
Proof. Let P C {By,...,B,} and let o, process all inputs as the simula-
tor in the proof of Lemma 4.4.2 and in addition on input ok at its inside
interface, output ok at its outside interface. We again assume that D is
an efficient distinguisher that does not make inputs that do not increase
the distinguishing advantage, i.e., D does not make any inputs that are
ignored by both resources, does not input (id,7) at interface C for ¢ with
B; ¢ P, and does not input (id,m) € ZD x M at interface A if (id, 1)
was input before at interface C for some i. We further assume that D
initially inputs a nonempty set J C ZD at interface A because otherwise
it cannot input anything at interface A and the distinguishing advantage
is 0 in this case. Moreover, we assume that there is always an identity
in J that D does not input at interface C' since by our other assumptions,
D would otherwise again not input any message at interface A and have
distinguishing advantage 0.

We let A emulate an execution of D as follows: When D inputs
a set of identities J C ZD at interface A, A outputs ok at the sub-
interface of B; corresponding to AutCH4 for all B; € P, chooses one
element in 7 uniformly at random, and returns it as the challenge identity
1d” together with the state of D and id™ in st. When algorithm A is
invoked with input (st, mpk), it continues the execution of D, sets j + 0,
draws j' € {1,..., ¢} uniformly at random, and outputs mpk at the sub-
interfaces of B; corresponding to AutCH“4 for all B; € P. When D inputs
(id,i) € (ZD\{id"}) x{1,...,n} at interface C, A makes the oracle-query
id to receive usk;q. It then outputs (id, usk;q) at the sub-interface of
B; corresponding to SecCP and |(id, uskiq)| at the sub-interfaces of
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By, € P corresponding to SecC™%i for k # i. If D inputs (id*,1) for
some ¢ at interface C, A terminates and returns a uniform bit. When D
inputs (id,m) € ID x M at interface A, A increments j by 1. If j < 7/,
A computes ¢ < Enc(mpk, id, m) and outputs (id, ¢) at the sub-interfaces
of B, corresponding to BCast™{P1+Br} and id at the sub-interfaces
corresponding to AutC*“ for all B; € P. If j = j/ and id = id*, A
stores mpk, id*, and the state of D in st/, sets mg < m, m; + 0™l
and returns (st’,id,mg,m1). If 7 = j' and id # id*, A terminates
and returns a uniform bit. When A is invoked with input (st’,c*), it
continues the execution of D by outputting (id”, c*) at the sub-interfaces
of B, corresponding to BCast™{P1+Br} and id at the sub-interfaces
corresponding to AutCh for all B; € P. When D inputs (id,m) €
TD x M at interface A, A computes ¢ < Enc(mpk, id,0/™!) and outputs
(id,c) at the sub-interfaces of B; corresponding to BCast{B1Bnk ang
id at the sub-interfaces corresponding to AutC*C for all B; € P. Inputs
at interface C are handled as above. Finally, when D outputs the bit ',
A returns the bit 1 —b'.

We now introduce essentially the same hybrids as in the proof of
Lemma 4.4.2. More precisely, for ¢ € {0,...,q}, let H; be the resource
that corresponds to ibe%(b%WJr NW™ for the first ¢ inputs of the form (id,m)
at interface A and afterwards on input (id, m) € ZD x M at interface A
outputs (id7 Enc(mpk7 id, 0|m|)) at the sub-interfaces of B; corresponding
to BCastd{B1Bn} and id at the sub-interfaces corresponding to AutCA¢
for all B; € P, where mpk corresponds to the initial output of the resource
at these interfaces B;. We then again have

. +
AP (Ho, op 3 preDCC™P7) = AP (Hy, ibel oY NW*) = 0.

For i € {1,...,q}, we define a random variable ); in the experiment
that involves A internally running D as described above as follows: If
the i-th input at interface A (not counting the input of J) is (id, m), let
Q; = id. If D makes less than ¢ inputs at interface A (because it returns
a bit before or because A terminates the execution before), let Q; be a
uniform identity in J that has not been input together with a message
at interface A (by our assumptions on D, such an identity always exists).
Note that A terminating prematurely is equivalent to the event Q; # id*
because (id*,m) is by assumption only input at interface A if id* has not
been input at interface C, and after the input (id*,m), id* is not input
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at interface C' because this would be ignored by both resources. We thus
have Pr[Q; = id"] = ﬁ since id”* is chosen uniformly and the view of D
is independent of id* as long as A does not terminate prematurely.
Note that given Q;+ = id*, the view of D in this experiment is identical
to its view in DHj/ if b = 0 and its view in DH;,_; if b = 1. This yields

AdVIND—sID—CPA

—PI‘[E INBtSIDCPA—].|b*1] [ INDsIDCPA71|b70]71

—PI‘[E |N3$IDCPA_1|b_1] [ lNDSIDCPA—O|b—O]
q
= PI‘[Q]'/ 7é Zd*] +PI‘[ g1 = Zd éz DHL 1= O]

_PHQ, # id] - f—i—Pr[Q,_zd] ;ZPr[DHizo}

_ Pr[Qj/q:Zd*] . (i: Pr[DH; = 1] — zq:Pr[DHifl = 1]>
i=1 ’

_ ﬁ . (Pr[DH, = 1] — Pr[DH, = 1))

> —AD(lbep SV W Jp¢DCCpreDCC"’ID’p).
qu

Rearranging the inequality concludes the proof. O

Remark. The result from [BB04]| that any IND-sID-CPA secure IBE
scheme is also IND-ID-CPA secure with a loss of the factor |ZD| in security
can be seen as a corollary to Lemma 4.4.6: The resource preDCC™* P+ can
be used in the same way as stDCC™ZP when the full set ZD is initially
input at interface A. This comes at the cost of precisely a factor of |[ZD| in
the distinguishing advantage. However, our result is more general because
it makes explicit that even if ZD is large, one can use a IND-sID-CPA
secure IBE scheme in a scenario where messages are only sent for a smaller
subset of ZD but all identities in ZD can be registered by users.

The following lemma implies that IND-sID-CPA security is also neces-
sary for the construction. Its proof is omitted since it is exactly analogous
to the proof of Lemma 4.4.3.
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Lemma 4.4.7. Let p € N and P C {By,...,Bn}, P # 0. Then, for all
valid IND-sID-CPA adversaries A and for all efficient converters op, for
B, € P, there exists an efficient distinguisher D such that

AdvINOSDCPA — 9 AT (ibe%qﬁ%vw NW, apd)%ccpreDCCn’ID’p).

Lemmata 4.4.6 and 4.4.7 together imply the following theorem:

Theorem 4.4.8. Let p be an upper bound on the randomness used in
one invocation of Gen, Ext, and Enc. We then have

+ ibeP ID,
NW¢Nw+ {B1=),...,Bn} preDCC:;DCC P

<= the underlying IBE scheme is IND-sID-CPA secure.

As in Section 4.4.2, we can prove the following theorem very similarly.

Theorem 4.4.9. Let p be an upper bound on the randomness used in
one invocation of Gen, Ext and Enc. We then have

+ ibe?? JID,
NW¢NW+ {Bl,._i)Bn} pre2DCCZDCC P

<> the underlying IBE scheme is IND-sID1-CPA secure.

4.5 Construction with Random Oracles

4.5.1 Random Oracles

We next show how any IND-ID-CPA secure IBE scheme £ = (Gen, Ext,
Enc, Dec) can be used to construct DCC from the resource NWRC | which
corresponds to our network together with a random oracle. A random
oracle is a uniform random function {0, 1}* — {0, 1}* for some k to which
all parties have access. The heuristic to model a hash function as a random
oracle was proposed by Bellare and Rogaway [BR93]. Theorem 4.4.1
implies that no hash function can be used to instantiate the random oracle
in this construction. However, if a random oracle is actually available,
e.g., via a trusted party or secure hardware, the overall construction is
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sound. For our purpose, it is sufficient to consider random oracles with
binary codomain.

Definition 4.5.1. The resource RO has interfaces A, C, and By, ..., By,.
On input = € {0,1}* at interface I € {A,C, By,...,B,}, if  has not
been input before (at any interface), RO chooses y € {0,1} uniformly at
random and outputs y at interface I; if x has been input before and the
resulting output was y, RO outputs y at interface I.

Programmability. For our construction, we will assume that a random
oracle is available as part of the real resource. Our protocol then constructs
an ideal resource that does not give the honest parties access to the
random oracle. Thus, the simulators in the ideal world can answer
queries to the random oracle arbitrarily as long as they are consistent
with previous answers and are indistinguishable from uniform bits. This
gives the simulators additional power which allows us to overcome the
impossibility result from Theorem 4.4.1. Since the simulators can in some
sense “reprogram” the random oracle, we are in a scenario that is often
referred to as programmable random oracle model.

4.5.2 Construction of Delivery Controlled Channels

Our protocol ibe™ uses the same idea as Nielsen’s scheme [Nie02] and
essentially corresponds to the transformation from [BSW11, Section 5.3]
applied to an IBE scheme. At a high level, it works as follows: To send a
message m for identity id, choose a bit string r « {0,1}" uniformly at
random, input (r,1),...,(r,|m|) to the random oracle to obtain a uniform
value 1’ with || = |m|. Finally encrypt r with the IBE scheme for
identity id and send the resulting ciphertext together with m @ r’. The
security proof exploits that the one-time pad is non-committing and the
random oracle is programmable. A detailed description of the protocol
and the involved resources follows.

Real resource. The real resource in our construction consists of NW
and RO. We thus define

NWFRO = [BCast (P1-Bn}, AutChO4, SecCOP1 . SecC” P, RO
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RO RO RO RO RO
and oMW = (oM, oV VT @ RYT) where for T € {A,C,
RO
By,...,B,}, ¢INW = [1, ?“tc,¢§ecc,...,¢)§ecc,1].

Protocol. For an IBE scheme &, we define protocol converters enc™,
dec”, and reg™ as follows and let ibe™ := (enc™, reg™, dec™, ..., dec™):
For r € {0,1}* and ¢ € IN, we write r' < H(r,¢) as an abbreviation for:
Output (r,1),...,(r,£) at the inside sub-interface to RO, let r{,...,r} be
the answers from the random oracle, and let v ==} ... 7.

The converter enc™ first expects to receive a master public key mpk at
its inside interface and stores it internally. On input a message and identity
(id,m) € D x M at its outside interface, it chooses r «— {0, 1} uniformly
at random and computes ¢'BE < Enc(mpk, id,r) and v’ < H(r,|m|). The
converter enc™ then sets c°TP < m @+’ and outputs (id, c'BE, cOTP) at its
inside sub-interface to BCast{B1:-Bnl},

The converter dec™ on input an identity and a corresponding user
secret key (id, usk;q) at its inside interface, stores this tuple internally
and outputs id at its outside interface. For all pairs (idj,c'jBE,c?TP)
with id; = id stored internally, dec” computes r; < Dec(uskq, id, c'jBE)
and ' + H(r, \CJQTP ), and outputs (id,c?TP @ r') at its outside inter-
face. On input (id,c'®F,cOTP) at its inside interface, dec™ computes
r < Dec(usk;q, id, c'®E) and r’ < H(r,|c®TP|), and outputs (id, TP @)
at its outside interface if it has stored a user secret key for the identity
id, and stores (id, c'®E, cOTP) internally otherwise.

The converter reg™ is identical to the converter reg: It initially com-
putes (mpk, msk) < Gen(1%), stores msk internally, and outputs mpk

at its inside sub-interface to AutC;’,ﬁ’cA. On input (id,i) at its outside

interface, the converter reg computes usk;q < Ext(msk, id) and outputs
(id, uskiq) at its inside sub-interface to SecCgs’fg.

Ideal resource and construction. As explained in Section 4.5.1, hon-
est parties do not have access to the random oracle in the ideal world.
Therefore, we define ¢R° == {1,..., L} to block access to RO in the
ideal world. The ideal resource in our construction then corresponds to
[DCCH5el ™, ROgo) .
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Theorem 4.5.2. Let p be an upper bound on the randomness used in
one invocation of Gen, Ext and Enc. If € is IND-ID-CPA secure, we have

RO ibe™ ,ID,p+
NW¢NWRO {Bl%B"} [DCCZDCC p N, RO¢RO].
Proof sketch. For i € {1,...,n} the simulator op, maintains an ini-

tially empty list R and remembers all its inputs and outputs. It reacts
to inputs as described in Figure 4.6. Let P C {By,...,B,} and let

D be an efficient distinguisher for the resources ibe%gb%wm NWRC and
op [gb%CCDCC"’ID”’*”,gb%ORO] Note that since all op, initially input
share to DCC™IP»T* they all receive the same outputs from that re-
source. Thus, they all maintain the same list R.

Let E be the event that some simulator aborts and let F' be the
event that there exists some «d € ZD such that D inputs a random
oracle query = before receiving a key for id and some simulator has
output (id, Enc(mpk,id,x),r"”;r) for some r and r” before. Note that
as long as neither F nor F' occur, the resources ibe%d%WRONWRO and
op [QS%CCDCC"’ID”’ A gi)%o RO] behave identically since all keys are gen-

erated equally by both resources and for all outputs (id, c'BE, cOTP) after
input (id, m), c'®F is an encryption of a uniform bit string ' for id and
the j-th bit of c°TP is the XOR of the j-th bit of m and the answer of
the random when queried on (7, j). Event E occurs only if the resource
outputs some ' € {0,1}* that collides with a previously used value,
which is the case with negligible probability. Event F' also has negligible
probability by the IND-ID-CPA security of the IBE scheme, which can be
shown by a reduction similar to the one in the proof of Lemma 4.4.2. [
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Converter op, .

Inside interface

Input: (r|r') € {0,1}°F"
(mpk, msk) < Gen(1%; )
output share at inside sub-interface to DCC™ZP:ptr
output mpk at outside sub-interface simulating AutC! c,A

Input: (id, m,r|r’) € ID x M x {0,1}***
" H(r', |m])

if R contains ((r’,j),y) for some j € {1,...,|m|}, and y # 7} then

abort
else
add ((r',4),7}) to R for j € {1,...,|m|}
c'BE Enc(mpk, id, ;1)
COTP “mae !
: A {B1i,....,Bn}

output (id, ¢'®8, c°TP) at outside sub-interface simulating BCast
Input: (id,|m|,r|r') € ID x N x {0,1}°+*
v« H(r', |m])
E « Enc(mpk,id,r';r)
output (id, c®F, r"’) at outside sub-interface simulating BCast# {81+ Bn}

Input: ((id,k,r|r'),m1,...,m;) € (ZD x {1,...,n} x {0,1}°F*) x M
for j € {1,...,1} do
(4d, '®E, OTP) + output for j-th input of form (id, m,#|#') or (id, |m|, #|F")
o m @COTP
if R contains ((7,5’),y) for some j' € {1,...,|m,|}, and y # 1";.’/ then
abort
else
add ((#,377), r;',) to R for j' € {1,...,|m|}
usk < Ext(msk, id;r)
if £ =i then
: cC By

output (id, usk) at outside sub-interface simulating Sec

else
output |(id, usk)| at outside sub-interface simulating SecC 5k

Outside interface

Input: z € {0,1}"
if R contains (z,y) for some y € {0, 1} then
output y at outside sub-interface simulating RO
else
output x at inside sub-interface to RO and let y be the answer

output y at outside sub-interface simulating RO

Figure 4.6: Description of the simulator op,. Other inputs are ignored.



Chapter 5

Functional Encryption

5.1 Introduction

5.1.1 Motivation

Functional encryption (FE) is a very general concept formally introduced
by Boneh, Sahai, and Waters [BSW11]. Many types of encryption such
as public-key encryption, identity-based encryption [Sha85; MY91; BF01],
and attribute-based encryption [SW05] can be seen as a special case of
FE. Briefly, an FE scheme is parametrized by a value space and a set
of functions on the value space. A trusted authority holding a master
secret key corresponding to the master public key can generate secret
keys for all functions in this set. Given the master public key one can
encrypt messages, and given a secret key for a particular function f and
an encryption of a value z, one can efficiently compute f(x) but does not
learn anything more about z. Moreover, even if one pools the secret keys
for many functions f1, ... fi, one can compute nothing about an encrypted
value = except for exactly these function values, i.e., f1(x),..., fi(x).
Formalizing these intuitive security requirements has caused more
trouble than one might expect, and several security definitions for func-
tional encryption exist in the literature. While some of them were shown
to be too weak since schemes that should not be considered secure could
be proven to satisfy them, others are so strong that even for very simple
sets of functions, no scheme exists that satisfies them in the plain model
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[BSW11; ONel0; AGVWI13; BO13; DIJ+13]. The question of which
definition is suitable for being used in a certain application therefore
seems particularly relevant for functional encryption.

In an ideal-world view, however, it is rather straightforward to state
what one expects from FE: If a publicly readable data repository (e.g., a
public web repository) is available, then, by virtue of encrypting the data
items before putting them into the repository, one constructs a repository
where the data is now secret and where a specific entity has the capability
of assigning to entities the right to access certain functions (but not more)
of the data items stored in the repository. Obviously, granting the access
right to an entity in this ideal world view corresponds in the real world to
providing the decryption key of the corresponding function, and accessing
the data corresponds to decrypting the corresponding ciphertext.

Compared to FE, standard public-key encryption achieves the same
goal of providing access control for a repository, but access would be
all-or-nothing: If one knows the secret key, one can decrypt, otherwise
one cannot. A more versatile access control mechanism is obtained by
identity-based encryption, which allows the trusted party to grant users
the right to access data for a specific identity, where the input data
contains the data itself and the identity that should be able to access it.
More advanced access policies can be implemented using attribute-based
encryption. The high flexibility of FE is demonstrated by the following
application proposed in [BSW12; GKP+13]: Assume some user receives
encrypted emails that are stored on the provider’s server and mails with
a high probability of being spam should not be downloaded, to minimize
traffic. The trusted party, which in this case can coincide with the recipient
of the mails, generates a special secret key for the provider that only
allows to compute the score function of the spam filter. The provider now
cannot read the contents of the mails but is still able to filter out spam
and notify the recipient only about the remaining incoming messages.
The repository here corresponds to the mail server and inputting data
into the repository to sending the recipient encrypted emails.

Problem statement. We address the following questions: Does the
above-described intuition of a secure repository really hold? Does one of
the existing security definitions imply that such a view is valid, and if so,
which one? What, then, do the other definitions achieve?
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5.1.2 Contributions

We show that the exact characterization of FE as the construction of a
certain access-controlled repository from a public repository and certain
channels (to transmit secret keys and public keys) is indeed formally
correct. This means, in particular, that one can compose constructions,
according to the composition theorem of constructive cryptography. Con-
cretely, if one has designed an application by defining it “on top” of a
certain (assumed) repository with access control, then this application
remains secure if the repository is implemented using a public repository,
where data is encrypted using an FE scheme satisfying the appropriate
definition.

However, for this to be true, none of the existing security definitions
seem to suffice. Therefore we propose a new conventional security defini-
tion for FE, called CFE security, derived from the constructive viewpoint,
which corresponds to an adequately modified version of an established
game-based definition by Boneh, Sahai, and Waters [BSW11, Definition 4].
This suggests that CFE security is the appropriate definition if strong
guarantees are required. We show that, as the definition in [BSW11]|, CFE
security is impossible to achieve in the standard model but achievable in
the random oracle model. In doing so, we also exemplify how results in the
(programmable) random oracle model can be translated to a construction
in CC.

The adequacy of CFE security might seem surprising since it is similar
to [BSW11, Definition 4] and an example from [BF13] was supposed to
show that this definition is insufficient. We recall that example and explain
why the criticism is invalid. This demonstrates that traditional security
definitions for FE are not well understood, which leads to misconceptions
that do not arise in the constructive approach.

Moreover, we show that a weaker security definition by Gorbunov,
Vaikuntanathan, and Wee [GVW12, Definition 1], which is achievable
in the standard model, is sufficient for constructing a repository that
restricts the number and order of interactions, making explicit how such
schemes can (and cannot) meaningfully be used.

Finally, we show how adequate security definitions for generalizations
of FE (multi-input, randomized functions, malicious ciphertext generation,
etc.) can be obtained by straightforward extensions of the repository.
For a constructive security definition (requiring that a certain repository
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be constructed), one can extract the corresponding conventional security
definition and compare it to existing generalized definitions. We conjecture
that the latter do generally not correspond to a meaningful construction
of a repository, but carrying out the complete analysis for all definitions
is beyond the scope of this thesis.

Overall, this leads to a unified treatment of many FE variants and
makes explicit how they can be composed within a higher-level protocol.

5.1.3 Related Work and Relation to IBE

A paper by Sadikin et al. [SPPM13| provides an ideal functionality for
functional encryption in UC, but only for a special class of functional
encryption schemes, namely attribute-based encryption. Thus, their
results are not suitable to understand definitions for general functional
encryption, as we do in this chapter.

Since identity-based encryption, treated in Chapter 4, is known to be
a special case of functional encryption [BSW11], one could expect the
results in this chapter to be very similar. And indeed, the impossibility
results and the constructions in the random oracle model are closely
related. There are, however, two important differences: Firstly, the ideal
resource considered for IBE in Chapter 4 involves many potential receivers
with different identities, and the intended recipients directly receive sent
messages. For functional encryption, on the other hand, we model a
repository that allows to access certain information about the stored data.
While this could also be modeled with many parties, we only consider
one interface for inputting data, one interface for granting access rights,
and one interface for accessing data. This simplifies the presentation and
allows us to focus more on the relevant aspects of functional encryption.
Secondly, the security definitions considered in Chapter 4 are specific to
IBE, while we look at more involved simulation-based security definitions
for general functional encryption in this chapter.

5.2 Definition of Functional Encryption
A functional encryption scheme is a generalized public-key encryption

scheme defined for a set F' of functions with common domain X. Given
the public key, one can encrypt data x € X and given a secret key for
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a function f € F, one can efficiently compute f(x) from an encryption
of x. The secret keys for all f € F can be generated using a so-called
master secret key which is generated together with the public key. To
capture which information ciphertexts leak about the encrypted data,
a special leakage function fy € F is considered. An intuitive security
requirement guarantees that given a ciphertext for some x and secret keys
for f1,..., fn, one should not be able to learn more about x than what
can be learned from fo(z), ..., fn(x). We here only define the syntax and
correctness condition of a functional encryption scheme and refer to later
sections for formal security definitions. The definition here only covers
unary and deterministic functions. See Section 5.8 for a discussion of
more general notions of functional encryption.

Definition 5.2.1. Let X be a nonempty set and F be a set of functions
with domain X such that F' contains a distinguished leakage function fy.
A functional encryption scheme for F' consists of the following efficient
probabilistic algorithms:

Setup: The algorithm setup on input a security parameter 1” generates
a public key pk and a master secret key mk.

Key generation: Given a master secret key mk and a function f € F,
the algorithm keygen generates a secret key sky for this f, where
sk, equals the empty string.

Encryption: Given a public key pk and some value x € X, the algo-
rithm enc computes a ciphertext c.

Decryption: The algorithm dec on input a secret key sk and a cipher-
text ¢, outputs some value x.

For correctness, we require for all x € X, and for all f € F that
dec(sky, enc(pk,z)) = f(z) with probability 1, for (pk, mk) < setup(1*)
and sk; < keygen(mk, f).

Remark. Following [BSW11], we assume everyone can always evaluate the
function fo. This can be seen as a rather artificial requirement; if fo(x),
e.g., reveals the bit length |z| of x, there has to be an efficient algorithm
that precisely computes |z| from a ciphertext. A more natural approach
would not guarantee all parties to compute fy, but rather not exclude in
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the security definition that dishonest parties can do so. To formalize that
something is not guaranteed but potentially possible, one can use filtered
resources in constructive cryptography. While all results in this chapter
extend to such a definition, we stick to the definition above to simplify
the presentation.

5.3 Repositories and Access Control

5.3.1 Repository Resources

In this section, we introduce a repository resource that allows users to
input and access data and that naturally captures how a repository works.
We first define a repository with access control and then specify a public
repository without access control as a special case thereof. Users can input
data from a data set X into the repository. After inputting data, the
resource returns a handle (e.g., a URL or a memory address) from a set H
via which the data can be accessed later. This handle could be chosen by
the resource, by the user who inputs data, or by both in an interactive
protocol. Since the particular procedure to generate handles is irrelevant
for our purposes, we will refer to a method getHandle that returns an
element of H without describing its implementation. We only assume
that the returned handles are distinct, that is, no data is overwritten.

Motivated by the syntax of functional encryption, we consider a set F’
of access functions containing functions with domain X and allow users to
retrieve such functions of input data. Which functions a user can access
depends on the rights of this user, i.e., for each f € F users can have the
right to obtain f(x) for previously input z € X. Everyone has the right
to obtain fo(z) for a special function fp and a trusted authority can grant
users additional rights.

We consider a resource with an interface for Alice who can input
data, an interface for Bob who can access data, and an interface for the
trusted party Charlie who can grant rights to Bob. Alice and Bob are not
necessarily single users but correspond to roles users can have. All results
in this chapter regard Bob as the only potentially dishonest party. In case
he is dishonest, one can think of him as a group of colluding dishonest
parties who try to combine their rights to get access to a function of
some data none of them alone could access. Hence, one dishonest party is
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Resource Repy

Initialization Interface B

R+ {fo} Input: (f,h) € F X H

for h € H do if f € RAMI[h]# L then

M[h] + L output f(M][h]) at interface B

Interface A Interface C
Input: z € X Input: feF

h < getHandle R+ RU{f}

MIh] + = output f at interface B

output h at interface A

Figure 5.1: Definition of the resource Repp. All inputs not matching the
given format are ignored.

sufficient to cover collusion resistance. Similarly, the resource can be used
in a context with multiple honest parties inputting data.

Definition 5.3.1. Let X be a nonempty set and F' a set of functions with
domain X and fy € F'. The resource Rep has the interfaces A, B, and
C. Tt internally manages the set R of functions Bob is allowed to access,
and a map M assigning to a handle h € H the value M[h] € X U {L}
where L ¢ X is a special symbol. Initially, R = {fo} and M[h] = L for
all h € H. The resource works as described in Figure 5.1.1

Remark. Note that Bob needs to know the handles to access data. Hence,
when this resource is used in a larger protocol, Alice needs to send Bob the
handles over an additional channel. This is in fact very natural: If Alice
uploads a document to her web server and wants Bob to download it, she
needs to tell him the URL, e.g., via email. See Section 5.9 for an example
application of the resource that demonstrates how other protocols can use
the constructed repository and how to apply the composition theorem of
the constructive cryptography framework.

We now define a public repository without access control, which will
serve as an assumed resource in our constructions. It corresponds to a

IWe define all resources to ignore invalid inputs. Alternatively, the resources could
return error messages. While this alternative might be closer to the behavior of real
systems, we decided to simply ignore invalid inputs because they are not relevant for
our results.
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repository as defined above where fj is the identity function on X i.e.,
everyone is allowed to access the (identity function of) stored data.

Definition 5.3.2. Let X be a nonempty set, fo =idx: X — X,z +— z,
and P := {fp}. We define the public repository for X as PRepy := Repp.
For inputs at Bob’s interface, we will write h instead of (idx, h) to simplify
notation.

5.3.2 Access Control via Functional Encryption

A versatile repository supports a large class of access functions and
restricts Bob’s initial rights as much as possible. In this section, we
describe how to use functional encryption to construct such a repository
from a public repository. More precisely, let £ = (setup, keygen, enc, dec)
be a functional encryption scheme for a set F' of functions with domain X
and let € be the range of enc. Our goal is to construct Repp from
PReps. To distribute keys, we additionally need an authenticated channel
AutC%* from Charlie to Alice and a secure channel SecC%? from Charlie
to Bob,? i.e., the assumed resource in our construction corresponds to
[PRepQ, AutC4, SecCc’B} .

To achieve this construction, we define the protocol 7 = (74, 7p, 7¢)
for the functional encryption scheme £ as follows: At the beginning, ¢
invokes (pk, mk) < setup(1%), stores mk and sends pk to Alice over the
authenticated channel. This public key is internally stored by m4. On
input x € X at its outside interface, m4 outputs ¢ < enc(pk,x) at its
inside interface to the repository and outputs the returned handle h at its
outside interface. On input f € F' at its outside interface, mc computes
sk < keygen(mk, f) and sends (f, sk) to B over the secure channel. The
corresponding secret key is stored by mp and f is output at its outside
interface. On input (f,h) € F x H at its outside interface, 75 outputs h
at its inside interface to the repository if it has stored a secret key sk
for this function f or if f = fy. If it receives a ciphertext ¢ from the
repository, it outputs y < dec(sky,c) at its outside interface. All other
inputs are ignored. See Figure 5.2 for an illustration of the protocol.

2For both channels, a dishonest Bob assumes the role of an eavesdropper. That is,
he can learn the public key, which is sent over the authenticated channel from Charlie
to Alice. If the resource is used in a context with many Bobs, it is important that
the channel from Charlie to each of them is secure to prevent dishonest users from
eavesdropping on the secret keys.
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d!

C sky < keygen(mk, f)

(pk, mk) <+ setup(1™)

pk || (f, skyg)
() — T — | ()
TA pk W(fssks)| TB f
B ;AutCC’A SecCYP ; > —
I | pk
I | »

x c : : h (f,h)
— ¢ « enc(pk, z) | > PRepQ‘ - Sy  dec(sk, c)
h h | | c X y
~ @@ L - - - - - -—-—-—-—-—-—-—-Z=< 1 ~ @@

Figure 5.2: Overview of the protocol (74, 7p,m¢). The dashed rectangle
represents the assumed resource, corresponding to the parallel composition
of AutCC’A, SecCC’B, and PRepg, the dotted line depicts that a dishonest
Bob can learn the public key while the protocol does not use it.

The following lemma states that this protocol constructs the desired
resource if all parties are honest. It follows directly from the correctness
of the functional encryption scheme.

Lemma 5.3.3. For the protocol m = (ma,7p,mc) defined above, we have

TATBTC [PRep¢, AutCC’A, SecCC’B] ~ Repp.

5.4 Security of Functional Encryption

5.4.1 Definition of CFE Security

The protocol described in the previous section constructs the desired
resource with a dishonest Bob only if the underlying functional encryp-
tion scheme satisfies a suitable security definition. We propose such a
definition, based on [BSW11, Definition 4], and refer to it as composable
functional encryption security® (CFE security for short). We extend the

3This name is justified by Theorem 5.4.4, which together with the composition
theorem of the constructive cryptography framework implies that CFE-secure schemes
indeed guarantee composability.
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Experiment Expgfj‘rea'

Input: 1",k € N
(pk, mk) < setup(1”)

until ¢t = true
return 7

Experiment Exp

Input: 1",k € N
(pk, s) < S1(17)

t — As(e)[[7]]

CFE-ideal
£,8,A

(1, 7) + (0,0) (1, 7) + (0,0)
repeat repeat
l+1+4+1 l+1l+1
m e AR () 7] @ A7 G )
e+ enc(pk, ;) (f1,- -, fq) < queries by A,
t + Az(c)[[7]] e+ Sz(fo(@1), - - fq(z1))[[s]]

until ¢t = true
return 7

Figure 5.3: Experiments for the CFE security definition, for a scheme £, an
adversary A = (A, As), and a simulator S = (57, 52,53). The oracle O
is defined as O(f, z1,...,z—1)[[s]] = S2(f, f(z1),. .., f(zi=1))[[s]]-

definition from [BSW11] to adaptive adversaries that can choose mes-
sages depending on ciphertexts for previous messages. This extension was
already mentioned in that paper but not formalized. Our definition addi-
tionally restricts oracle access of the involved algorithms. These changes
are discussed after the definition. We note that SS1 security defined in
[BO13] also corresponds to an adaptive variant of [BSW11, Definition 4]
but also differs in other aspects and is not equivalent to the definition we
propose here. In particular, SS1 security includes some auxiliary inputs
that the authors claim to eliminate a weakness described in [BF13|. As
we explain in Section 5.4.3, however, the effect pointed out in [BF13] is in
fact not a weakness, so there is no need for a fix.

We follow the notation from [BSW11], i.e., for algorithms A and B,
ABC)(z) denotes that A gets x as input and has oracle access to B, that
is, B(q) is answered to A in response to an oracle query ¢q. Moreover,
A(")[[s]] means that A gets s as an additional input and can update its
value. More precisely, A(z)[[s]] corresponds to the algorithm that invokes
(y,s) < A(z, s) and returns y.

Definition 5.4.1. Let & = (setup, keygen, enc,dec) be a functional en-
cryption scheme for a set F' of functions with domain X. We introduce the
experiments in Figure 5.3 for an efficient probabilistic oracle algorithm .4
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and efficient probabilistic algorithms As, S1, So, and S3. The advantage
of a distinguisher D in distinguishing the outputs of these experiments is
denoted by

CFE .. AD CFE-real CFE-ideal
Adv&S’A,D =A (Exp&A  Expg s a ),

where A = (A1, A2) and S = (51, S2, S3). We say the scheme € is CFE
secure if there exist efficient S7, .S, and S3 such that the distinguishing
advantage AdngSE Ap is negligible for all efficient A;, Ay and for all
efficient distinguishers D.

Note that the value 7 in the experiments can be used to share the state
between the algorithms 4; and As, and the value s to share the state
between S, Sa, and S3. Intuitively, S; simulates the generation of the
public key, S5 generates simulated secret keys, and S3 simulates ciphertexts
for values x given only the images of x under the functions the adversary
has already requested secret keys for. A scheme is considered secure if
these simulated values are indistinguishable from the corresponding values
generated in an execution of the actual protocol. The intuition is that
in this case, a ciphertext does not leak anything about the encrypted
value that an adversary cannot conclude from the function values he is
supposed to learn.

As mentioned before, this definition is close to a fully adaptive version
of the one given by Boneh et al. [BSW11]. One difference is that the
algorithm 45 is not given oracle access to a key-generation oracle in
our definition. This simplifies especially the ideal experiment and is not
necessary in our case since A, can instead store its query in 7 and A; can
then query its oracle and continue the execution of A, in the following
iteration. Furthermore, S3 in [BSW11] has oracle access to Ay and can
therefore run As on several inputs and discard undesired outputs. Our
definition is stronger because we do not allow this. It was already noted
in [AGVW13| that this oracle access might be problematic. Note that,
in contrast to [BSW11, Definition 4], it is sufficient for the experiments
to return 7 because Ay can encode all relevant information in it and Ss
cannot tamper with it.

In contrast to many other definitions (e.g., [ONel0; BF13; GVW12;
GKP-+13|), we do allow S; and S to “fake” the public key and the secret
keys, respectively. In contrast to what is claimed in [BF13], it turns out
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that this is not a problem (see Section 5.4.3 for more details). This shows
that there are many degrees of freedom in defining security experiments
for functional encryption and that the consequences of a particular choice
are often unclear. On the other hand, the constructive approach we follow
in this thesis makes explicit what a protocol satisfying the definitions
achieves, by specifying the resource that is constructed.

5.4.2 [Equivalence of CFE Security and Construction

The goal of this section is to prove that the protocol defined in Sec-
tion 5.3.2 constructs the corresponding repository resource if and only if
the underlying functional encryption scheme is CFE secure. This implies
that CFE security is precisely the definition needed for our purpose. The
following lemma shows that CFE security is sufficient for the construction.

Lemma 5.4.2. Let S1, Sa, and S3 be efficient probabilistic algorithms.
Then there exists an efficient converter op such that for all efficient
distinguishers D for mamc [PRepQ,AutCC’A, SecCC’B] and opRepy, there
is an efficient probabilistic oracle algorithm A1, an efficient probabilistic
algorithm As, and an efficient distinguisher D’ for the CFE experiment
such that

AP (mamc [PRepg, AutCo, SecCP] o pRepy) = AdvE'S 4 -

Proof. We define the simulator op in Figure 5.4. Let D be an efficient dis-
tinguisher for the resources w47 [PRep¢7 AutCC’A7 SecCC’B] and cgRepy.
We can assume without loss of generality that D inputs h € H at inter-
face B only if this A was output at interface A before, because other h
will be ignored by both resources. We further assume that each h € H is
input at most once, since both resources return the same value for each
input of the same handle h.

We now describe the algorithms 4; and As. When A; is invoked with
pk and 7 = 0, it starts a new simulation of the distinguisher D, outputting
pk at interface B from the authenticated channel. When D inputs f € F
at interface C, A; invokes its oracle with query f and outputs f and
the answer to D at interface B from the secure channel. When D inputs
x € X at interface A, A; invokes getHandle and outputs the returned
handle h at interface A. It further sets M[h] < x for a map M. When
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Converter op

Initialization

(1, q) + (0,0)
(pk, s) <= 51(1%)

output pk at outside sub-interface simulating AutC 4

Inside interface

Input: f € F
g+ q+1
o f
fori=1,...,l do

output (f, h;) at inside interface, let y; be the returned value
sky < Sa(fiyr,. -5 yn)[s]]
output (f, sky) at outside sub-interface simulating SecC®* %

Outside interface

Input: h € H

if 3k € {1,...,1} hx = h then
output ci at outside sub-interface simulating PRep,

else if output (fo,h) at inside interface not ignored then > data stored for h
l+1+1
h; < h
fori=0,...,qdo
output (f;, h) at inside interface, let y; be the returned value
e < S3(yo, - -+, Yq)[s]]

output ¢; at outside sub-interface simulating PRep,

inside

interface

Repp |7

(fshe)

Yi

(fish)

Yi

OB

skt Sa(fy. s gis- - Is]

(pk, s) = 51(1%)

c+ S3(-- vy v )[[8]]

outside
interface
sub-interface
(f, sk¢) simulating SecC 2
>
pk sub-interface
. . C,A
simulating AutC™~>
h sub-interface
——
c simulating PRep

Figure 5.4: Definition and visualization of the simulator op from the
proof of Lemma 5.4.2 attached to Repy.
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D inputs h € H at interface B, A; saves M and the state of D in 7
and returns M[h]. When D returns a bit b, A; sets 7 < (return, b) and
returns a random z € X. After A; terminated, A5 is invoked on input
a ciphertext ¢ and 7. If 7 = (return,b), for some b € {0,1}, A, returns
true. Otherwise, it saves ¢ in 7 and returns false. Afterwards, A4; is
invoked on input pk and 7 # 0. In this case, it reads ¢ and the state of D
from 7 and continues the simulation by outputting c at interface B from
the repository. A; then proceeds as above.

The distinguisher D’ on input 7 = (return, b) outputs the bit b. Note
that the distribution of the outputs of D’ given outputs of the real experi-
ment equals the distribution of the outputs of D connected to the resource
TATC [PRepQ7 AutCC’A7 SecCC’B] and the output distribution of D’ given
outputs of the ideal experiment equals the distribution of the outputs
of D connected to opRepr. Hence, the corresponding distinguishing
advantages are the same. O

The next lemma shows that CFE security is not only sufficient but also
necessary for constructions of the desired repository resource. Since this
notion is even stronger than [BSW11, Definition 4|, known impossibility
results translate to our model.

Lemma 5.4.3. Let o be an efficient converter. Then there exist efficient
probabilistic algorithms Sy, So, and S3 such that for all efficient probabilis-
tic oracle algorithms Ay, all efficient probabilistic algorithms Ag, and all
efficient distinguishers D for the CFE experiment, there exists an efficient
distinguisher D’ for 7TA7TC[PRep¢7AutCC’A7SecCC’B] and cpRepr such
that

AdVEE 4 p = AP (mamc [PRepe, AutCP?, SecC?P), o pRepy).

Proof. The algorithms S7, S2, and S5 together simulate an execution of
op. S starts the simulation, prepares an initially empty map M (i.e.,
M][f][k] = L for all f and h), and sets (I,q) < (0,0). It returns the
first output at the outside interface of op together with an encoding
of the state of o, [, ¢, and M in s. On input f € F, f(x1),..., f(x;)
and some s, Sy extracts M, [, q, h1,...,h;, and the state of op from s,
sets ¢ < g+ 1, fq < f, and M[f,][hi] < f(x;) for i =1,...,1. It then
inputs f at the inside interface of og. When op outputs (f,sks) at
its outside interface, S stores the state of op together with M, ¢, and
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fq in s and returns sky. On input (fo(x),..., fy(z)) and s, S5 extracts
the state of o, M, [, ¢, and fi,..., f, from s, sets [ <— [ 4 1, invokes
hi < getHandle (if getHandle requires interaction with interface A, S
emulates it using an arbitrary fixed strategy), sets M|[f;][] < fi(x) for
i=20,...,q, and inputs h at the outside sub-interface of op simulating
the repository. When op outputs ¢ at its outside interface, S3 saves the
state of op, M, I, and h; in s and returns ¢. Outputs of the form (f,h)
at the inside interface of o are handled equally by S, S, and S3 by
inputting M{[f][h] at its inside interface if M[f][h] # L. Otherwise, that
input is ignored. Note that such an input is ignored if and only if f has
not been input at the inside interface of o or h has not been input at
its outside interface before. This is consistent with Repy if all handles
returned at interface A are immediately input at interface B afterwards.
The distinguisher defined below always does this.

Now let A; be an efficient probabilistic oracle algorithm, A5 an ef-
ficient probabilistic algorithm, and let D be an efficient distinguisher
for the CFE experiment. We define a distinguisher D’ for the resources
7rA7ro[PRepe,AutCC’A,SecCC’B] and opRepy as follows. It first runs
A1 on input the initial output pk at interface B and 7 = 0. A query
f € F from A; to its oracle is answered by inputting f at interface C,
receiving (f, sky) at interface B, and returning sk; as the answer. When
Aj returns x, D’ inputs = at interface A and then the returned handle i
at interface B to the repository (where D’ uses the same strategy as Ss
for inputs at interface A for getHandle, such that handles are equally
distributed). When ¢ is output at interface B, the distinguisher D’ invokes
As on input ¢ and 7. If it returns t = false, D’ repeats this procedure
by running A; on input pk and 7. Otherwise, D’ invokes D on input 7.
Finally, D’ outputs the output of D. Since the distribution of 7 if D’ is
connected to mame [PRepQ, AutCC’A, SecCC’B] is the same as in the real
CFE experiment and the same as in the ideal one if D’ is connected to
opRep, the corresponding distinguishing advantages are equal. O

Combining Lemmata 5.3.3, 5.4.2 and 5.4.3, we get the following theo-
rem:

Theorem 5.4.4. For the protocol w defined above, we have

[PRepQ,AutCC’A,SecCC’B] —%) Repr <= & is CFFE secure.
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5.4.3 Alleged Insufficiency of BSW’s Definition

The results from the previous section seem to contradict an example given
in [BF13], which was meant to show that [BSW11, Definition 4] is not
adequate and which can easily be extended to our definition. We first
recall the example for a fixed set of functions from the full version of
[BF13] and then explain why it is not a problem in our context. Assume
& = (setup, keygen, enc, dec) is a functional encryption scheme for a set F
of functions with domain X with idx € F and P C F where P is a family
of trapdoor one-way permutations on X. We consider a modified scheme
&' = (setup’, keygen’, enc, dec’) as follows. The algorithm setup’ first runs
setup and samples a permutation p* € P according to the key-generation
algorithm of the trapdoor one-way permutation. It then includes the
description of p* in the public key pk’ := (pk,p*) and the master secret
key mk' = (mk,p*) (and discards the trapdoor). The algorithm keygen’
on input (mk’, f) does the same as keygen if f # p*, and returns (p*, skiq)
with skiq < keygen(mk,idx) if f = p*. The algorithm enc is not modified
and dec’ on input ((p*, skia), ¢) returns p*(dec(skia, c)) and dec(sky,c) on
input (sky,c). Asin [BF13], it can be shown that £ is CFE secure if £
is. Intuitively, the simulator, which generates the public key, can store
the trapdoor and hence compute x from p*(x), enabling it to simulate.

According to [BF13|, this scheme should not be considered secure
because one can learn z instead of only p*(z) given a key for p*. They
conclude that the simulator should therefore not be allowed to generate
the public key. We claim that this is actually not a problem: An adversary
cannot choose for which p € P he wants to learn x instead of p(x), but
some p* is chosen at random by the key-generation algorithm of the trap-
door one-way permutation. By simply invoking this algorithm themselves,
all users can obtain a trapdoor for such a random permutation p* and
hence compute x from p*(x) even if the original scheme is used. The only
difference is that in the modified scheme, this particular permutation is
contained in the public key and the master secret key. Using this per-
mutation in another protocol built on top of the modified scheme would
be problematic if the designer of the composed protocol assumes that
one cannot compute x if given a key for this p* (which is the case in the
original scheme if the description of a random p* is included in the public
key, but not in the modified scheme). However, if schemes are composed
according to the constructive cryptography framework, such confusion
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cannot arise since the protocol converters use the keys only internally and
do not publish them to their outside interfaces. Hence, the constructed
resource does not provide a distinguished function corresponding to the
permutation in the public key to any party. This means that when the
constructed resource is used in another protocol, that protocol cannot
explicitly use this particular p*. Because p* € P is chosen randomly and
the set P needs to be large, the probability that it is still used in another
context is negligible. Therefore the modified scheme is as secure as the
original one in all applications if the protocols are composed properly.

5.5 Special Cases and Impossibility Results

5.5.1 Public-Key Encryption and its Impossibility

As described in [BSW11], many types of encryption can be seen as special
cases of functional encryption. We restate how standard public-key
encryption is captured as a special case and explain why this immediately
leads to strong impossibility results.

Consider public-key encryption with plaintext space M. We can set
X = M and Fpkg = {fo,idx } with fo: X — N,z — |z| revealing the bit
length of x. This provides the same functionality as public-key encryption
[BSW11]: The holder of the secret key (corresponding to the key for idx)
can decrypt a ciphertext to the encrypted message while without the
secret key, one can only learn the length of the message.

Depending on how the encryption scheme is intended to be used,
different security properties are required. Typically, one assumes that
there is a legitimate receiver Bob knowing the secret key from the beginning
and an eavesdropper Eve who never learns the secret key. The repository
resource Repp,, ., however, allows to adaptively grant Bob the right to learn
the input data. In case of a dishonest Bob, this enables the distinguisher
to adaptively retrieve the secret key after receiving ciphertexts. Hence,
we are in a situation of adaptive adversaries [CFGN96]. Therefore, the
result by Nielsen [Nie02] stating that the length of secret keys in any
adaptively secure scheme must be at least the total number of bits to
be encrypted, on which the impossibility results in [BSW11; BO13] are
based, can be applied directly here. Since there is no restriction on the
number of messages Alice can input in the repository, the distinguisher
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can input messages whose total length exceed an upper bound on the
length of secret keys before granting access rights to Bob. We therefore get
the following theorem as a direct consequence of Theorem 5.4.4 and the
result from [Nie02]. Note that the same reasoning led to our impossibility
result for identity-based encryption in Section 4.4.1. This shows another
advantage of our constructive approach, namely that defining security of
a protocol by what it achieves simplifies reusing results without reproving
them for new definitions as in [BSW11] and [BO13].

Theorem 5.5.1. There is no CFE-secure functional encryption scheme
for Fpke.

As we have seen, while public-key encryption can be considered to
be a special case of functional encryption, typical security definitions for
public-key encryption do not correspond to the given security definition for
functional encryption. This is not a weakness of our security definition but
comes from the fact that public-key encryption is usually used in a specific
setting and thus a less restrictive definition is sufficient. See [CMT13] for
a treatment of public-key encryption in the constructive cryptography
framework. Similarly, it is still meaningful to consider security definitions
for other special cases of functional encryption such as identity-based and
attribute-based encryption that take into account how these schemes are
intended to be used.

5.5.2 Circumventing Impossibility Results

As seen in the previous section, realizing CFE-secure functional encryption
schemes, even for very simple sets of functions, is impossible without
further assumptions. In general, there are two ways to circumvent such
impossibility results. One can either start with a stronger assumed resource
or construct a weaker resource. The authors in [BSW11] use a random
oracle to realize secure functional encryption schemes for a large class of
functions. This falls in the first category and can be understood in our
model as adding a random oracle to the assumed resource. In Section 5.6,
we recast the scheme from [BSW11] in our framework and show that it can
be used to construct Repp from [PRepC,AutCC’A, SecCHB, RO]. Bellare
and O’Neill [BO13] generalize the result from [BSW11] and obtain secure
functional encryption schemes without random oracles by allowing the
keys to be longer than all encrypted messages together. This can also
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be interpreted as restricting the amount of data the repository can store.
Hence, this is an example of weakening the constructed resource.

Many papers consider different security definitions [ONel0; BO13;
GVW12; AGVW13; GKP-+13; GGH+13] that are not subject to impos-
sibility results. However, changing a security definition can lead to an
inadequate notion of security and it might not be clear how the resulting
schemes can be used. A result from [DIJ+13| shows how to transform a
functional encryption scheme for the set of all n-input Boolean circuits
satisfying a weak security definition to a scheme that satisfies a stronger
security definition in the random oracle model. This provides a bridge be-
tween considering weaker definitions and using stronger assumed resources
(i.e., including random oracles) to achieve strong security notions.

In Section 5.7, we follow the approach of constructing weaker resources.
In particular, we introduce restricted repositories and show that schemes
satisfying a definition from [GVW12] can be used to construct such
repositories.

5.6 Construction with Random Oracles

We recast the scheme presented in [BSW11] as “the modified ‘brute-
force’ construction” in our framework. It allows us to construct Repp
for all F' that contain only a polynomial (in the security parameter)
number of functions that all have domain X and codomain {0,1}¢ for
some ¢ € IN. The construction is similar to the one for identity-based
encryption we described in Section 4.5. As there, the assumed resource
in our construction contains a random oracle. In this case, however, we
assume the random oracle has codomain {0, 1}¢ and only the interfaces A,
B, and C.

Definition 5.6.1. The resource RO has interfaces A, B, and C'. On input
x € {0,1}* at interface I € {4, B, C}, if x has not been input before (at
any interface), RO chooses y € {0, 1} uniformly at random, outputs y at
interface I, and stores (z,y) internally; if x has been input before, RO
outputs the value y at interface I that has been stored together with z.

Remark. As in Section 4.5, the simulator in the proof of the construction
will answer queries to the random oracle made by the distinguisher. Since
the simulator can answer these queries arbitrarily as long as they are
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consistent with previous answers and appear to be uniform, the simulator
has additional power, which allows us to overcome the impossibility result
from Section 5.5.1. This setting is often referred to as programmable
random oracle model because the simulator can in some sense “reprogram”
the random oracle.

Now let X be some nonempty set and F = (fo,..., fs) with f;: X —
{0,1}*. Further let (K, E, D) be a semantically secure public-key encryp-
tion scheme. Let € be the set of s+ 1-tuples where the first component is an
£-bit string and the other components consist of an element from the range
of E and an (-bit string. We define the protocol 7R0 = (70, 7R 7RO)
to construct Rep from [PRepg, AutC“* SecCY? RO] as follows: At
the beginning, 7R° invokes (pk;, sk;) < K(1%) for i € {1,..., s}, stores
the sk; and sends (pkq,...,pk,) to Alice over the authenticated chan-
nel. The public keys are internally stored by wzo. On input z € X at
its outside interface, WE\O chooses ry,...,rs uniformly at random from
{0,1}*. It then outputs r; at its inside interface to the random oracle
and receives the answer 7} for each ¢ € {1,...,s}. Finally, it outputs
C (fo(x)’ (E(pklﬂnl)’ Ti ® fl(x))v ) (E(pks,rs),rg D fs(l‘))) at its
inside interface to the repository and outputs the returned handle h
at its outside interface. On input f; € F at its outside interface, ﬁgo
sends (fi, sk;) to B over the secure channel. The converter 75° then
stores the secret key and outputs f; at its outside interface. On input
(fiyh) € Fx H at its outside interface, 77%0 outputs h at its inside interface
to the repository if it has stored the secret key sk; or if ¢ = 0. If it receives
¢ = (cg,...,cs) from the repository, it outputs cq at its outside interface
if i =0, and if ¢ # 0, it decrypts the first component of ¢; with D(sk;, ")
and outputs the result at its inside interface to RO. When RO answers
with 7, 7RO outputs the bitwise XOR of 7 and the second component of ¢;
at its outside interface. All other inputs are ignored.

Theorem 5.6.2. We have
RO
[PRepQ,AutCC’A,SecCC’B,RO] %» Repp.

Proof sketch. Correctness is straightforward to verify. To prove the se-
curity condition, we consider the simulator op that initially generates
(pk;, sk;) < K(1%) for i € {1,..., s} and outputs (pkq, ..., pk,) at its out-
side sub-interface simulating AutC~"**. To answer queries to the simulated
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random oracle, the simulator maintains a list O of all previous inputs and
outputs. Queries in O are answered consistently. For a fresh input, the sim-
ulator chooses a value uniformly at random from {0, 1}, outputs this value
at its outside sub-interface simulating RO, and updates O. To simulate
PRepg, as the simulator in the proof of Lemma 5.4.2, o p keeps track of all
queried handles and the generated ciphertexts, answers repeated queries
consistently, and ignores queries for invalid handles. A fresh ciphertext for
handle h is generated as (yo, (E(pky,71),71),- .., (E(pky,7s),7%)), where
Yo is obtained from Repy via the query (fo,h) and r1,...,7s € {0,1}",
i, ..., vt € {0,1}¢ are chosen uniformly at random. Moreover, the simu-
lator obtains y; from Repy via the query (f;, h) for all f; for which access
has been granted, and adds (r;, 7 ® y;) to O.

On input f; € F at its inside interface, op outputs (f;, sk;) at its
outside sub-interface simulating SecC””. Furthermore, it obtains y; ;
from Repy via the query (f;, h;) for all h; for which ciphertexts have
been simulated. Let (yj0, (E(pk1,751),751),- -+, (E(pkg,755),75 ) be
these ciphertexts. Finally, op adds (r;:,7}; ® yj,l) to O. Whenever an
entry (z,y) is supposed to be added to O and this list already contains
an entry for z, the simulator aborts.

Note that if the simulator does not abort, if all r; chosen by op are
unique and different from previous oracle queries by the distinguisher,
and if the distinguisher does not query the random oracle on a value r
such that E(pk,,r) is contained in some ciphertext generated by op for
some i, the simulation is perfect. Since (K, E, D) is semantically secure,
it can be shown that the probability of these events is negligible. Thus,

mRO7RO[PRep, AutC“#, SecC®# RO| and o pRep are computationally
indistinguishable. O

5.7 Weaker Security Definitions

5.7.1 Definitions

We now define restricted variants of repository resources, which may still
be sufficient for certain applications and can then be used as sketched in
Section 5.9.

Definition 5.7.1. Let L,Q € NU {oo}, X be a nonempty set, and let F'
be a set of functions with domain X and fy € F. We define the resource
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Rep?ﬂgQ to be identical to Repy as in Definition 5.3.1 but only allow up
to L inputs at interface A and Q inputs at interface C' and ignore further
inputs (in case L or @) equals 0o, no restriction is placed on the number of
inputs, i.e., Rep?pgo’oo = Repy). We further define a nonadaptive variant

ReplgiQ that ignores all inputs at interface C' after the first input at
interface A.

Since the resources only accept a given number of inputs at interfaces A
and C', we have to adjust the protocols to behave the same way. We there-
fore consider a functional encryption scheme & = (setup, keygen, enc, dec)
for a set F' of functions with domain X where € is the range of enc. We

then define the protocol 7AP1:@ = (wﬁ, g, wéD’Q) as 7 in Section 5.3.2,

but 74 and ﬂéD’Q additionally keep track of the number of inputs at their
outside interface and ignore all of them after the first L and @ inputs,
respectively.

The following lemma states that this protocol yields a restricted
repository with access control if all parties are honest. It follows directly
from the correctness of the functional encryption scheme.

Lemma 5.7.2. For the protocol ©
above, we have

AD,L,Q — (ﬂﬁ,ﬁB,WéD’Q) defined

wﬁwaéD’Q [PRepQ‘7 AutC4, SecCC’B] R~ Repf;PL,Q.

To construct the nonadaptive variant, the protocol at interface C has
to ignore all inputs after the first input at interface A. Hence, it needs to
know whether there has already been any input at interface A, i.e., whether
the repository is still empty. We thus introduce for a nonempty set X
the resource PRepg( that is identical to PRepy as in Definition 5.3.2 but
additionally accepts the input isEmpty at interface C' which is answered
with true if the repository is empty, and false otherwise. We then define
aNALQ — (wﬁ,ﬁg,ﬂgA’Q) where FgA’Q on each input at its outside
interface outputs isEmpty at its inside interface to the repository and
ignores the input (and all subsequent inputs) if the repository answers
false, and otherwise does the same as WéD’Q.

As above, correctness of the functional encryption scheme implies the
following lemma.
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Lemma 5.7.3. For the protocol mN4L:Q = (ﬂﬁ,ﬂB,ﬂc ’ ) defined above,
we have

ﬂﬁwBﬁgA’Q [PRepg,AutCC’A,SecCC’B} ~ RepFLQ

Having defined these resources and protocols, we can derive the fol-
lowing security definitions.

Definition 5.7.4. Let & = (setup, keygen, enc,dec) be a functional en-
cryption scheme for a set F' of functions with domain X where € is the
range of enc and let L, Q € NU {oo}. We say € is (L, Q)-AD-CFE secure
if

AD,L,Q

[PRepe, AutCo#, SecC 7] ﬂ:» Rep27. 0

and € is (L, Q)-NA-CFE secure if

NA,L,Q

[PRepg,AutCC’A,SecCC’B] ﬁ:» RepFLQ

Note that CFE security corresponds to (oo, 00)-AD-CFE security by
Theorem 5.4.4. We now recall a simulation-based single-message security
definition from [GVW12], which we will compare to our new notions in
the next section.

Definition 5.7.5. Let & = (setup, keygen, enc,dec) be a functional en-
cryption scheme for a set F' of functions with common domain X. We
introduce the two experiments in Figure 5.5 for an efficient probabilistic
oracle algorithm A4; and efficient probabilistic algorithms A5 and S. The
advantage of a distinguisher D in distinguishing the outputs of these
experiments is denoted by

Advgfgi&% — AP (EXpNA SIM-real  Ex NA:SSJ!\M |dea|)

12}

For @ € IN, the scheme & is Q-NA-SIM secure if there exists an efficient
probabilistic algorithm S such that AdngS AMD is negligible for all efficient
probabilistic oracle algorithms Ay that make at most (@ queries, all efficient

probabilistic algorithms A5, and for all efficient distinguishers D.
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Experiment EprﬁS'M'fea' Experiment Expgfgi’\""dea'
Input: 1",k € N Input: 1", k€ N

(pk, mk) < setup(1”) (pk, mk) < setup(1”)

(2, 7) 4 APEE (k) (2, 7) = AR ()

¢ < enc(pk, x) (f1,-.., fq) < oracle queries by A;

a < As(pk,c,T) (sk1,...skq) < replies from oracle

return («, z) (Yos -+ -,Yq) + (fo(x), ..., fq(x))
¢« S(pk, f1,..., fq, sk1,...skq,

Yo, -+ Yq)

o < As(pk,c, 1)
return (o, )

Figure 5.5: Experiments for the Q-NA-SIM security definition. Note that
q < @ for Ay that make at most ) queries.

5.7.2 Sufficiency of NA-SIM Security

In this section, we show that Q-NA-SIM security is sufficient to construct
a nonadaptive repository with potentially dishonest B. This shows that
the scheme constructed in [GVW12], which satisfies this definition, can
be used in a composable framework. In particular, this shows how to
construct a nonadaptive repository for the set of all functions that are
computed by polynomial-size circuits, when the number of granted access
rights is bounded.

Note that in contrast to Definition 5.4.1, all keys the adversary sees
in the ideal experiment are generated by the algorithms of the functional
encryption scheme and not by a simulator. While this is an artificial
restriction for constructing single-input repositories, it interestingly allows
us to prove that this definition is sufficient to construct a repository
for many inputs. A similar result was already shown in [GVW12] but
our result is stronger because we allow subsequent inputs to depend on
previous ciphertexts whereas the many-message definition in [GVW12]
restricts the adversary to input all messages at once before seeing a
ciphertext.

Lemma 5.7.6. Let L,Q € IN and let S be an efficient probabilistic algo-

rithm. Then there exists an efficient converter og such that for all efficient

distinguishers D for the resources ﬂﬁﬂgA’Q[PRepg,AutCC’A,SecCC’B]
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Converter op |

Initialization
(I, q) + (0,0)
(pk, mk) < setup(1”)
output pk at outside sub-interface simulating AutCE4

Inside interface
Input: f € F
gq+1
o f
skq < keygen(mk, f)
output (f, skq) at outside sub-interface simulating Sec

CC’B

Outside interface
Input: h € H
if 3k € {1,...,1} hy = h then
output c¢; at outside sub-interface simulating PRep%

else if output (fo,h) at inside interface not ignored then > data stored for h
l+—1+1
h; < h
fori=0,...,qdo
output (f;, h) at inside interface, let y; be the returned value
¢« S(pk, f1,..., fq,sk1,...skq, Y0, -+, Yq)

output ¢; at outside sub-interface simulating PRep%

\. J

Figure 5.6: Definition of the simulator op for the proof of Lemma 5.7.6.

and op Repl}iAL)Q, there exists an efficient probabilistic oracle algorithm Ay
that makes at most Q queries, an efficient probabilistic algorithm Az, and
an efficient distinguisher D' for the NA-SIM experiment such that

AP (wﬁng’Q [PRepg, AutC?*, SecC™], o5 Repg‘;@) = L-AdvYS D .

Proof. We define the simulator op in Figure 5.6. Now let D be an efficient
distinguisher for ﬂﬁng’Q [PRepg7 AutCE4, SecCC’B] and op Repﬁin.
We can assume without loss of generality that D does not make any
inputs that are ignored by both resources because this cannot influence
the distinguishing advantage. Hence, we can assume that after getting a
public key from interface B, D makes up to @) inputs of the form f € F at
interface C. Afterwards, it makes inputs of the form x € X at interface A
and inputs h € H at interface B for h that were output at interface A

before. As in the proof of Lemma 5.4.2, we can also assume without loss
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of generality that each h is input at most once, because both resources
return the same value for each input of the same h.

We let Ay, Az, and D’ emulate the distinguisher D. At the beginning,
the algorithm A; sets | < 0, draws a number [ € {1, ..., L} uniformly at
random and outputs pk at interface B from the authenticated channel
emulated for D. When D inputs f € F at interface C', A; makes the
oracle-query f and outputs f and the answer sk at interface B from the
secure channel. When D inputs = at interface A, A; invokes getHandle
and outputs the returned handle h at interface A. It further sets M [h] < x
for a map M. When D inputs h € H at interface B, A; increments [ by
one. If | < [, A outputs enc(pk, M[h]) at interface B from the repository.
Ifi > Z, A; saves M, the list fi,..., f; of queried functions, the answers
sk1,...,skq, and the state of D in 7 and returns (M[h],7). On input
(pk,c,7), As reads M, f1,..., fq, sk1,..., skq, and the state of D from 7
and continues the simulation of D by outputting ¢ at interface B from
the repository. When D inputs x at interface A, A5 invokes getHandle,
outputs the returned handle & at interface A, and sets M[h] <— x. When
D inputs h € H at interface B, Ay computes yo < fo(MIR]),...,yq <
fq(M[R]) and ¢ < S(pk, fi,..., fq,sk1,...skq, Yo, ... ,Yq) and outputs ¢’
at interface B from the repository. Finally, when D outputs a bit, As
returns the same bit. The distinguisher D’ on input («, z) simply outputs
the value a.

Consider for i = 0,...,L the system H; that corresponds to the
resource ﬂﬁﬂgA’Q [PRepg, AutCC’A7 SecCC’B] for the first ¢ inputs of the
form h € H at interface B, and that subsequently on input h € H at
interface B behaves as follows: If h has been output at interface A but
not input at interface B before, the resource outputs S(pk, fi,..., fq,
sk1,...skq,yo,...,Yyq) at interface B, where ¢ is the number of inputs at
interface C, f; corresponds to the j-th input at interface C, sk; to the
value output in return at interface B together with f;, and y; = f;(z)
for the value x € X that was input at interface A before the resource
returned h. Inputs h € H at interface B for h that have not been output
before at interface A are ignored, and inputting the same h more than
once always yields the same output as after its initial input. Note that

Hp = nhnp 9 [PReph, AutC?#, SecC ],

— A
HO =0B Replf\l’LyQ.
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Further note that
PI‘(D/ EXpNA—SIM—reaI — 1)

_ ZPr Pr(D’ EXpNA SIM-real __ Z: ) ZPr

and similarly
1 L
/ NA-SIM-ideal __ _ E X —
Pr(D EXpS,S,A = 1) = Z a Pr(DHZ,1 = ].)

We therefore have
AP (rhre 2 [PRepl, AutC, SecCoP], opRep}) o )

A (HL7 )
- Pr(DHL =1)- Pr(DHO =1)

_ZPr ZPrDHZ 1=1)

i=1
— L. pr(D/ ExplASiM-real _ 1) L. Pr(D’ ExpASiM-ides 1)

’ .
—I.AP (EXPQA‘;\SIM—reaI’ EXPEI?\S—ELM—ndeaI)
_ NA-SIM
=1L- Ade,S,A,'D/' O

Note that since an efficient distinguisher can only make a polynomial
number of inputs at interface A, Lemmata 5.7.3 and 5.7.6 imply the
following theorem.

Theorem 5.7.7. Let Q € N, £ be a Q-NA-SIM-secure functional en-
cryption scheme, and let ™N*°Q be the protocol defined above for £. We
then have

aNA,0.Q

[PReph, AutC%*, SecC?] — Reppae o

Stated equivalently, Q-NA-SIM security implies (00, Q)-NA-CFE security.

In Figure 5.7, we provide an overview of the implications among the
security definitions considered in this chapter.
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Theorem 5.4.4
CFE (00,00)-AD-CFE (00, @Q)-NA-CFE

Theorem 5.7.7

BSW-SIM Q-NA-SIM

Figure 5.7: Implications among security definitions. BSW-SIM corre-
sponds to [BSW11, Definition 4| and Q-NA-SIM corresponds to the
non-adaptive case of [GVW12, Definition 1]. The separations follow from
the impossibility of BSW-SIM and CFE security and the possibility of
Q-NA-SIM security.

5.8 More General Notions of FE

Recent papers generalize the notion of functional encryption to support
functions of several variables [GGJS13; GKL+13; GGG+14; ABF+13]
or randomized functions [GJKS15; GGJS13; ABF+13]. While a detailed
treatment of these extensions is beyond the scope of this thesis, we sketch
how to capture them and further extensions in our model. Using our
approach, one only needs to specify the involved resources; the correspond-
ing security definitions are then implied by the constructive cryptography
framework and one can extract equivalent traditional security definitions
as we have done to obtain CFE security. In contrast to that, adjusting a
traditional security definition appropriately to support additional features
is a challenging task and it is often unclear which guarantees a specific
definition provides. Whether existing definitions are sufficient to achieve
the constructions we propose in this section is an open question, but we
conjecture that this is not the case.

5.8.1 Dishonest Senders

So far, we have assumed that Alice is always honest, that is in the real
world, dishonest users do not encrypt data that is decrypted by someone
else. Dropping this assumption is a very natural extension, which is indeed
required for many applications. This scenario can be captured by simply
considering dishonest users at interface A. According to a general principle
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of the constructive cryptography framework, security then means that
interactions at interface A can also be simulated. Otherwise, all definitions
remain unchanged. While in the context of randomized functions [GIJKS15;
GGJS13], security definitions have been considered that prevent the sender
from tampering with the randomness, we are not aware of any results that
provide guarantees against dishonest senders beyond preventing them
from manipulating randomness.

5.8.2 Randomized Functions

It is straightforward to extend the repositories defined in Definition 5.7.1
to support randomized functions as follows: For a set F' of functions with
domain R x X, the repository on input (f,h) at interface B chooses r € R
uniformly at random and outputs f(r, M[h]) at interface B if the right
to access f has been granted to B and M|[h] # L. One can consider two
cases here: Either the randomness r is chosen freshly for each input at
interface B or the resource remembers all inputs and only samples r for
fresh inputs (and uses the same randomness if the same pair (f,h) is
input again). This can, of course, be combined with dishonest senders as
explained above.

5.8.3 Functions of Several Variables

To compute on a database where each entry is encrypted separately, one
needs to support functions f with domain X™. Our constructed resources
can be generalized to capture that by answering inputs (f, h1,...,h,) €
F x H™ at interface B with f(M[h4],..., M[h,]) if the right to access f
has been granted. The setting considered in [GGJS13] is even more
general: The functions there have domain X x ... x X, and the key used
to encrypt z; € X; can be different from the one used to encrypt z; € X;
for i # j. To capture this setting, we extend our constructed resource to
have interfaces Aq,..., A, instead of interface A where elements in X
can be input at interface A;. Moreover, [GGJS13; GKL+13] allow some
of the encryption keys to be secret while others are public. This can be
covered easily in our model by adjusting the assumed resource: For the
keys that are supposed to be secret, the channel from the key authority C'
to the corresponding A; has to be secure instead of only authenticated.
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This ensures that dishonest parties cannot learn these keys, in contrast to
the (public) keys sent over only authenticated channels.

Remark. Note that the impossibility result in Section 5.5.1 does not rely
on the fact that the encryption key is public. Hence, the impossibility
extends to the case where all encryption keys are secret.

5.9 Application of Constructed Repository

In this section, we demonstrate how a repository with access control can be
used in applications and how this relates to the composition theorem of the
constructive cryptography framework. As a simple application, consider a
university that wants its students to learn the results of their exams as well
as the average result of each exam. This can be accomplished by entering
the results into a repository and granting the students appropriate access
rights. To formalize this, we introduce the resource ExamDB that can
directly be used by the university to enter results such that students are
automatically notified about their results. We construct this resource from
a repository with access control Repgﬁo’Q as introduced in Section 5.7.4
To notify the students about the results and communicate the handles
needed to access the data in the repository, our construction additionally
requires authenticated channels to the students.

For simplicity, we describe a resource that allows one student called
Bob to access his results. As mentioned in Section 5.3.1, analyzing the
security with a single potentially dishonest party is sufficient to guarantee
security against several colluding dishonest parties, so the results here can
be applied to a real world application with many students. The described
protocols can be extended to such a setting in an obvious way by granting
each student the appropriate rights and sending the notifications to every
student.

We now describe the resource ExamDB in more detail. After the
examiner Alice inputs the ID of a lecture together with a list of students
and the number of points they were awarded, Bob receives the lecture ID,
the number of participants, his number of points, and the average points.
More concretely, let £ be the set of lectures and S be the set of students

40f course, one can instead use Repy if it is available, since Repgﬁo @ is more
restricted than Repp.
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registered at the university. Now consider the resource ExamDB that on
input (lecture, ((s1,p1),--,(Sn,Pn))) € L x (S x IN)* at interface A,
outputs (lecture,n,p,p) € £ x IN? x Q at interface B, where p = p; with
s; being Bob’s student ID and p = % Z?:l i

We will construct the resource ExamDB from a repository with access
control. To this end, let X = £ x (§ x IN)*. We do not require the
repository to hide the length of stored entries, i.e., we set fo: X —
IN, (lecture, ((s1,p1),-- -5 (Sn,Pn))) = n. We further consider for every
student s € S the function fs: X — INU{L} that maps an entry to the
number of points for student s if s occurs in the list, and | otherwise.
Finally, let fayg: X = Q, (lecture, ((s1,p1), .-, (Sn,Pn))) — % Yo pi
We set F = {fo, fave} U{fs | s € S} and consider [Replgéo’Q, AutCA’B]
for @ > 2|S| (because every s € S is granted access to fayg and f5) as the
assumed resource in our construction.

The protocol 7% = (ﬂgx,ng,wg") is defined as follows: Initially,
ng outputs fpop, and fayg at its inside interface. The converter WEX
on input z = (lecture, ((s1,p1),.--,(sn,Pn))) € £ x (S x N)* at its
outside interface, outputs x at its inside interface to the repository. When
the repository returns a handle h, 75 sends (lecture,h) to Bob over
the authenticated channel. On input (lecture, h) at its inside interface,
75 inputs (fo, ), (fBob, h), and (favg, h) at its inside interface to the
repository. Let the returned values from the repository be n, p, and p,
respectively. The converter then outputs (lecture,n,p,p) at its outside
interface.

Proposition 5.9.1. We have
Ex
[Repg',Aoo7QaAUtCA7B] %) ExamDB.

Proof. Tt is easy to see that
WEXWEXWEX[RepgﬁO,Q, AutC*P] = ExamDB.

We define a simulator op as follows: Initially, it outputs fgon and favg
at its outside sub-interface simulating Rep}N;f>O7Q. On input (lecture,n,
p,p) at its inside interface, it invokes h < getHandle, stores (h,n,p,p)
internally, and outputs (lecture, h) at its outside sub-interface simulating
AutC*B. On input (fo, ), (fBobs h), OF (favg, h) at its outside interface
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for some h that has been stored, it outputs the corresponding stored n, p,
or p, respectively, at its outside sub-interface simulating Repllgﬁo,Q. Other
inputs are ignored. We then have

wﬁxﬂg"[RepI}f)o,Q,AutCA’B] = opExamDB
and the claim follows. O

By the composition theorem of constructive cryptography (see Sec-
tion 2.4.4), one can first construct Repll\fﬂﬁo’Q from a public repository via a
protocol 7’ as demonstrated in Section 5.7 and then use ¥ to construct
ExamDB. Due to this modularity, the protocol 7% does not need to con-
sider functional encryption or know how Rep?ﬁqQ was constructed. This
makes the protocol and its security analysis very simple. The composition
theorem guarantees that the overall construction (corresponding to an
application of the protocol 7 o 7’) is secure. Moreover, security is still
guaranteed if AutC*® is in parallel constructed from an insecure channel
using some secure authentication protocol. Traditional security definitions
for functional encryption do not offer such guarantees.

Note that wg" has to grant Bob the rights before A makes any inputs.
Using the constructive approach, this is obvious since Rep?ﬁo_Q does not
allow any inputs at interface C' after an input at interface A. In a real
world application, this corresponds to sending all keys to the students
before the exam session starts (and using fresh keys every semester). If
a student forgot to register and asks for his key after some results have
already been published, the university cannot give him a key without
destroying all security guarantees. When a functional encryption scheme
is used to build ExamDB from scratch using traditional security definitions,
this fact might be less obvious.



Chapter 6

Access Control Encryption

6.1 Introduction

6.1.1 Model and Security Requirements

The concept of access control encryption (ACE) has been proposed by
Damgard, Haagh, and Orlandi [DHO16] in order to enforce information
flow using cryptographic tools rather than a standard access control mech-
anism (e.g., a reference monitor) within an information system. If the
encryption scheme provides certain operations (e.g., ciphertext saniti-
zation) and satisfies an adequate security definition, then the reference
monitor can be outsourced, as a component called the sanitizer, to an
only partially trusted service provider. The goal of ACE is that the
sanitizer learns nothing not intrinsically necessary. Security must also
be guaranteed against dishonest users, whether senders or receivers of
information, and against certain types of sanitizer misbehavior.

The information flow problem addressed by ACE is defined in a context
with a set R of roles corresponding, for example, to different security
clearances. Each user in a system can be assigned several roles. For
example the users are employees of a company collaborating on a sensitive
project, and they need to collaborate and exchange information by sending
messages. Since the information is sensitive, which information a party can
see must be restricted (hence the term access control), even if some parties
are dishonest. In the most general form, the specification of which role
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may send to which other role corresponds to a relation (a subset of R X R)
or, equivalently, to a predicate P: R x R — {0, 1}, where s € R is allowed
to communicate to r € R if and only if P(s,r) = 1. The predicate P is
called the (security) policy. Typical examples of such policies arise from
the Bell-LaPadula [BL73| model where roles are (partially) ordered, and
the so-called “no-write-down” rule specifies that it is forbidden for a user
to send information to another user with a lower role. Note that for this
specific example, the relation is transitive, but ACE also allows to capture
non-transitive security policies.

ACE has been designed to work in the following setting. Users can
communicate anonymously with a sanitizer. If a user wants to send a
message, it is encrypted under a key corresponding to the sender’s role.
Then the ciphertext is sent (anonymously) to the sanitizer who applies
a certain sanitization operation and writes the sanitized ciphertext on
a publicly readable bulletin board providing anonymous read-access to
the users (receivers). Users who are supposed to receive the message
according to the policy (and only those users) can decrypt the sanitized
ciphertext.

To ensure security in the described setting, the ACE scheme must at
least provide the following guarantees:

1. The encryption must assure privacy and anonymity against dishonest
receivers as well as the sanitizer, i.e., neither the sanitizer nor
dishonest receivers without access allowed by the policy should be
able to obtain information about messages or the sender’s role.

2. A dishonest sender must be unable to communicate with a (poten-
tially dishonest) receiver, unless this is allowed according to the
policy. In other words, the system must not provide covert channels
allowing for policy-violating communication.

As usual in a context with dishonest senders, the first goal requires
security against chosen-ciphertext attacks (CCA) because dishonest users
can send a ciphertext for which they do not know the contained message
and by observing the effects the received message has on the environment,
potentially obtain information about the message. This corresponds to
the availability of a decryption oracle, as in the CCA-security definition.

Note that the second goal is only achievable if users cannot directly
write to the repository or communicate by other means bypassing the
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sanitizer, and if the sanitizer is not actively dishonest because a dishonest
sanitizer can directly write any information received from a dishonest
sender to the repository. The assumption that a user cannot bypass the
sanitizer and communicate to another party outside of the system can
for example be justified by assuming that users, even if dishonest, want
to avoid being caught communicating illegitimately, or if only a user’s
system (not the user) is corrupted, and the system can technically only
send message to the sanitizer.

Since the sanitizer is not fully trusted in our setting, one should con-
sider the possibility that an unsanitized ciphertext is leaked (intentionally
or unintentionally) to a dishonest party. This scenario can be called (un-
sanitized) ciphertext-revealing attack. Obviously, all information contained
in this ciphertext gets leaked to that party. While this cannot be avoided,
such an attack should not enable dishonest parties to violate the security
requirements beyond that.

We point out that previously proposed encryption techniques (before
ACE), such as attribute-based encryption [SW05; GPSW06] and functional
encryption [BSW11], enable the design of schemes where a sender can
encrypt messages such that only designated receivers (who possess the
required key) can read the message; see also Chapter 5. This captures the
access control aspects of read permissions, but it does not allow to capture
the control of write/send permissions. In other words, such schemes only
achieve the first goal listed above, not the second one.

6.1.2 Contributions

While the proposal of the ACE concept and of efficient ACE schemes
were important first steps toward outsourcing access control, the existing
security definition turns out to be insufficient for several realistic attack
scenarios. Hence, existing schemes also cannot be used to construct a
meaningful ideal resource. The main contributions in this chapter consist
of uncovering issues with existing definitions and schemes, fixing these
issues by proposing stronger security notions, and constructing a scheme
satisfying our stronger notions.

As we discuss in Section 6.7, our stronger notions are still insufficient
to provide the expected guarantees in the constructive cryptography
framework. This is not because the definitions are too weak, but due to
inherent limitations we discuss in that section.
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Issues with existing definitions and schemes. As argued above,
chosen-ciphertext attacks should be considered since the use case for ACE
includes dishonest senders. Existing definitions, however, do not take
this into account, i.e., the adversary does not have access to a decryption
oracle in the security games.

Furthermore, existing notions do not consider ciphertext-revealing
attacks. Technically speaking, the security game that is supposed to
prevent dishonest senders from transmitting information to dishonest
receivers (called no-write game), gives the adversary only access to an
encryption oracle that sanitizes ciphertexts before returning them. This
means that the adversary has no access to unsanitized ciphertexts. This
is not only a definitional subtlety, but can completely break down any
security guarantees. We demonstrate that existing ACE schemes allow
the following attack: Assume there are three users A, M, and E in the
system, where A is honest and by the policy allowed to send information
to F, and M and E are dishonest and not allowed to communicate. If
A sends an (innocent) message to F and the corresponding unsanitized
ciphertext is leaked to M, malleability of the ciphertext can be exploited
by M to subsequently communicate an arbitrary number of arbitrary
messages chosen by M to E. Note that while this attack crucially exploits
malleability of ciphertexts, it is not excluded by CCA security for two
reasons: first, CCA security does not prevent an adversary from produc-
ing valid ciphertexts for unrelated messages, and second, the integrity
should still hold if the adversary has the decryption key (but not the
encryption key).

Finally, existing security definitions focus on preventing dishonest
parties from communicating if this is disallowed by the security policy,
but they do not enforce allowed information flow. For example, if user A
only has one role such that according to the policy, users B and C' can
read what A sends, existing schemes do not prevent A from sending a
message that can be read by B but not by C, nor from sending a message
such that B and C receive different messages. This is not as problematic
as the two issues above, and one can argue that A could anyway achieve
something similar by additionally encrypting the message with another
encryption scheme. Nevertheless, for some use cases, actually precisely
enforcing the policy can be required (consider, e.g., a logging system that
needs to receive all sent messages), and one might intuitively expect that
ACE schemes achieve this.
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New security definitions. We propose new, stronger security defini-
tions for ACE that exclude all issues mentioned above. First, we give
the adversary access to a decryption oracle. More precisely, the oracle
first sanitizes the given ciphertext and then decrypts it, since this is what
happens in the application if a dishonest party sends a ciphertext to the
sanitizer. Second, we incorporate ciphertext-revealing attacks by giving
the adversary access to an encryption oracle that returns unsanitized ci-
phertexts for arbitrary roles. Finally, we introduce a new security game in
which an adversary can obtain encryption keys and decryption keys from
an oracle and has to output a ciphertext such that one of the following
events occur: either the set of roles that can successfully decrypt the
ciphertext (to an arbitrary message) is inconsistent with the policy for
all sender roles for which the adversary has an encryption key (in this
case, we say the adversary is not role-respecting); or the ciphertext can
be successfully decrypted with two keys such that two different messages
are obtained (in this case, we say the wuniform-decryption property is
violated).

Construction of an ACE scheme for our stronger notions. Our
construction proceeds in three steps and follows the general structure
of the generic construction by Fuchsbauer et al. [FGKO17]. Since we
require much stronger security notions in all three steps, our constructions
and proofs are consequently more involved than existing ones. First, we
construct a scheme for a primitive we call enhanced sanitizable public-key
encryption (sPKE). Second, we use an sPKE scheme to construct an ACE
scheme satisfying our strong security notion for the equality policy, i.e.,
for the policy that allows s to send to r if and only if » = s. Third,
we show how to lift an ACE scheme for the equality policy to an ACE
scheme for the disjunction of equalities policy. This policy encodes roles
as vectors x = (1, ..., ) and allows role x to send to role y if and only
if 1 =y V...Vxy = yp. As shown by Fuchsbauer et al. [FGKO17],
useful policies including the inequality predicate corresponding to the
Bell-LaPadula model can efficiently be implemented using this policy by
encoding the roles appropriately.

Enhanced sanitizable PKE. An sPKE scheme resembles publicy-key
encryption with an additional setup algorithm that outputs sanitizer
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parameters and a master secret key. The master secret key is needed to
generate a public/private key pair and the sanitizer parameters can be
used to sanitize a ciphertext. A sanitized ciphertext cannot be linked to
the original ciphertext without the decryption key. We require the scheme
to be CCA secure (with respect to a sanitize-then-decrypt oracle) and
anonymous. Sanitization resembles rerandomization [Gro04; PRO7], also
called universal re-encryption [GJJS04], but we allow sanitized ciphertexts
to be syntactically different from unsanitized ciphertexts. This allows us
to achieve full CCA security, which is needed for our ACE construction
and unachievable for rerandomizable encryption.

Our scheme is based on ElGamal encryption [Elg85], which can easily
be rerandomized and is anonymous. We obtain CCA security using the
technique of Naor and Yung [NY90], i.e., encrypting the message under
two independent keys and proving in zero-knowledge that the ciphertexts
are encryptions of the same message, which was shown by Sahai to achieve
full CCA security if the zero-knowledge proof is simulation-sound [Sah99].
A technical issue is that if the verification of the NIZK proof was done by
the decrypt algorithm, the sanitization would also need to sanitize the
proof. Instead, we let the sanitizer perform the verification. Since we want
to preserve anonymity, this needs to be done without knowing under which
public keys the message was encrypted. Therefore, the public keys are
part of the witness in the NIZK proof. Now the adversary could encrypt
the same message under two different public keys that were not produced
together by the key-generation, which would break the reduction. To
prevent this, the pair of public keys output by the key-generation is signed
using a signature key that is contained in the master secret key and the
corresponding verification key is contained in the sanitizer parameters.

ACE for equality. The basic idea of our ACE scheme for the equality
policy is to use for each role, encryption and decryption keys of an
sPKE scheme as the encryption and decryption keys of the ACE scheme,
respectively. Since we need to prevent dishonest senders without an
encryption key for some role from producing valid ciphertexts for that role
even after seeing encryptions of other messages for this role and obtaining
encryption keys for other roles, we add a signature key to the encryption
key, sign this pair using a separate signing key, where the corresponding
verification key is part of the sanitizer parameters, and let senders sign



6.2. EXISTING DEFINITIONS FOR ACE 105

their ciphertexts. To preserve anonymity, this signature cannot be part of
the ciphertext. Instead, senders prove in zero-knowledge that they know
such a signature and that the encryption was performed properly.

ACE for disjunction of equalities. The first step of our lifting is
identical to the lifting described by Fuchsbauer et al. [FGKO17]: for each
component of the role-vector, the encryption and decryption keys contain
corresponding keys of an ACE scheme for the equality policy. To encrypt
a message, this message is encrypted under each of the key components.
In a second step, we enforce role-respecting security with the same trick
we used in our ACE scheme for equality; that is, we sign encryption-key
vectors together with a signing key for that role, and senders prove in
zero-knowledge that they have used a valid key combination to encrypt
and that they know a signature of the ciphertext vector.

6.1.3 Related Work

The concept of access control encryption has been introduced by Damgéard
et al. [DHO16]. They provided the original security definitions and first
schemes. Subsequent work by Fuchsbauer et al. [FGKO17], by Tan et
al. [TZMT17], and by Kim and Wu [KW17] focused on new schemes
that are more efficient, based on different assumptions, or support more
fine-grained access control policies. In contrast to our work, they did not
attempt to strengthen the security guarantees provided by ACE.

6.2 Existing Definitions for ACE

6.2.1 Access Control Encryption

We recall the definition of access control encryption by Damgard et
al. [DHO16|. Following Fuchsbauer et al. [FGKO17|, we do not have
sanitizer keys and require Gen to be deterministic. The set of roles is
assumed to be R = [n].

Definition 6.2.1. An access control encryption (ACE) scheme £ consists
of the following five PPT algorithms:

Setup: The algorithm Setup on input a security parameter 1% and a
policy P: [n] x [n] — {0,1}, outputs a master secret key msk and
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sanitizer parameters sp. We implicitly assume that all keys include
the finite message space M and the ciphertext spaces C,C'.

Key generation: The algorithm Gen is deterministic and on input a
master secret key msk, a role i € [n], and the type sen, outputs
an encryption key ek;; on input msk, j € [n], and the type rec,
outputs a decryption key dk;.

Encryption: The algorithm Enc on input an encryption key ek; and a
message m € M, outputs a ciphertext ¢ € C.

Sanitization: The algorithm San on input sanitizer parameters sp and
a ciphertext ¢ € C, outputs a sanitized ciphertext ¢ € C' U{L}.

Decryption: The algorithm Dec on input a decryption key dk; and a
sanitized ciphertext ¢’ € C’, outputs a message m € M U {L}; on
input dk; and L, it outputs L.

For a probabilistic algorithm A, consider the experiment Expéfj'CORR

that given a security parameter 1% and a policy P, executes (sp, msk) <
Setup(1%, P), (m,i,5) < AS(msk)(sp) ek; < Gen(msk,i,sen), and
dkj < Gen(msk, j,rec). We define the correctness advantage of A (for
security parameter k and policy P) as

AdveSy “OfR == Pr[P(i,j) =1 A Dec(dk;,San(sp, Enc(ek;,m))) # m],

where the probability is over the randomness in Expéfj'CORR and the
random coins of Enc, San, and Dec. The scheme & is called correct
if Advécj'CORR is negligible for all efficient A, and perfectly correct if

AdvpSy ORR = 0 for all A.

Remark. Correctness of an encryption scheme is typically not defined
via a game with an adversary, but by requiring that decryption of an
encryption of m yields m with probability 1. This perfect correctness
requirement is difficult to achieve for ACE schemes and not necessary
for applications because it is sufficient if a decryption error only occurs
with negligible probability in any execution of the scheme. Damgard et
al. [DHO16] define correctness by requiring that for all m, 4, and j with
P(i,j) = 1, the probability that a decryption fails is negligible, where the
probability is over setup, key generation, encrypt, sanitize, and decrypt.
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While this definition is simpler than ours, it does not guarantee that
decryption errors only occur with negligible probability in any execution
of the scheme. For example, a scheme could on setup choose a random
message m and embed it into all keys such that decryption always fails
for encryptions of this particular message. This does not violate the
definition by Damgéard et al. since for any fixed message, the probability
that this message is sampled during setup is negligible (if the message
space is large). Nevertheless, an adversary can always provoke a decryption
error by sending that particular message m, which is not desirable. The
above example might at first sight seem somewhat artificial, and typically,
schemes do not have such a structure. However, capturing correctness
via an experiment is important when thinking of composition, since we
expect that the correctness guarantee still holds when the ACE scheme is
run as part of a larger system. In order to meet this expectation, and to
exclude the above issue, we formalize correctness via an experiment.

Additionally, Fuchsbauer et al. have defined detectability, which guar-
antees that decrypting with a wrong key yields | with high probability
[FGKO17]. This allows receivers to detect whether a message was sent to
them. As for correctness, we define it via an experiment. The notion is
related to robustness for public-key encryption [ABN10]. We additionally
define strong detectability, in which the randomness for the encryption is
adversarially chosen.

Definition 6.2.2. Let & = (Setup, Gen, Enc, San, Dec) be an ACE scheme
and let A be a probabilistic algorithm. Conmder EprCE PTCT that given
a security parameter 1” and a policy P, executes (sp) + Setup(1*, P),
(m,i,7) < A"k (sp msk), ek; + Gen(msk,i,sen), and dk; «+
Gen(msk, j,rec). We define the detectability advantage of A as

AdvePTT == Pr[P(i,j) =0 A Dec(dk;,San(sp, Enc(ek;,m))) # L],

where the probability is over the randomness in EprCE PTCT and the
random coins of Enc, San, and Dec. The scheme & is called detectable if

Adv ACE DTCT s negligible for all efficient A. The experiment EprCE sbTcT

is 1dent1ca1 to EprCE DTCT except that A returns (m,r, i, 7). The strong

detectability advantage of A is defined as

AdvEE*PTCT .= Pr[P(i, j) = 0 A Dec(dk;, San(sp, Enc(ek;, m;7))) # L],
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where the probability is over the randomness in Exp?’cj‘SDTCT and the
random coins of San and Dec. The scheme €& is called strongly detectable
if Adv?i&‘SDTCT is negligible for all efficient A.

6.2.2 Existing Security Definitions

Existing notions for ACE specify two core properties: the so-called no-
read rule and the no-write rule. The no-read rule formalizes privacy and
anonymity: roughly, an honestly generated ciphertext should not leak
anything about the message, except possibly its length, or about the role
of the sender. The security game allows an adversary to interact with
a key-generation oracle (to obtain encryption and decryption keys for
selected roles), and an encryption oracle to obtain encryptions of chosen
messages for roles for which the adversary does not possess the encryption
key. This attack model reflects that an adversary cannot obtain useful
information by observing the ciphertexts that are sent to the sanitizer.
To exclude trivial attacks, it is not considered a privacy breach if the
adversary knows a decryption key that allows to decrypt the challenge
ciphertext according to the policy. Similarly, it is not considered an
anonymity breach if the encrypted messages are different. We next state
the definition of the no-read rule.

Definition 6.2.3. Let & = (Setup, Gen, Enc, San, Dec) be an ACE scheme
and let A = (A1, .As) be a pair of probabilistic algorithms. Consider the
experiment Expé’cj‘"c"read in Figure 6.1 and let J be the set of all j such
that A; or As issued the query (j,rec) to Og. The payload-privacy
advantage and the sender-anonymity advantage of A are defined as
Adv?Cj—no—read,priv — 9.Pr [bl =b A |m0| _ |m1|
A Vj € J Plig,j) = P(ir,j) = 0] -1,
Advp oA = 0 Pr[b = b A mo =

respectively, where the probabilities are over the randomness of all al-

gorithms in Exp?’cj‘"o‘read. The scheme & satisfies the payload-privacy

! For anonymity, we adopt here the definition of [DHO16], which is stronger than
the one used by Fuchsbauer et al. [FGKO17] since there, anonymity is not guaranteed
against parties who can decrypt.
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ACE-no-read ACE-no-write

Experiment Expe 4 Experiment Expg 4
Input: (1%, P),x € N, Input: (17, P),x € N,
P: [n] x [n] = {0,1} P: [n] x [n] — {0,1}
(sp, msk) <« Setup(17, P) (sp, msk) « Setup(1”%, P)
(mo, m1, 0,41, st) (co, ', st) A?G(w-),OEs(w-)(sp)
— APGLOBC () b« {0,1}
b« {0,1} m' « M
ek;, + Gen(msk, iy, sen) c1 + Enc(Gen(msk, i, sen), m’)
¢ < Enc(ekqy , myp) b AOG("')’OES("')(st San(sp, cp))
2 3 )
b e ACGCOBD (o o)

Figure 6.1: The no-read and no-write experiments for an ACE scheme &
and an adversary A = (Aj, As). The oracles are defined as Og(-,-) =
Gen(msk,-,-), Og(-,-) = Enc(Gen(msk,-, sen),-), and Ogg(:)
San(sp, Enc(Gen(msk, -, sen), -)).

no-read rule and the sender-anonymity no-read rule if Advécj'"°"ead’p”v

and Adv?cj‘"wead’a""" are negligible for all efficient A, respectively. If it
satisfies both, it is said to satisfy the no-read rule.

The no-write rule of ACE is the core property to capture access control.
In a nutshell, if the adversary only possesses encryption keys for roles i
and decryption keys for roles j with P(i,5) = 0, then he should not
be able to create a ciphertext from which, after being sanitized, he can
retrieve any information. Technically, in the corresponding security game,
the adversary is given a key-generation oracle as above, and in addition
an oracle to obtain sanitized ciphertexts for selected messages and roles.
This attack model corresponds to a setting where an adversary only
sees the outputs of a sanitizer, but not its inputs, and in particular no
unsanitized ciphertexts generated for roles for which he does not possess
the encryption key. The adversary wins if he manages to distinguish the
sanitized version of a ciphertext of his choice from a sanitized version
of a freshly generated encryption of a random message, and if he does
not obtain the encryption key for any role ¢ and the decryption key of
any role j for which P(i,7) = 1, as this would trivially allow him to
distinguish.
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Definition 6.2.4. Let & = (Setup, Gen, Enc, San, Dec) be an ACE scheme
and let A = (A, A2) be a pair of probabilistic algorithms. Consider the
experiment Expé?j’”°’write in Figure 6.1, let I; be the set of all ¢ such that
A; issued the query (i,sen) to Og, and let J be the set of all j such
that A; or Aj issued the query (j,rec) to Og. We define the no-write
advantage of A as

AdveSi ™ = 2. Pr[t) =b A '€, AViel, VjeJPi,5)=0
A San(sp,co) # L] —1,

where the probability is over the randomness of all algorithms in the

experiment Expé?j’”°’write. The scheme & satisfies the no-write rule if

Advé?j’“°’write is negligible for all efficient A.

Remark. Our definition follows the one by Fuchsbauer et al. [FGKO17]
by requiring San(sp,cg) # L in the winning condition for the no-write
rule, which was not required in the original definition by Damgard et
al. [DHO16]. Schemes can be made secure with respect to the original
definition by letting the algorithm San create a fresh ciphertext for a
random message when given an invalid ciphertext.

The condition ¢’ € I together with Vi € I Vj € J P(i,j) = 0 ensures
that A does not have a key to decrypt ¢;, which would trivially allow
to distinguish. Requiring that A obtains a key for i however excludes
adversaries that obtain no key at all. The original definitions [DHO16]
therefore include a special role 0 with P(0,j) = 0 for all j. One can then
assume without loss of generality that anyone obtains a key for this role.
Since assuming the existence of such a role appears to be a technicality
that is only needed for the no-write rule, we do not make this assumption
and present new security definitions in Section 6.4.2 that do not rely on
such a role.

6.3 Ciphertext-Revealing Attacks

6.3.1 Generic Description of Attack

We describe a fundamental practical issue of schemes which meet the above
no-read and no-write definitions and show why the guarantees expected
from an ACE scheme need to be strengthened. We show that schemes
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fulfilling the definition can suffer from what we call a malleability attack,
which effectively bypasses the given policy and allows communication that
is forbidden by the policy. The attack does not abuse any peculiarities of
existing models and in fact only requires that the semi-honest sanitizer
shares its inputs and outputs with colluding parties, which is arguably
possible when the sanitizer is outsourced. In particular, security against
such a sanitizer is desirable from a practical point of view.

We first give a high-level explanation of the attack, formalize it as a
second step, and finally show that several existing schemes are vulnerable.
Assume there are three parties, Alice, Bob, and Charlie, each having
a different role assigned. We denote by A, B, and C the associated
roles. In our example, Alice and Charlie are always honest. Alice is
allowed to communicate with Bob and Charlie. Bob is dishonest and
forbidden to send messages to Charlie (and to Alice). The attack now
proceeds as follows: When Alice sends her first message, Bob requests the
corresponding ciphertext and the sanitized ciphertext from the semi-honest
sanitizer. He then decrypts the sanitized ciphertext and thus receives the
message Alice has sent. With the knowledge of this message, as we show
below, he is able to create a valid ciphertext for a chosen message m/’,
which will be correctly sanitized and later decrypted by Charlie, hence
allowing unrestricted communication from Bob to Charlie. Details follow.

Consider the policy defined by

1, i=A
PG, j) =14 ’
(i) {O, otherwise.

For the sake of presentation, we assume that the ACE scheme £ un-
der consideration enjoys perfect correctness. Also, we assume that the
setup phase has completed and the three parties thus possess the encryp-
tion and decryption keys, ek; and dk;, respectively. Now, imagine that
the ACE scheme admits an efficient function maulg with the following
property (later we show how to implement such a function for some
existing schemes): For all messages m and m/, any role i, and sanitizer
parameters sp in the range of Setup, and for any fixed randomness r,

maulg (Enc(ek;, m;7), sp,m,m’)) = Enc(ek;, m/; 7). (6.1)

If such a malleability function exists, the communication policy can be
bypassed as follows:
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1. Alice encrypts a message ¢ + Enc(eka, m) and the sanitizer com-
putes ¢’ < San(sp, ¢) and gives ¢ and ¢’ to Bob.

2. Bob computes m < Dec(dkg,c’) and creates a new ciphertext
¢ < maulg(c, sp, m,m’) and sends it to the sanitizer.

3. The ciphertext is sanitized ¢’ < San(sp, ¢) and subsequently sent to
Charlie. By the (perfect) correctness of the assumed ACE scheme
and by our assumption on maulg, ¢ is a valid ciphertext (under
the encryption key of Alice) and Charlie is able to decrypt m’ «
Dec(dkc, &), effectively receiving Bob’s message m/'.

In the following sections, we show that several existing ACE schemes £
admit an efficient function maulg. More specifically, we consider the
“linear” scheme by Damgéard et al. [DHO16| based on ElGamal and the
ElGamal-based scheme by Fuchsbauer et al. [FGKO17].

6.3.2 DHO Scheme Based on ElGamal

We briefly recall the ElGamal based ACE scheme for a single identity. The
sanitizer parameters of the scheme contain the description of a finite cyclic
group G = (g) and its group order ¢, and additionally an element h = g*
for a uniform random x € Z,. The encryption key for A is a random value
ek € Zg4, and the decryption key is —z. The algorithm Enc on input an
encryption key ek; and a message m € M, samples r1,ry € Z, uniformly
at random and outputs the ciphertext

¢ = (co,c1,02,¢3) = (g™, A" g%, g™ m - h"™).

We can define the function maulpno as

1

maulpho ((co, 1, ¢2, ¢3), sp,m, m’) == (co, c1,co,m’ - m™" - ¢3).

Since the group order ¢ is part of sp, this function is efficiently computable.
For ¢3 = m - h™, we thus get a new fourth component ¢ = m’ - h™ and
equation (6.1) is satisfied.

The malleability for more than one identity (and in particular in our
scenario described above) follows since the scheme for several identities is
composed of independent instances of the basic single-identity scheme.
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6.3.3 FGKO Scheme Based on ElGamal

Description of the scheme. In that scheme, the sanitizer parameters
consist of the description of a finite cyclic group G = (g) including the
group order g and a generator g, a verification key vk>® of a signature
scheme Sig, and a common-reference string crsN'?K of a NIZK proof system
NIZK for the language L = {x | 3w (z,w) € R}, where R is defined as
follows: for x = (vks'g, Co,C1,C2, 03) and a witness w = (gm, oS m,r, s),
R(z,w) =1 if and only if

Sig.Ver(kaig,gm,aSig) =1 A (co,c1,02,c3) = (gr,gr'r,gs,m . gz's).

The encryption and decryption keys are given by ek = (g%, 0°®),
dk = x for a uniformly chosen x « Z,, where 0> is a signature on g*.
To encrypt a message m, first choose r «- Z7 and s «- Z, uniformly at
random and compute (co, ¢1,¢2,¢3) = (9", 9", 9°,m - g**). Then run
mNIZK -+ NIZK.Prove(crsN'#K, (0k>® o, c1, o, ¢3), (g%, 05 m,r, s)) and
output the ciphertext ¢ := (¢, 1, ca, 3, 7).

Potential malleability. We define the function maulggko as
AR / —1
maUlFGKO((CO,Cl,02,03771'),5p7m,m) = (CO7CI7023m -m '0337(—>'

This function satisfies equation (6.1) if, for example, the non-interactive
zero-knowledge proof is independent of the last component c3. We show
that such a NIZK proof system exists without violating the properties
assumed by Fuchsbauer et al. [FGKO17]. To this end, let NIZK' be
a NIZK proof system for the language L' = {z | 3w (z,w) € R'},
where the relation R’ is defined as follows: for x = (vks'g, o, C1, 02) and
w= (g°,0%,r,s), (r,w) € R’ if and only if

Sig.Ver(kaig,gw,USig) =1 A (co,c1,02) = (gT,g””,gS).

Given NIZK', we construct a NIZK proof system NIZK for the original
language L as follows:

NIZK.Gen(1%) := NIZK'.Gen(1%),

NIZK.Prove(crss“"m7 (UkSig, o, €15 Ca,c3), (g%, 008, m, T, s)) =

NIZK'.Prove(crs'\"ZK7 (kaig, co,c1,¢2), (g%, 08, T, s)),



114 CHAPTER 6. ACCESS CONTROL ENCRYPTION

and

NIZK.Ver(crsN'ZK, (k'€ o, c1, ca, C3), WNIZK) =

NIZK'.Ver(crsN'ZK, (k'€ o, c1, ¢2), ’/TNlZK).

Correctness and zero-knowledge of NIZK follow straightforwardly
from the underlying scheme NIZK’. For knowledge-extraction, assume
that NIZK' is capable of extracting a valid witness (g%, c>8,7,s) given
a valid proof for the statement (UkSig,CO,Cl,CQ). Given a statement
(vks'g,CO,cl,CQ,Cp,) in the original language L, we can obtain a valid
message encoded in c3 by computing m = c3 - (¢%*)~!, and thus also a
witness (gz, o8 m,r, s) for the given statement. Finally, for soundness,
note that if (vk™®, ¢, c1,c2) € L/, this implies that any group element
cs € G is a valid last component, i.e., (vk>, g, c1,c2,c3) € L for any
c3 € G, since there exists the message m = c3 - (¢°*) !, and thus a valid
witness w = (g%, 0>&, m, r, s).

For the constructed scheme NIZK and the function maulggko, equa-
tion (6.1) clearly holds. Hence, the FGKO scheme can be instantiated
such that the malleability attack works. It could potentially be excluded
by requiring stronger properties from the NIZK scheme.

6.4 A Stronger Notion of ACE

In this section, we introduce our new security definitions, which exclude
the issues we have discovered.

6.4.1 ACE with Modification Detection

To be resilient against the ciphertext-revealing attacks described in Sec-
tion 6.3, the sanitizer should ideally only sanitize fresh encryptions and
block ciphertexts that are either replays or obtained by modifying pre-
vious ciphertexts. Therefore, we introduce an additional algorithm for
detecting modified ciphertexts. If the sanitizer receives a ciphertext that is
detected to be a modification of a previously received one, this ciphertext
is blocked. Since such ciphertexts will not be stored in the repository
and consequently not be decrypted, we define chosen-ciphertext security
with respect to a decryption oracle that does not return a decryption if
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the received ciphertext is detected to be a modification of the challenge
ciphertext. Our definitions can therefore be seen as a variant of publicly-
detectable replayable-CCA security, which was introduced by Canetti et
al. [CKNO3] for public key encryption. Before defining the security, we
define the syntax of ACE schemes with this additional algorithm.

Definition 6.4.1. An access control encryption with modification detec-
tion scheme is an ACE scheme £ together with a PPT algorithm DMod
that on input sanitizer parameters sp and two ciphertexts ¢, ¢ € C, outputs
a bit b (where b = 1 means that ¢ was obtained via modifying c).

Except for Section 6.4.3, where we show that our new definitions
imply the existing ones, we will from now on only consider ACE schemes
with modification detection and thus often refer to them simply as ACE
schemes.

The algorithm DMod should output 1 if ¢ is an adversarial modification

of ¢, and 0 otherwise. We have the following intuitive requirements on
DMod:

1. All ciphertexts ¢ an adversary can produce given the ciphertexts
c1,...,¢ and no encryption key, are either invalid (i.e., sanitize
to L) or we have DMod(sp, ¢;,¢) = 1 for some i € {1,...,n}.

2. Given encryption and decryption keys, an adversary is unable to
produce a ciphertext ¢ such that a ciphertext produced by Enc for
a message of the adversary’s choice is detected to be a modification
of ¢. In particular, independent encryptions of messages collide only
with negligible probability.

The first requirement is captured by role-respecting security as defined
in Definition 6.4.5, the second one by non-detection of fresh encryptions
defined in Definition 6.4.4.

Remark. Canetti et al. (translated to our setting) also require that if
DMod(sp, ¢, é) = 1, then ¢ and ¢ decrypt to the same message [CKNO03].
For our purpose, this is not needed. This means that we do not want to
detect replays in the sense that the same message is replayed, but more
generally, whether the given ciphertext was obtain via some modification
of another ciphertext.
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6.4.2 New Security Definitions

We formalize chosen-ciphertext attacks by giving the adversary access to
an oracle Ogp that first sanitizes a given ciphertext and then decrypts
the result. One could also consider chosen-sanitized-ciphertezt attacks by
providing the adversary access to an oracle Op that only decrypts. This
is potentially stronger since the adversary can emulate the oracle Ogp by
first sanitizing the ciphertexts and then giving the result to Op, but given
Ogsp, it is not necessarily possible to emulate Op. Since in the application,
users can only send ciphertexts to the sanitizer but not directly write
ciphertexts to the repository such that they are decrypted without being
sanitized, the weaker notion is sufficient.

In principle, the adversary has in all definitions access to Ogp, as well
as to an encryption oracle and a key-generation oracle. To simplify the
definitions, we omit the encryption or decryption oracles if the winning
condition places no restriction on the encryption or decryption keys
obtained from the key-generation oracle, respectively.

Privacy and anonymity. We now define (payload) privacy and sender-
anonymity. The former guarantees that encryptions of different messages
under the same encryption key cannot be distinguished as long as the
adversary has no decryption key that allows to decrypt. We also require
this for messages of different length, i.e., schemes satisfying our definition
do not leak the length of the encrypted message, which means that the
message space has to be bounded. Anonymity guarantees that encryptions
of the same message under different keys cannot be distinguished. We
distinguish a weak and a strong variant of anonymity, where the weak one
provides no guarantees if the adversary can decrypt the ciphertext, and
the strong one guarantees that even if the adversary has decryption keys,
nothing is leaked about the sender role beyond which of the adversary’s
decryption keys can be used to decrypt.

Definition 6.4.2. Let & = (Setup, Gen, Enc, San, Dec, DMod), be an ACE
with modification detection scheme and let A = (Ay,.45) be a pair of
probabilistic algorithms. Consider the experiment EprC -PRV-ANON-CCA
in Figure 6.2 and let J be the set of all j such that A; or Ay issued the
query (j,rec) to the oracle Og. We define the privacy under chosen-
ciphertext attacks advantage and the sender-anonymity under chosen-
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ACE-PRV-ANON-CCA . ACE-SAN-CCA

Exper. Expg 4 Experiment Expg 4
Input: (1%, P),x € N, Input: (1%, P),x € N,

P: [n] x [n] — {0,1} P:[n] x [n] — {0,1}
(sp, msk) < Setup(1”, P) (sp, msk) < Setup(1”, P)
(mos o 18 L ospn (co,e1,5t) = AYGCOSDE (o)

— A Gl = SDin (sp) c(’) <+ San(sp, co); c'1 < San(sp,c1)

b« {0,1} b« {0,1}
ek, <« Gen(msk,ip, sen) g <_A;?c;(-,-),OsD('»')(st )
¢ « Enc(ek;,, myp) for j € [n] do
Yoo AQOG(.,.),OSD* ("')(st, ) mo,;  Dec(Gen(msk, j,rec), cj)

ma,;  Dec(Gen(msk, j, rec),c})

Exper. Expé?j‘NDTCT‘FENC Experiment Expé&E\'URR
Input: (1%, P),x € N, Input: (17,P),x € N,
P:[n] x[n] — {0,1} P:[n] x [n] — {0,1}
(sp, msk) < Setup(17, P) (sp, msk) <« Setup(1”, P)
(m.i,¢) « ACG) (sp) ¢ A9 OB0) (sp)
ek,; < Gen(msk, i, sen) dct <+ false
¢* < Enc(ek;, m) for ¢ € {answers from Og} do
b < DMod(sp, ¢, c*) dct + dct V DMod(sp, ¢,c) =1

¢’ + San(sp, c)
for j € [n] do
m; < Dec(Gen(msk, j,rec), c’)

Definitions of oracles

Oc (i, t) == Gen(msk,,t)
Og(i,m) = Enc(Gen(msk, i, sen), m)
Osp(j,c) := Dec(Gen(msk, j, rec), San(sp, c))

Dec(Gen(msk, j,rec),San(sp, c)), DMod(sp,c*,c) =0
test, else

Ospx(j,c) = {

Figure 6.2: Security experiments for an ACE with modification detection
scheme & and an adversary A, where A = (A;, A2) in the first two
experiments.
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ciphertext attacks advantages of A as

AdveST PRV CA =2 . Pr[Y = b Aig =iy AV € J Plig, j) = 0] —

AGWASEWANONCEA 5. Drlif g —

A Yj €.J Plig,j) = P(ir,j) = 0] —
Ad ACE sANON- CCA 2 Pr[b — b A mo = my

A v] € JP(ZOa]) :P(Zla])] 717

respectively, where all probabilities are over the randomness in the exper-
iment EprCE PRV-ANON-CCA "y call the scheme & private under chosen-
ciphertext attacks ( PRV—CCA secure), weakly sender-anonymous under
chosen-ciphertext attacks (WANON-CCA secure), and strongly sender-
anonymous under chosen-ciphertext attacks (sSANON-CCA secure) if

Adv? ACE PRV-CCA , AdvA ACE—wANON CCA and Advé?j—sANON—CCA are negligible

for all efficient .A respectlvely

Remark. Weak anonymity corresponds to the anonymity notion considered
by Fuchsbauer et al. [FGKO17] and strong anonymity to the one considered
by Damgard et al. [DHO16]. We state both definitions because weak
anonymity is easier to achieve but strong anonymity might be required
by some applications. If anonymity is only required against the sanitizer
or if all messages are anyway signed by the sender, weak anonymity is
sufficient. Strong anonymity is required in settings where senders also
want to retain as much anonymity as possible against legitimate receivers.

Sanitization security. We next define sanitization security, which
excludes that dishonest parties can communicate via the ciphertexts. We
formalize this by requiring that the output of the sanitizer for two different
ciphertexts cannot be distinguished, as long as both sanitized ciphertexts
are not | and the adversary has no decryption key that decrypts one
of the ciphertexts. This provides no security guarantees if the adversary
can decrypt the ciphertexts, which does not seem to be an issue since in
this case, the parties can anyway directly communicate via the messages.
However, we additionally consider a stronger variant, where the adversary
is allowed to possess a decryption key that decrypts the ciphertexts, as
long as they both decrypt to the same message. This stronger variant
excludes subliminal channels, i.e., even if the involved parties are allowed
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to communicated by the policy, they cannot exchange information via
ciphertexts beyond the encrypted message.

Since the adversary provides the two ciphertexts that are sanitized, we
do not know to which roles they correspond; they could even be particularly
crafted without belonging to an existing role. Hence, we cannot state the
requirement (in the weak variant) that the adversary should not be able
to decrypt by only considering the policy and the obtained decryption
keys, as in the no-write rule in Definition 6.2.4. Instead, we require that
the decryption algorithm returns L for all decryption keys the adversary
possesses. For this to provide the intended security, the decrypt algorithm
should return | whenever the receiver role corresponding to the used key
is not supposed to read the message. This is guaranteed by role-respecting
security, which is defined later.

Definition 6.4.3. Let & = (Setup, Gen, Enc, San, Dec, DMod) be an ACE
with modification detection scheme and let A = (A;, A3) be a pair
of probabilistic algorithms. Consider the experiment Expéfj‘SAN'CCA in
Figure 6.2 and let J be the set of all j such that A; or As issued
the query (j,rec) to the oracle Og. We define the sanitization under
chosen-ciphertext attacks advantage and the strong sanitization under

chosen-ciphertext attacks advantage of A as

AdvESESANCEA — 9 Pl =b A ) £ L#¢
N VjEJmo,jszj:J-] -1

and

AdVACESSAN-CCA — 9 Pr[t =b A ch# L #¢)
ANVjed mo,; = ml,j] -1

respectively, where both probabilities are over the randomness in the
experiment Expé?j’SAN'CCA. The scheme & is called sanitization under
chosen-ciphertext attacks secure (SAN-CCA secure) and strongly sani-
tization under chosen-ciphertext attacks secure (sSAN-CCA secure) if
Adv?)CE'SAN'CCA and Adv?)cj'SSAN'CCA are negligible for all efficient A, re-

spectively.

Non-detection of fresh encryptions. In the intended way of using a
scheme satisfying our notions, the sanitizer only adds sanitized ciphertexts
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to the repository if the given ciphertext is not detected to be a modification
of a previously received ciphertext. This means that if an adversary can
find a ciphertext ¢ such that another ciphertext ¢* that is later honestly
generated is detected as a modification of ¢, the delivery of the message
at that later point can be prevented by sending the ciphertext ¢ to the
sanitizer earlier. We exclude this by the following definition, which can
be seen as an extended correctness requirement.

Definition 6.4.4. Let £ = (Setup, Gen, Enc, San, Dec, DMod) be an ACE
with modification detection scheme and let A be a probabilistic algorithm.
Consider the experiment EprCE NDTCT-FENC i) Figure 6.2. We define the
non-detection of fresh encryptions advantage of A as

AdV?)CE_NDTCT_FENC — PI' [b _ 1]7

where the probability is over the randomness in EprCE NDTCT-FENC "~ e

scheme €& is said to have non-detecting fresh encryptions (NDTCT- FENC)
if Adv A?E NDTCT-FENC 55 negligible for all efficient A.

Role-respecting and uniform-decryption security. We finally de-
fine role-respecting and uniform-decryption security. The former means
that an adversary cannot produce a ciphertext for which the pattern
of roles that can decrypt does not correspond to a role for which the
adversary has an encryption key. For example, if the adversary has only
an encryption key for the role ¢ such that roles jo and j; are the only
roles j with P(i,7) = 1, all ciphertexts produced by the adversary are
either invalid (i.e., sanitized to L or detected as a modification) or decrypt
to a message different from 1 precisely under the decryption keys for jg
and j;. On the one hand, this means that receivers who are not allowed
to receive the message get | and hence know that the message is not for
them.? On the other hand, it also guarantees that the adversary cannot
prevent receivers with role j; from receiving a message that is sent to
receivers with role jy. Furthermore, uniform decryption guarantees for

2Detectability (Definition 6.2.2) provides this guarantee for honest encryptions, role-
respecting security extends this to maliciously generated ciphertexts. Note, however,
that detectability is not implied by role-respecting security: If an adversary has
encryption keys for two roles ¢ and i’, role-respecting security does not exclude that
encrypting some message (depending on ') with the key for role i can be decrypted
with keys for roles that are allowed to receive from 4’.
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all ciphertexts ¢ output by an adversary that if ¢ decrypts to a message
different from L for different decryption keys, it always decrypts to the
same message. In the example above, this means that jo and j; not only
both receive some message, but they both receive the same one.

Definition 6.4.5. Let & = (Setup, Gen, Enc, San, Dec, DMod) be an ACE
with modification detection scheme and let A be a probabilistic algorithm.
Consider the experiment Expé’CE'URR in Figure 6.2 and let I and J be the
sets of all ¢ and j such that A issued the query (¢, sen) and (j,rec) to
the oracle O, respectively. We define the role-respecting advantage and

the uniform-decryption advantage of A as

Adve i RR = Pr[c # L A dct = false
AN =(FielIVjed (m;+# L« Pi,j)=1))],
ACE-UDEC .__ oy _ _ _ .
Adve 4 = Pr[EIj,j eJmj#L#EFmy N my# mjl],

respectively, where both probabilities are over the randomness in the

epxeriment ExpéfE'URR. The scheme & is role-respecting (RR secure)

and uniform-decryption (UDEC) secure if Adv?FE'RR and Advé?j'UDEc are
negligible for all efficient A, respectively.

Remark. Note that in Definition 6.4.5, we only check the decryptions for
receiver roles for which A has requested the corresponding decryption
key. This means that an adversary in addition to producing a ciphertext
that causes an inconsistency, also has to find a receiver role for which
this inconsistency manifests. If the total number of roles n is small (say
polynomial in the security parameter), A can simply query Og on all
receiver keys, but for large n this condition is nontrivial. For example,
we consider a scheme secure if an adversary can efficiently produce a
ciphertext such that there is a receiver role that can decrypt it even
though the policy does not allow it, as long as this receiver role is hard
to find. The rationale is that in this case, the inconsistency cannot be
exploited and will only be observed with negligible probability in an
execution of the protocol.

6.4.3 Relation to the Original Security Notions

In this section, we discuss how our notions relate to the original security
definitions (see Section 6.2.2). First note that we assume the scheme has
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an additional algorithm DMod. As explained in Section 6.4.1, the intended
usage of such a scheme is that the sanitizer discards ciphertexts that are
detected to be a modification of a previous ciphertext. This means that
if dishonest parties want to communicate even though disallowed by the
policy (i.e., they want to break the no-write rule), the sender must produce
a ciphertext that is not detected as a modification of a previous ciphertext.
With this in mind, it is natural to adjust the no-write rule such that
an adversary only wins if the ciphertext he outputs is not detected to
be a modification of a ciphertext generated by the oracle Ogg (before
sanitizing it).

Definition 6.4.6. Let Let & = (Setup, Gen, Enc, San, Dec, DMod) be an

ACE with modification detection scheme and let A = (A;,.A2) be a pair
ACE-MD-no-write

of probabilistic algorithms. The experiment Expg 4 is identical
to Expéfj"m'w”te in Figure 6.1 except that after A; returns (co, ¢, st), it

is checked whether the oracle Ogg has generated some ¢ and returned
its sanitization such that DMod(sp,¢,co) = 1. If this is the case, set
dct < true, else dct « false. Let I; be the set of all i such that A,
issued the query (7,sen) to Og, and let J be the set of all j such that
A;q or A, issued the query (j,rec) to Og. We define the no-write with
modification detection advantage of A as

Adv?iﬁ'MD'"o"W“te =2-Pr [b’ =b A dct =false A i €1}

ANVYielyVje€J P(i,j) =0 A San(sp,co) # J_] -1,
where the probability is over the randomness in Exp?)cj’MD‘m’Write. We
say the scheme £ satisfies the no-write with modification detection rule if
Advé?j’MD'"o'Wr'te is negligible for all efficient A.

We show that our new security definitions from Section 6.4.2 imply
the no-read rule and the no-write with modification detection rule. We
have to assume that the policy P allows for all 7 that one can efficiently
find some j with P(¢,7) = 1. This seems to be the case for all practically
relevant policies, though. The results are summarized in the following
theorem.

Theorem 6.4.7. Let £ = (Setup, Gen, Enc, San, Dec, DMod) be an ACE
with modification detection scheme and let &' = (Setup, Gen, Enc, San, Dec)
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be the corresponding ACE scheme. If £ is correct and PRV-CCA, sANON-
CCA, SAN-CCA, and RR secure, then it satisfies the the no-write with
modification detection rule for policies P such that for all i, one can
efficiently find some j with P(i,5) = 1, and £’ satisfies the no-read rule.
More precisely, for all adversaries A, A’, and A", there exist adversaries
Apryv and Anxanon (both roughly as efficient as emulating an execution

of EprCE no-read ) i, adversary Alanon (Toughly as efficient as emulating

ACE-no-read ; " 1 "
an execution of Exper ), and adversaries Apy, Agg, and Alorr

(all roughly as efficient as emulating an execution of Expgcj,,MD no-write

such that

Ad ACE-no-read,priv < Ad ACE—PRV—CCA+Ad ACE-wANON-CCA

&, Aprv &, AwanoN )
ACE-no-read,anon __ ACE-sANON-CCA
Advf’ A’ = Ad €, A AnoN ’
AdVéCE MD-no-write < Adv?CEI/SAN'CCA +4. Adv?CE;,RR +9. AdvéCEZCORR.
ASAN YARR »1CORR

We first sketch the proof idea, a detailed proof can be found below.
To prove the claim about the payload-privacy no-read rule, consider
the hybrid experiment H that is identical to EprCE no-read vcept that
after Ay returns (mg,mq, 70,141, st), i1 is replaced by i9. If A wins the
no-read privacy game, P(ip,j) = P(i1,7) = 0 for all j for which A
obtained a decryption key. Hence, in this case EprCE no-read and H are
indistinguishable by weak sender-anonymity. If A wins in H, one can
construct an adversary against PRV-CCA security by running A, returning
(mg, m1, io, ig, st) when Ay returns (mg, my,ig, 1, st), and returning the
same guess as Ay. Note that 4 has access to an encryption oracle O
in EprCE‘"O'read which is not available in EprCE PRV-ANON-CCA " However
since the winning conditions do not restrict the encryption keys obtained
from Og, the oracle Op can be emulated by obtaining the encryption key
and then encrypting the message.

Relating the sender-anonymity no-read rule to SANON-CCA security
is a straightforward reduction.

To prove the claim about the no-write rule, assume A” wins the
corresponding game. If A” does not obtain a decryption key that decrypts
co or c¢1 to a message different from L, this adversary can be used to
break SAN-CCA security as follows: when AY returns (co, 4, st), output
co and the encryption of a uniformly chosen message for sender role 7’
as c1; finally output the same guess b’ as Af. Correctness ensures that

)
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c1 does not sanitize to 1, so the winning condition of the SAN-CCA
game is satisfied. If A” does obtain a decryption key that decrypts cq or
c1 to a message different from 1, one can construct an adversary against
role-respecting security.

We now formally prove the three claims in Theorem 6.4.7 as separate
lemmata, starting with the payload-privacy no-read rule.

Lemma 6.4.8. Let & = (Setup, Gen, Enc, San, Dec, DMod) be an ACE
with modification detection scheme and let &' = (Setup, Gen, Enc, San, Dec)
be the corresponding ACE scheme. Further let A= (A1, A2) be a pair of
probabilistic algorithms. Then, there exist adversaries Apry and AnanON
(both Toughly as efficient as emulating an execution of EXpACE no-read ) guch
that

ACE no-read,priv ACE-PRV-CCA ACE-wANON- CCA
Adv < Adv Ve, Apry + Adv Ve, Auanon

Proof. We assume without loss of generality that A ensures |mg| = |m|
and P(ig,j) = P(i1,7) = 0forall j € J, where J is the set of all j such that
A;q or Ay issued the query (j,rec) to the oracle Og. Let H be identical
to Adv ACE_no'read PV oxcept that after A; returns (mg,ma,io, i1, st), i
is replaced by ig. We first show that the probability that b is guessed
correctly in H and Adv ACE‘"O'read PV qiffer only negligibly if the scheme
satisfies weak anonymlty Note that if b = 0, the two experiments are
identical, which implies

ACE no-read

PrEPer Y = b [ b=0]=Pr [0 =b| b=0]. (6.2)

Claim 1. There exists an adversary Ayanon such that

ACE no-read

PEXp [/:b‘bzl]_PrH[b/:b|b:1] AdACEWANONCCA

57 wANON

Proof of claim. We construct Ayanon as follows. On input sp, it emulates
an execution of EprCE‘"° read ' where the oracles for A are emulated as
follows.

O¢(+,+): Relay queries to the oracle O¢g of Exp?cjwfﬁg,/“ ANON-CCA

3This is the only place where we need that one can efficiently find j with P(i’,j) = 1
since the adversary in the correctness game has to provide such a role j.
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Og(-,-): On query (j,m), query (j,sen) to the oracle Og to receive the
encryption key ek;. Then compute ¢ < Enc(ek;, m) and return c.

When A outputs (mg, m1,ig, i1, st), Awanon gives (mq,mq,ig,41) to the
challenger to obtain a ciphertext ¢*, which is given to A;. When A,
returns b, Ayanon returns the same bit &’. Note that if b = 0, A,anon
perfectly emulates H with b = 1, and if b = 1, A,anon perfectly emulates

Eopl 5 with b= 1. Henee,

PrEee T [y = h [b=1] = Pr [ =b | b=1]

ACE-PRV-ANON-CCA ACE-PRV-ANON-CCA

=P Ammon [0/ =1|b=1] - Pr®dmon [/ =1|b=0]

_y. (; PrEetimon T = b [ b= 1]

(1 PR = b = 0}))

ACE-PRV-ANON-CCA

=2. PI’Eng’AwANON [b/ = b] — 1.

Note that Ayanon returns the same message m; twice and we have

P(ig,j) = P(i1,j) =0 for all j € J by the assumption on A. This implies
ACE-PRV-ANON-CCA

Advé‘ycj;‘:,ﬁ)NNON'CCA = 2. ProPe Auanon [t/ = b] — 1 and concludes the

proof of the claim. O

Combining Claim 1 and equation (6.2), we obtain

ACE-no-read

Pro®e T [ = b]

_ % . prEedste [ =b|b= 0]4_% prEes T [ =b]b=1]
_ %PrH V' =b|b=0] + %(Advéfj;fg‘o“f”'“’* + P = b =1])
= P = ] 4 o AdASETANOMCCR
Hence,
Advg 5T = 9 PR [ = b] — 1 4 AdvESgWANONCCA T (6.3)

We now construct the adversary Apgry. When invoked on input sp,
it starts an emulation of H by passing sp to A. The oracles for A are
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emulated as in the proof of Claim 1. When A; returns (mq, my, i, i1, St),
Awanon gives (mg, my,%0,%0) to the challenger to obtain a ciphertext ¢*,
which is then given to As. When Aj returns b, Apry returns the same
bit &’. Note that the view of A in this emulation is identical to its view
in H. Since Apgry returns the same role iy twice and P(ig,j) = 0 for all
j € J by the assumption on A, we have

AdVACEPRV-CEA _ o prBeelanny ™™ iy = p] —1 = 2. Prf i = b] — 1.

Using equation (6.3), we conclude

ACE—no read,priv. __ ACE-PRV-CCA ACE-wANON- CCA
Adv =Ad &, Aprv + Adv Ve, Auanon 0
We next show that the sender-anonymity no-read rule is implied by
strong sender anonymity.

Lemma 6.4.9. Let £ = (Setup, Gen, Enc, San, Dec, DMod) be an ACE
with modification detection scheme and let &' = (Setup, Gen, Enc, San, Dec)
be the corresponding ACE scheme. Further let A = (A, As) be a pair of
probabilistic algorithms. Then, there exists an adversary Asanon (roughly
as efficient as emulating an execution of Expg,ca/m rad ) such that
Adv ACE no-read,anon — Adv QCES:COI\’I\‘ON CCA

Proof. We construct Asanon as follows. On input sp, it emulates an exe-
cution of EprCE no-read ' where the oracles Og and O for A are emulated
as in the proof of Lemma 6.4.8. When Ay returns (mg, mq, o, i1, st),
Asanon gives (mg, my,ig,41) to the challenger to obtain the ciphertext ¢*.
Then, As is invoked on input (st,c*) and the oracles are emulated as
before. When A, terminates with output ¢, Asanon returns the same
bit b’. We observe that the view Asanon emulates toward A is identical
to the view of A in the experiment ExpéCE no-read - Ty,

ACE-no-read

AdvACEno-readanon _ o p BRI 1 b A mg = my
A VJGJP(Z())]):P(ZDJ)]_]'
Ex| ACE-PRV-ANON-CCA ’
= 2 - Pr—P& Aanon [0 =b A mg=my
— Ad ACE-sANON- CCA D

Ve, Asanon
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To conclude the proof of Theorem 6.4.7, we prove the claim about the
no-write with modification detection rule.

Lemma 6.4.10. Let £ = (Setup, Gen, Enc, San, Dec, DMod) be an ACE
with modification detection scheme and let A = (A1, A2) be a pair of prob-
abilistic algorithms. Then, there exist adversaries Asan, Arr, and Acorr
(all roughly as efficient as emulating an execution of Expéfj‘MD‘"o'Write)
such that for policies P where for all i, one can efficiently find some j
with P(i,j) = 1,

Advéiﬁ-MD-no-write < Advéf:ESfNAN-CCA 14, AdV?F-EI;SR 19, AdV?FE;SRORRR
Proof. We first construct the adversary Asan. When invoked on input
sp, it gives sp to A; and emulates Expéfj'MD'“°'Write. The oracles for A
are emulated as follows.

Oc(+,+): Relay queries to the oracle Og of ExpéfjgfﬁN‘CCA.

Ogs(-,): On query (j,m), Asan queries (j, sen) to its oracle Og to
receive the encryption key ek;,* computes ¢’ <— San(sp, Enc(ek;,m)),
and outputs ¢’ to A.

When A; outputs (¢, 7, st), Asan chooses a uniformly random message
m « M, queries (i, sen) to its oracle Og to receive the encryption
key ek;, and computes ¢; < Enc(eky,m). Then, Asan gives (cp, c1) to
the challenger to obtain a sanitized ciphertext ¢,. It then invokes A
on input (st,c}) and emulates the oracles as above. When A, outputs
its guess b/, Asan outputs the same bit o’ as its own guess. Note that
the view Asan emulates toward A is identical to the view of A in the
experiment Expéfj‘MD‘""‘Write. Let Woow and We,, be the events that A
wins in the no-write with modification detection experiment and Asan
wins the sanitization experiment, respectively, i.e.,

Whow = [b’ =b A dct =false A i €}

ANVYielL VjeJ P(i,j)=0 A San(sp,co)yéj_],
Wan=[b/=b A ch#L# ANVjeETmo; =my;=1].

4Looking ahead, we note that obtaining additional encryption keys is not problematic
in the sanitization game, since the winning condition does not restrict the obtained
encryption keys.
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Further consider the events

O = [San(sp.c1) £ L1,
R = [Vj € J Dec(Gen(msk, j, rec),San(sp,co))
= Dec(Gen(msk, j, rec),San(sp,c1)) = L].

We then have

ACE-SAN-CCA ACE-MD-no-write

PrEng’ASAN [Wsan] > PYEXPS’A [WnoW ncn R] (64)

We next show that the events =C and —R only occur with negligible
probability if the ACE scheme is correct and role-respecting, respectively.

Claim 1. There exists an adversary Acorr (roughly as efficient as emu-
. . ACE-MD-no-write
lating an execution of Expg 4 ) such that

ExpAACE-MD-no-wite ACE-CORR
Pr=Pe.a [C] < AdVe A onm

Proof of claim. On input sp, the adversary Acorr begins an emula-
tion of Expé’CE'MD'""'W”te as Asan above. When A; outputs (co, 7', st),
Acorr chooses a uniformly random message m « M and finds j with
P(i',j) = 1. It finally returns (m,d’, ). By definition of Dec, we have
Dec(Gen(msk, j,rec), L) = L. Hence, if =C occurs, then encrypting m for
role ¢’ and sanitizing and decrypting the result yields | # m. Therefore,

Acorr wins the correctness game in this case, which implies the claim. ¢

Claim 2. There exists an adversary Agr (roughly as efficient as emulating

an execution of Expéfj'MD'"o'write) such that

ACE-MD-no-write

PrE®e 4 [Waow NC'N=R] < 2 AdvpSi R,

Proof of claim. When invoked on input sp, Aggr internally emulates an
execution of A on input sp and emulates the oracles as follows.

O¢(+,-): Relay queries to the oracle O¢g of ExpéfE;gRR

Ogs(,+): On query (j,m), query (j,m) to Of to receive the ciphertext c.
Then, compute ¢’ + San(sp, ¢) and return ¢'.
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When A; outputs (cg, ', st), Arr chooses a uniformly random message
m « M, queries (¢/, sen) to its oracle O¢g to receive the encryption key
ek, and computes ¢; < Enc(ek;,m). Then, Agg chooses ¢ « {cg,c1}
uniformly at random and outputs ¢ to the challenger. Let Wyow be the
event that Agg wins the role-respecting game, i.e.,

Wrr = [ # L A dct = false
AN =(FielIVjed (m;#L1+ Pi,j)=1))].
Note that Wyow and C imply that ¢/ # L, dct = false, and Vi € I Vj €

J P(i,j) = 0. Hence, if we additionally have —R, at least one of the two
possible choices for ¢ yield m; # L for some j € J, and thus

ACE-MD-no-write

PrExPe A [WhowNCN=R] < 2. PrEPE s [(Wrr] = 2'AdV2,C¢E$R' %

Combining equation (6.4) and Claims 1 and 2, we obtain

ACE-MD-no-write

PrEXp&A [WnoW]
ACE-MD-no-write
< PrBPea [Waow N C N RJ
ACE-MD-no-write ACE-MD-no-write
+ Preea [Whaow N C N —R] + Proeea [=C]
ACE-SAN-CCA

< PrEPE A [Waan] +2 - AdvE TR + AdvETECOM

We can thus conclude
ACE-MD-no-write
AdVg,A

ACE-MD-no-write
=2.Pr&Pea Whow] — 1

ACE-SAN-CCA
<2. PrEXPe acan Waan] — 1 +4- AdV?FE;ER +2. AdVéSE;gg{RR- O

— AdVACE-SAN-CCA
€, AsaN

Relation to original no-write rule. Perhaps surprisingly, one can
also show that our new notions imply the original no-write rule if DMod
is symmetric in the sense that

Pr[DMod(sp, ¢g, ¢1) = 1] = Pr[DMod(sp, ¢1, cp) = 1],

which is the case for all schemes considered in this thesis. The proof
idea is to construct adversaries against correctness, and sanitization and
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role-respecting security as above. Now, the role-respecting game is not
won if the adversary A returns a ciphertext ¢y that is detected to be a
modification of a ciphertext generated by Ogg. We show that in this
case, we can break sSAN-CCA security. Note that Ogg only gives A
the sanitized ciphertexts. The proof idea is as follows. A; makes several
queries to Ogg. For a uniformly chosen one, encrypt the message twice,
give the resulting ciphertexts ¢y, ¢; to the sSSAN-CCA challenger, and give
the obtained sanitized ciphertext ¢, to A;. For all other queries, encrypt
and sanitize the message normally. When A; returns a ciphertext ¢,
check whether ¢ is detected to be a modification of ¢y or ¢;. Since the
ciphertext ¢;_p is information-theoretically hidden from A, it can be
considered to be a fresh encryption. By our assumption, the probability
that cg is detected to be a modification of ¢;_ is equal to the probability
that ¢;_; is detected to be a modification of ¢y, which contradicts non-
detection of fresh encryptions. Hence, by checking which of the two
ciphertexts is detected, one can guess b and thus break sSAN-CCA security.
Note that A is allowed by the winning condition to obtain a decryption
key that decrypts ¢, which is why we need strong sanitization security.

Theorem 6.4.11. Let £ = (Setup, Gen, Enc, San, Dec, DMod) be an ACE
with modification detection scheme such that Pr[DMod(sp, cp,c1) = 1] =
Pr[DMod(sp, c1,¢c0) = 1] for all sp returned by Setup and all cipher-
texts co,c1 € C. Further let £ = (Setup, Gen, Enc, San, Dec) be the corre-
sponding ACE scheme. If € is correct, detectable, has NDTCT-FENC,
and is sSAN-CCA and RR secure, then &' satisfies the no-write rule
for policies P such that for all i, one can efficiently find some j with
P(i,j) = 1. More precisely, for all adversaries A that make at most qgs
queries to the oracle Ogs and at most qq queries of the form (-,rec)
to Og, there exist adversaries Asan, Arr, Assan, AnpTcT, Acorr, and
Adrer (all roughly as efficient as emulating an execution of Expg’cj'm“””te)
such that

ACE-no-write ACE-SAN-CCA ACE-RR ACE-sSAN-CCA
AdVg/,A S Adew“SAN +4.Adv£7ARR +2qE‘S.AdV5,~AsSAN

ACE-NDTCT-FENC ACE-CORR
+4qps - Advt‘:,ANDTCT + (8QESQdk + 2) ’ Advg7«ACORR
ACE-DTCT

+ 8qrsqar - Adve 4,

Proof. Let A= (A;, A2) be an adversary and consider Expé’CE‘MD‘"O‘W”te,

Let Waow and Wyp-now be the events that A wins the no-write and
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no-write with modification detection game, respectively. Note that we
have Wyp-now = Whow N [dct = false|. Hence,

ACE-MD-no-write

Ad ACE no-write =9. PrExpg A [WHOW] 1

EX ACE-MD-no-write
=2 (Pr Pe,A [(WMD-now

ACE-MD-no-write
+ PrFPea [(Whow N [det = true]]) -1
ACE-MD-no-write
< AdvaCMP-nowrite | o prBxpe [dct = true].

Lemma 6.4.10 implies that there exist adversaries Asan, Arr, and A¢ggg
(all roughly as efficient as emulating an execution of EprCE MD-no-write)

such that

ACE no-write ACE-SAN-CCA ACE-RR ACE-CORR
Ad g < AdVg ,Asan + 4 . AdVg,_ARR + 2 . AdVE’A/CORR (6 5)

ACE-MD-no-write

4 2. PrBPea [det = true].

To bound the probability of [dct = true|, we construct the adver-
sary Assan. When invoked on input sp, it first chooses qo « {1,...,qps}
uniformly at random, sets k <— 1 and internally emulates an execution of
A on input sp. Oracle queries by A are answered as follows:

ACE-SAN-CCA
Assan

Oc(,-): Relay queries to the oracle Og of Expg 4

Ogs(+,+): On query (i,m), if k # qo, Assan queries (i, sen) to its oracle
Og to receive the encryption key ek;. It then computes ¢’ <«
San(sp, Enc(ek;, m)) and outputs ¢’ to A. Finally, it sets k < k + 1.

If k = qp, then Assan queries (7, sen) to its oracle Og to receive the
encryption key ek;. It then creates two independent encryptions
of m by computing & < Enc(ek;,m) and ¢; + Enc(ek;, m), sets
igo < 1, Mg, < m, k< k+ 1, and gives ¢y, ¢; to the challenger to
obtain &.

If A; terminates before k = qg is reached, Agan gives two fresh
encryptions of some fixed message m,, for a fixed role ¢4, to the challenger
and then returns a uniform bit ¥’ « {0,1}. Otherwise, when A; returns ¢’
and ¢, Assan evaluates dy < DMod(sp, ¢, ¢g) and dy < DMod(sp, é1, co).
If dg = di, then Assan also returns a uniform bit; if dyr = 1 for exactly
one b’ € {0,1}, Assan returns .
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Let @ be the event that dg = 1 or dy = 1 and let D be the event
that di_p = 1. Note that if @ and =D occur, Assan returns the correct
bit b = b. Moreover, if Q does not occur, Assan returns a uniform bit.
Hence,

Pr[b’ = b] = Pr[[t) =] NQN-D] + Pr[[t' = b N —(QN-D)]
Pr[Q N—D] + Pr[[t' = b] N =Q]
r[@N =D +Prt) = b | Q] - Pr[~Q)
QN =D]+ 3 - (1 - Pr(Q]),

V

P
P

where all probabilities are in ExpéfE;iANN'CCA. This implies

Pr[Q] = Pr[Q N D] + Pr[Q N —D] < Pr[D] + Pr[b) = b] — % + %Pr[Q]
and therefore

Pr[Q] <2 -Pr[D]+2-Pr[t) =b] — 1.

Note that if [det = true] occurs in Expéfj'MD'"°'Write, then @ occurs in

Exp?’cj;;ANN'CCA with probability at least 1/qgs. We can therefore conclude

that

ACE-MD-no-write E ACE-SAN-CCA
PrExPs A [dct = true] < gps - ProPeAsan [Q)]

ACE-SAN-CCA

< 2¢pg - ProPedsm (D]
Ex| ACE-SAN-CCA ’
+dBs (2 T 1).

Let Wisan be the event that Assan wins the strong sanitization game
and consider the events

C:: [66 #J‘#éll A v] € J (P(Zqo,]) - 1 —>m0_’j :ml,j :mqo)]’
R:= [VJ eJ (P(iqmj) :0_>m0,j =my; :J_)}.

We then have that [’ = b], C, and R together imply Wisan. Thus,

ACE-SAN-CCA
PI‘EXPS"ASSAN [b’ = b]

ACE-SAN-CCA ACE-SAN-CCA

= Pr™easn [ = b NCNR] +ProPeasm [t =5 N—=(CNR)]

ACE-SAN-CCA ACE-SAN-CCA

< PrEPeasa [Wasan] + PrEPeasan [-C U=R].
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Together with the previous result, this yields

ACE-MD-no-write
PrEPe.a [dct = true]

ACE-SAN-CCA ACE-SAN-CCA

< 2qps - Pro®e dsan [D] + qEs [2  PriPe s [Wasan] — 1

ACE-SAN-CCA

1 2. PPt Lo U ﬁR]]

ACE-SAN-CCA

E - -
— 2 - PrPEIN " (D] 4 gps - AdvACESSAN-CCA

ACE-SAN-CCA

EXpSvAsSAN [—|C U —|R] .

+2qps - Pr

Now consider the adversary Anprtct that emulates ExpéFE;;ANN'CCA
and outputs (mg,, i4,,c0). Note that the view of A; in the emulation is
independent of ¢;_;. One can therefore assume that ¢;_;, is generated
after A; outputs c¢g, as ¢* in Expéycjgl';'?;CT‘FENc. By assumption, we have

Pr[DMod(sp, é1—p,co) = 1] = Pr[DMod(sp, co, ¢1—5) = 1], and therefore

ACE-SAN-CCA

ExpcE; _ ACE-NDTCT-FENC
PrPeAsav [D] = Advg g - .
Further consider A¢ggg that emulates Expéf:j;;ANN‘CCA and if there

exists j € J with P(iq,,j) = 1, it chooses j « J uniformly at random
and outputs (mg,,iq,,j). If such a j € J does not exist, A{ygg finds
j € [n] with P(iq,,7) = 1 and then outputs (mg,,%4,,7). Note that
mo,; = M1, = My, implies &, # L # & since L decrypts to L. Hence,
if such a j € J exists and =C' occurs, Alggg Wins the correctness game
with probability at least 1/(2]J]) > 1/(2qax); and if no such j € J exists
and ~C occurs, Aforg Wins with probability at least 1/2. The factor 1/2
is due to the fact that the message is encrypted twice in Expéfj;;ANN'CCA
but only once in the correctness experiment. Overall, we get

EXP@CE{SAN-CCA ACE-CORR
ASSAN < : :
Pr s [~C] < 2qu Adve 2

Finally consider Agit that emulates Expéfj;;ﬁN‘CCA, chooses j « J
uniformly at random and outputs (mg,,iq,,j). If "R occurs, Agice Wins
the detectability game with probability at least 1/(2¢qx). Hence,

ExpéciSAN{CA ACE-DTCT
Pr SSAN [ﬁR] < 2qa - Advg,Adtct :



134 CHAPTER 6. ACCESS CONTROL ENCRYPTION

Combining our results, we obtain

ExpACE;MD-no-write . ACE-NDTCT-FENC
Pr [det = true] < 2¢gps - Advg Anprcr

¥ qps - AdVACE SSAN-CCA | AqEsqar - (AdVACE CORR | AdvA ACE- DTCT).

sSAN dtct
Together with equation (6.5), this yields
AdvACEmo-write < p g ACE-SAN-CCA 4 4 A ACE-RR 4 o, p g ACE CORR

£, Asan &, Arr &, Alorr

ACE-NDTCT-FENC ACE—SSAN CCA
&, AnpTcT Assan

+ 4qps - Adv +2qps - Advg,

ACE-CORR ACE-DTCT
+ 8QESQdk : Advga-Alc/oRR T 8quqdk ’ AdvgaAdtct

For the adversary Acorr that runs A’CORR with probability m and
Alorg With probability PESUL e have (8qmsqar +2) - AdVE o =

9ESqdk+2’
9. Ad ACE CORR ACE- CORRR

AL, + 8qEsqar - Advg and the claim of the theorem
follows O

6.5 Enhanced Sanitizable PKE

6.5.1 Definitions

As a stepping stone toward ACE schemes satisfying our new security defini-
tions, we introduce enhanced sanitizable public-key encryption. Sanitizable
public-key encryption has been considered by Damgérd et al. [DHO16]
and Fuchsbauer et al. [FGKO17] as a relaxation of universal re-encryption
[GJJS04] and rerandomizable encryption [Gro04; PRO7]. It allows to
sanitize a ciphertext to obtain a sanitized ciphertext that cannot be linked
to the original ciphertext except that it decrypts to the correct message.
In contrast to rerandomizable encryption, sanitized ciphertexts can have
a different syntax than ciphertexts, i.e., it is not required that a sanitized
ciphertext is indistinguishable from a fresh encryption. We introduce an
enhanced variant with a different syntax and stronger security guarantees.

Definition 6.5.1. An enhanced sanitizable public-key encryption (sPKE)
scheme consists of the following five PPT algorithms:

Setup: The algorithm Setup on input a security parameter 1, outputs
sanitizer parameters sp, and a master secret key msk. We implicitly
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assume that all parameters and keys include the finite message
space M and the ciphertext spaces C,C’.

Key generation: The algorithm Gen on input a master secret key msk,
outputs an encryption key ek and a decryption key dk.

Encryption: The algorithm Enc on input an encryption key ek and a
message m € M, outputs a ciphertext ¢ € C.

Sanitization: The algorithm San on input sanitizer parameters sp and
a ciphertext ¢ € C, outputs a sanitized ciphertext ¢ € C' U{L}.

Decryption: The algorithm Dec on input a decryption key dk and a
sanitized ciphertext ¢’ € C’, outputs a message m € M U {L}; on
input dk and L, it outputs L.

For correctness, we require for all (sp, msk) in the range of Setup, all
(ek, dk) in the range of Gen(msk), and all m € M that

Dec(dk, San(sp, Enc(ek,m))) = m
with probability 1.

We require robustness in the sense that no ciphertext decrypts to a
message different from L for two different decryption keys (except with
negligible probability). This is similar to detectability for ACE schemes,
but we allow the adversary to directly output a ciphertext, instead of a
message, which is then honestly encrypted. Our notion therefore closely
resembles unrestricted strong robustness (USROB), introduced by Farshim
et al. [FLPQ13] for public-key encryption, which also allows the adversary
to choose a ciphertext and, in contrast to strong robustness by Abdalla
et al. [ABN10], gives the adversary access to decryption keys.

Definition 6.5.2. For an sPKE scheme £ = (Setup, Gen, Enc, San, Dec)
and a probabilistic algorithm A, we define the experiment Expsg'fﬁE'USROB
that executes (sp, msk) < Setup(1*) and (c,ig,1) < A9 (sp), where
the oracle Og on input getNew, outputs a fresh key pair (ek, dk) <«
Gen(msk). Let ¢ be the number of oracle queries and let for i € {1,..., ¢},

(ek;, dk;) be the i-th answer from Og. We define the (unrestricted strong)
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Experlment ExpsPKE-IND-CCA Exper ExpsPKE UPD-CTXT

Input: 1",k € N Input: 1",k € N
(sp, k)« seun(1®) (sp, k)« seun(1®)
€ < en(ms [, < en(ms
(mo, m1, st) < AOG( ):©sp( )(Sp ek) (m, c) + APGO) (sp, ek, dk)
b« {0,1} c* < Enc(ek, m)

¢* < Enc(ek, mp)
b (—A;DG(.)'OSD(.)(SI‘,,C*)

sPKE-IND-CCA sPKE-UPD-CTXT

Figure 6.3: Security experiments Expg 4 and Expg
for an sPKE scheme £ and an adversary A, where A = (Al,Ag)
the former experiment. The oracle Og on input getNew, outputs a
fresh key pair (ek, dk) < Gen(msk), and the oracle Ogp is defined as
Osp(c) = Dec(dk,San(sp, c)).

robustness advantage of A as

Advg EVSROB = Pr[1 <ig,iy < q A i # iy
A Dec(dk;,,San(sp,c)) # L # Dec(dk;,,San(sp,c))],

where the probability is over the randomness in ExpSPKE USROB and the

random coins of San and Dec (both executed 1ndependently twice). We
say the scheme & is (unrestricted strongly) robust (USROB secure) if
Advsg'fﬁE'USROB is negligible for all efficient .A.

We next define IND-CCA security analogously to the definition for
ordinary public-key encryption. In contrast to the usual definition, we do
not require the adversary to output two messages of equal length, which
implies that schemes satisfying our definition do not leak the length of
the encrypted message.

Definition 6.5.3. For an sPKE scheme £ = (Setup, Gen, Enc, San, Dec)
and a pair of probabilistic algorithms A = (A1, .As), consider the ex-
periment ExpSPKE IND-CCA in Figure 6.3 and let C 4, be the set of all
ciphertexts that As queried to the oracle Ogp. We define the ciphertext
indistinguishability under chosen-ciphertext attacks advantage of A as

AdVEREIND-CCA — 9 Pr[l = b A ¢ ¢ Cuy] — 1,
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Experiment ExpSPKE ECEA

Input: 1",k € N
(sp, msk) < Setup(1”)
(eko, dko) < Gen(msk); (ek1, dk1) < Gen(msk)
(m, st) « A, ©G():05py(),05D, (1)
b« {0,1}
c¢* + Enc(eky, m)

b HAOG(')voSDO(')vOSDI(')
2

(sp, eko, ek1)

(st,c™)

Figure 6.4: The anonymity security experiment for an sPKE scheme &
and an adversary A = (A;, A2). The oracle Og on input getNew, outputs
a fresh key pair (ek, dk) <— Gen(msk), and the oracle Ogp, is defined as
Osp,(c) = Dec(dkj,San(sp, c)).

where the probability is over the randomness in ExpSPKE IND-CCA " The

scheme & has indistinguishable ciphertexts under chosen- czphertemt attacks
(is IND-CCA secure) if AdviHENP-CA s negligible for all efficient A.

We also need that it is hard to predict a ciphertext generated by Enc
from a message of the adversary’s choice given encryption and decryption
keys. Note that this is not implied by IND-CCA security since the
adversary here obtains the decryption key.

Definition 6.5.4. For an sPKE scheme £ = (Setup, Gen, Enc, San, Dec)
and probabilistic algorithm 4, consider the experiment ExpSPKE UPD-CTXT
in Figure 6.3. We define the ciphertext unpredictability advantage of A as

AdvsSFjﬁE-UPD-CTXT — Pr [C -
where the probability is over the randomness in E><pSPKE UPD-CTXT e
say the scheme & has unpredictable ciphertexts (is UPD-CTXT secure) if
Advy SPKE UPD-CTXT ¢ negligible for all efficient A.

We further define anonymity or indistinguishability of keys following
Bellare et al. [BBDPO1].

Definition 6.5.5. For an sPKE scheme £ = (Setup, Gen, Enc, San, Dec)
and a pair of probabilistic algorithms A4 = (A;,.43), consider the experi-
ment ExpSPKE IK-CCA i Figure 6.4 and let C 4, be the set of all ciphertexts
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Experiment ExpsgﬁE'SAN'CCA

Input: 1",k € N
(sp, msk) < Setup(1”)
(eko, dko) < Gen(msk); (ek1, dk1) < Gen(msk)

0G(),0 9,0 .
(co,C1,st)<—.A1G() sDg():9sD; ()

¢y« San(sp, co); ¢; « San(sp,c1)

mo,0 < Dec(dko, C/ ); mo,1 < Dec(dkl,c')
mi,0 < Dec(dkg, Cl); mi,1 < Dec(dkl,cl)
b« {0,1}

0n(),0 0 .
b/<—A2G() s$Dg () SDl()(st,cg)

(sp, eko, ek1)

Figure 6.5: Sanitization security experiment for an sSPKE scheme £ and
an adversary A = (A1, A2). The oracle Og on input getNew, outputs a
fresh key pair (ek, dk) < Gen(msk), and the oracle Ogp, is defined as
Osp,(c) = Dec(dkj,San(sp, c)).

that As queried to the oracle Ogp, or Osp,. We define the indistin-
guishability of keys under chosen-ciphertext attacks advantage of A as

AdviﬁE-lK-ccA —9. Pr[b’ =b A "¢ OAz] -1

where the probability is over the randomness in ExpiﬁE'lK'CCA. The

scheme & has indistinguishable keys under chosen-ciphertext attacks (is
IK-CCA secure) if AdvfgﬁE"K’CCA is negligible for all efficient A.

Sanitization security formalizes that given certain public keys and a
sanitized ciphertext, it is hard to tell which of two adversarially chosen
ciphertexts was actually sanitized. To exclude trivial attacks, we require
that both ciphertexts are encryptions relative to the two challenge public
keys eky and ek;. Otherwise, the adversary could use the oracle Og
to obtain a fresh key-pair (ek, dk) and encrypt two different messages
under ek. It could then decrypt the challenge ciphertext using dk and
win the game.

Definition 6.5.6. For an sPKE scheme £ = (Setup, Gen, Enc, San, Dec)
and a pair of probabilistic algorithms A = (A;,.A3), consider the exper-
iment Expng:ﬁE'SAN‘CCA in Figure 6.5. We define the sanitization under

chosen-ciphertext attacks advantage of A as

Advg ESANCA = 0 Pr[t) = b A 35,5 €{0,1} mo; # L #£my ] -1,
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where the probability is over the randomness in ExpsgﬁﬁE"K'CCA. The

scheme & is sanitization under chosen-ciphertext attacks (SAN-CCA)
secure if AdvngjﬁE‘SAN'CCA is negligible for all efficient A.

We finally define the probability that two independent executions of
the key-generation algorithm produce the same encryption key. This
probability has to be small for all IND-CCA-secure schemes because an
attacker can otherwise obtain a new key pair from Og and if the obtained
encryption key matches the one with which the challenge ciphertext is
generated, the attacker can decrypt and win the IND-CCA game. We
anyway explicitly define this probability to simplify our reductions later.

Definition 6.5.7. For an sPKE scheme & = (Setup, Gen, Enc, San, Dec),
we define the encryption-key collision probability Colegk as the probability of
[eko = ekq] in the experiment that runs (sp, msk) < Setup(1”) and then
(eko, dko) < Gen(msk) and (ekq, dk;) < Gen(msk) with independent

random coins.

6.5.2 Constructing an sPKE Scheme

We next construct an sPKE scheme satisfying our security definitions. Our
construction resembles the weakly sanitizable PKE scheme by Fuchsbauer
et al. [FGKO17]. We use a variant of ElGamal encryption and obtain
security against chosen-ciphertext attacks using the technique of Naor
and Yung [NY90], i.e., encrypting the message under two independent
keys and proving in zero-knowledge that the ciphertexts are encryptions
of the same message, which was shown to achieve full IND-CCA security
if the zero-knowledge proof is one-time simulation sound by Sahai [Sah99].

Let PKE be a (IND-CPA-secure) public-key encryption scheme, let
Sig be a (EUF-CMA-secure) signature scheme, and let NIZK be a (one-
time simulation sound) NIZK proof system for the language L = {x |
Jw (z,w) € R}, where the relation R is defined as follows: for z =
(g, ekPKE, UkSig701702,cg) and w = (m, g% g% r1, 51,72, 2,0,7), we have
(z,w) € R if and only if

a-Ti b-ro

c1= (9", g%, g%, 9" -m) A e = (g%, 9", g%, g7 - m)
A Sig.Ver(vk>%, (g%, ¢),0) =1 A ¢, = PKE.Enc(ek"<, (g%, g%, 0); 7).

We define an sPKE scheme as follows:
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Setup: The setup algorithm sPKE.Setup first generates

(ekPKE, dkPKF) « PKE.Gen(1"),
(’l}kSig, SkSig> — Sig,Gen(lm),
crs < NIZK.Gen(17%).

Let G = (g) be a cyclic group with prime order p generated by g,
with p > 27 and let M C G such that |[M|/p < 27%. The sanitizer
parameters sp"KE contain ekPKE, kaig, crs, and a description of G,
including g and p. The master secret key msk* KE consists of ekPKE,
vk>®, sk, crs, and a description of G, including ¢ and p.

Key generation: The algorithm sPKE.Gen on input msksTKE, samples
two elements dkq, dko « Z; and computes ekq <+ gdkl, eko
g%2 . as well as o « Sig.Sign(skSig,(ekl,ekg)). Finally, it out-
puts ekTKE = (g,p, crs, ekPKE | pkSE, ekl,ek%o) and dkTKE =

(dkq, dk2).

kSPKE — ( kPKE

Encryption: On input an encryption key e g,p, crs, e
kaig, ek, ekg,a) and a message m € M, the algorithm sPKE.Enc
samples randomness r, chooses r1,51,72,52 « Zj; uniformly at
random, and computes

c1 +— (g”, ek, g, eki? -m),
Coy (g”7 eky?, %2, ek3? - m)7

Co PKE.Enc(ekPKE, (ek1, eko, a);r).

It generates m < NIZK.Prove(crs,x = (g, ekPKE,UkSig,Cl,CQ,CO-),
w = (m, eky, eka, 11, 81,72, S2, 0, r)), and finally outputs the cipher-
text ¢ := (c1,¢a,Co, 7).

Sanitization: On input sanitizer parameters sp**¥E and a ciphertext ¢ =

(c1,¢2, ¢, m), the algorithm sPKE.San first verifies the NIZK proof
by evaluating NIZK.Ver(crs,a: = (g, ekPKE,UkSig,cl,CQ,cU),ﬂ). It
then parses (ci1.1,¢1,2,¢1,3,¢1,4) < c1. If the verification succeeds
and c11 # 1 # 1,2, then it chooses a random ¢ « Z,, and outputs
the sanitized ciphertext

= ((C1,1)t “c13, (c12)" 6174)'
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If the verification fails or if ¢;; =1 or ¢; 2 = 1, it outputs L.

Decryption: On input a decryption key dk**<F = (dky, dky) and a
sanitized ciphertext ¢’ = (¢}, ¢}), the algorithm sPKE.Dec computes

the message m « ¢} - ((c’l)dkl)_l. It outputs m if m € M, and
otherwise it outputs L. On input dkSPKE and 1, it outputs L.

We first prove correctness and other straightforward properties of the
scheme.

Proposition 6.5.8. If Sig is correct and NIZK has perfect complete-
ness, the scheme sPKE from above is correct, robust, has unpredictable
ciphertexts, and negligible encryption-key collision probability.

Proof. For correctness, let (sps™KE, mskSPKE) in the range of sPKE.Setup,

(eks"KE dks"¥E) in the range of sPKE.Gen(msk**F), and let m e M.
By correctness of Sig and completeness of NIZK, the NIZK verification
in sPKE.San in the correctness experiment succeeds with probability 1.
Moreover, since g generates G and rq, dk; € Z;, we have c1; =g #1
and ¢ 2 = ek]' = g1 £ 1. Hence,

¢/ = sPKE.San sp*"E, sPKE.Enc(ek*™ %, m))
= ((c1,1)" - c1,3s (c1,2)" - c1,4)
— (97'1'75-‘1-51’ ekq1-t+51 . m)
and
-1
SPKE.DeC(dkSPKE,C/> — ekgl-tJrSl .m - ((gT’l't+S1)dk1)

_ gdkl(r1~t+sl) m- (gdkl(rl-tJrsl))_
=m.

This shows that sPKE is correct.

For ciphertext unpredictability, note that each ciphertext contains g™,
g%, g™, and g** for uniformly chosen r1, 51,72, s2 € Z;,. Each of these
elements can only be guessed with probability 1/|Zy| = 1/(p — 1), where
p > 2% We can therefore conclude that for any A,

1 1
SPKE-UPD-CTXT
AdvepkE, A S (p— 1) < (2% —1)%
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Similarly7 since the encryption keys contain the pairs (ek; = g%
eky = g¥2) for uniformly chosen dk1, dks € 7y, we have

11
(p—1)2 7 (2¢ = 1)*

Col®hke <

We finally prove robustness. To this end, let A be a probabilistic
algorithm that makes at most g queries to Og and consider ExpSPKE USROB,

Further let ekSPKE and dkSPKE (dk; 1, dk;2) be the keys returned from
Og for the i-th query and let (c,ig,41) be the output of A, where ¢ :=
(c1,¢2,¢0,m) and ¢; = (g%, g% g¢,g%). Assume that ig # i; and that c
passes sanitization, since A cannot win otherwise. This implies a # 0 # b
and sanitizing and decrypting the ciphertext with the two decryption keys
yield mg = gbtotd—dkig1(atote) and my = ghtrtd—dkip1(ati+e) pegpectively,
where tg,t; € Zj, are chosen uniformly during sanitization. We then have
that A wins if mg, m; € M. Assume that mg € M. Then,

my =mg- gfb-t07d+dkio,1(a~to+c) . gb»t1+d7dki111(a-t1+c)
— mg - g(Wioa—dkiy ) glasdhig=blto . o(b—a-dhi; 1)t
Note that if dk;,1 # dk;,,1 and a # 0 # b, then a - dk;,1 — b and
b —a- dk;, 1 cannot both be 0. Hence, in this case, m; is a uniformly
random element in the group G. The probability that m, € M is therefore
|IM|/|G| <27". Since A obtains at most ¢ decryption keys and the dk; 1
are uniform elements in Z;, the probability that dk;, 1 = dk;, 1 is bounded
by ¢*-1/(p—1) <¢*-1/(2% — 1). We can therefore conclude that

2 2
+1
Adv sPKE USROB<27;< q < q . 0
+2“—1 —2r—1

The main result of this section is the security of the scheme, summa-
rized in the following theorem.

Theorem 6.5.9. If the DDH assumption holds in the group G, PKE is
IND-CPA secure, Sig is EUF-CMA secure, and if NIZK is zero-knowledge,
computationally sound, and one-time simulation sound, then the scheme
sPKE from above is IND-CCA secure, IK-CCA secure, and SAN-CCA
secure.
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On a high level, our proof proceeds as follows. It is rather straightfor-
ward to show that our variant of ElGamal encryption satisfies the CPA
versions of the three properties. The proof of CCA security follows the
proof by Sahai for public-key encryption [Sah99]: Since the NIZK ensures
that both ciphertext components are encryptions of the same message, it
does not matter which component is decrypted. In a reduction, where we
assume an adversary A against the CCA variants of the desired properties,
and we want to break the corresponding CPA variants, we only get one
public key and no decryption oracle from the challenger. In order to
emulate the view toward A, the reduction chooses an additional public
key and a CRS for the NIZK scheme. Since the reduction thus knows
one of the secret keys, it can emulate a decryption oracle. To generate
a challenge ciphertext, the reduction obtains one challenge ciphertexts
from its CPA challenger, and encrypts another, arbitrary message to get
a second ciphertext. The reduction uses the NIZK simulator to obtain an
accepting proof that is indistinguishable from a “real proof”, even if the
underlying statement is not true. A crucial point here is that the NIZK
scheme has to be one-time simulation sound (see Definition 2.3.11). This
ensures that even if the adversary sees one simulated (accepting) proof
of a wrong statement, it is not capable of producing accepting proofs
of wrong statements, except by reproducing the exact proof obtained
within the challenge, but which A is not allowed to ask to the decryption
oracle by the CCA definition. The fundamental result of Sahai [Sah99]
is that the above strategy successfully simulates a complete CCA attack
toward A.

An additional obstacle we have is that to preserve anonymity, the
NIZK needs to be verified without knowing which encryption keys were
used. On the other hand, the reduction only works if the two used keys
“match”; since otherwise, the emulated decryption oracle would use an
incorrect key to decrypt. To prevent an adversary from mixing different
key pairs for encryptions, the key-generation process signs valid key pairs,
and the NIZK ensures that a signed pair was used. Due to anonymity,
this signature cannot be directly contained in the ciphertexts. Instead,
it is part of the witness. To prove that if a ciphertext is accepted, the
used key pair was indeed signed by the key-generation process, we show
that if A manages to produce a ciphertext that is accepted but the
keys were not signed, we can break EUF-CMA security of the signature
scheme. In this reduction, we have to provide a forgery. Hence, the
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reduction needs to extract the signature and the used encryption keys
from the ciphertext. This could be achieved by assuming that the NIZK
is extractable. Extractability and simulation-soundness at the same time
is, however, a quite strong assumption. Instead, we add an encryption
of the signature and the key pair under a separate PKE scheme to the
ciphertexts. The reduction can then generate the keys for this PKE
scheme itself and perform extraction by decrypting that ciphertext.

Since the proofs for IND-CCA and IK-CCA security closely follow the
proof by Sahai [Sah99]|, we first prove SAN-CCA security.

Lemma 6.5.10. Let sPKE be the scheme from above and let A = (A1, As)
be a pair of probabilistic algorithms such that A; and Ay together make
at most qa queries to Og and at most qsp queries to Ogp, and Ogp,

combined. Then, there exist adversaries Appw, Asnd, and Asig (which are

all roughly as efficient as emulating an execution of ExpiE&EjAN'CCA) such

that

Advipie S0V A <8 AdvD! - (24gsp + 48) - Advizk A4S

9,ApDH
o EUF. 52¢2 + 192q¢ + 196
Sig-EUF-CMA 4G qG
+24 - AdVSig,ASig + or 1 .

Proof. Let Wygan be the event that A wins the sanitization game, i.e.,
I/Vsan = [b/ =b A Ejaj, € {03 1} mo,j # 1 7& ml,j’}-
We define hybrid experiments Hy to Hy as follows:

o Hy:= ExpiE&EjAN'CCA is the sanitization experiment.
e M is identical to Hy, except that if ¢, # L, then ¢ is replaced by
two uniformly random group elements (g°, g°).

e H, is identical to Hy, except that if ¢j # L, then ¢} is replaced by
two uniformly random group elements (g°, ).

In Hy, if ¢ # L and ¢} # L, the view of A is independent of the
bit b. Hence, A cannot guess b with probability more than 1/2 in this
case. On the other hand, if ¢y = L or ¢j = L, then mg9 =mg1 = L or
mi0 = m1,1 = L, respectively, since L decrypts to L. By definition of
the sanitization advantage, A cannot win in this case. Thus,

Pri2 (W] < =. (6.6)
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To conclude the proof, we show that the probability of Wg,, in Hy
differs only negligibly from its probability in Hs. To this end, we first
prove that three bad events occur only with negligible probability in any
of the hybrids.

Claim 1. Leti € {0,1,2} and consider the experiment H;. Further let
By be the event that A outputs as co or c¢1 or queries at least one of
its decryption oracles with a valid but improper ciphertext (cy,ca,Cq,7),

, (g, ekPKE kaig, cq, cz,cg) ¢ L, but where 7 is an accepting proof, i.e.,
NIZK.Ver(crs,x = (g, elPKE Uk’Sig,Cl,CQ,CU),TF) = 1. Then, there exists
an adversary A% 4 such that

P! (B1] < (gsp +2) - Advjigcar.

Proof of claim. On input crs from the soundness challenger, A% , uses
this CRS, generates all needed keys itself, and emulates an execution
of H; toward A. It initially chooses ¢ «~ {—1,0,1,...,gsp} uniformly
at random. If ¢o > 0 and when A submits the go-th query to a decryp-
tion oracle, .Aind outputs the corresponding statement and proof to the
challenger. If gy < 0 and when A outputs (co, 1, st), then A’ ; submits
the statement and proof from c4, 41 to the challenger. If B; occurs, then
for some qo, A%,y outputs an accepting proof for an incorrect statement.
Hence, the claim follows. O

Claim 2. Let i € {0,1,2} and consider the experiment H;. Further let
By be the event that A outputs as co or ¢; or queries at least one of its
decryption oracles with a valid and proper ciphertext (ci,co,Co,7), i.€.,
(g, ekPKE,UkSig,cl,cz,cg) € L and 7 is accepting, but where ¢, is the
encryption of a triple (ek1, eka, o), such that the pair (ekq, eks) has never
been output by the experiment or the oracle Og. Then, there exists an
adversary Ak, such that

H; Sig-EUF-CMA
Pri[Bs] < AdVSi&Aéig .

Proof of claim. On input a signature verification key vkSe, Agig generates
all keys except for vk>€ and skSig, and emulates an execution of H;. To
generate the encryption keys ekf)PKE and ekslpKE and to answer queries
to Og, Aéig obtains the needed signature using the signing oracle of
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ExpSlg—EU F-CMA

Sig, AL,

. The rest of H; is straightforward to emulate since Agig
possesses all keys except for sk>'®. Whenever A returns or submits a
ciphertext (c1, ¢, ¢y, ™) to one of the decryption oracles, Agig decrypts
o to obtain a pair (ek}, eky) and a signature o’. If it has never queried
(ek, eky) to its signing oracle and if the signature is valid, then it outputs
((eky, eky), 0') as its forgery. Note that if By occurs, Af;, obtains a forgery,

so the claim follows. O

Claim 3. Let i € {0,1,2}, consider the experiment H;, and let Bs
be the event that H; generates two different encryption keys ek* " E =
(9,p, crs, ekPE ukS® eky, eko, o) and (ekSPKE)/ = (g,p, crs, ekPKE okSe,
ek, ek;,a') such that eki = ek} or eky = ekly. Then,

2(g¢ +2)?

Prfi[B;] <
PHBs s =5

Proof of claim. The experiment H; initially generates two encryption keys
and then one for each query to Og. Hence, there are at most (gg + 2)?
such pairs. For each of these pairs, the probability that one of the two
components collides is at most 2 - (1/|Z5]) = 2/(p — 1). Using p > 2" and
the union bound implies the claim. O

We now bound the difference of the probabilities of Ws,, in different
hybrids. To this end, let B :== By U By U Bj.

Claim 4. For all i € {0,1}, there exists an adversary Abpy, such that

Prii[Wean] — Priit [We,] < 2- Adv?‘f{éw + 2. Prfi[B]

@ +1
o2k —1°

+4-PrHit1[B] +

Proof of claim. Let ¢ € {0,1} and let Gy and G; be the events that ¢;
output by A is an encryption under ekBPKE and ekipKE, respectively. If B,
Gy, and G all do not occur, then ¢; is either invalid or a valid encryption
under a key different from ekBPKE and ekslpKE. Since Wg,, can only occur
if the ciphertext decrypts to a message different from | under one of
these keys, this only happens if robustness is violated. Using the result
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on robustness derived in the proof of Proposition 6.5.8, this implies

g +1
% —1°

Pr' [Wen N =B N =Gy N—Ga] < Pri[Wa, | -BN =G N—=Ga) <

We also have
Pri [Wean] — PrHitt [Wean]
= Pri [Wan N =B N (G UGL)] + Pri[Wen N (BU (G UG»))
— PrHi W, N =B N (G UGY)]
— Prif (W, N (BU—(G1 UGY))]
< Prili[Wen N =B N (G1 UGy)] — Pril (W, N =B N (G UGy)]
+ P [B] 4 Prii [Wan N —(G1 U Gy)],

and
Pri [Wen N =(G1 U Gy)] < Prfi[We,n N =B N —(G1 UGy)| + Pri[B.
This implies

PrHi [Wsan} - PrHi+l [Wsan] S PrHi [Wsan N _‘B N (G1 U Gg)]
@&+1 (6.7)
26 —1°

— Pr (W, N =B N (G UGyY)] +2-Pri[B] +

We now define the adversary Abpy. On input (X,Y,T), Ahpy
chooses j « {0,1} uniformly at random and sets ek;; < X. All re-
maining keys, including ek; o, are generated as in H;, and A is invoked
on (spSPKE, ek(S)PKE = (eko1, €ekoz2), ekipKE = (eky 1, ekl,g)). The adver-
sary Abpy then emulates an execution of H;. Since it has all keys except
for the decryption key dk; 1, only the emulation of the decryption oracle
Osp, is nontrivial. To answer queries to this oracle, Abpy sanitizes and
decrypts the second ciphertext component instead of the first one using
dkj2. When A outputs (co, c1, st), both ciphertexts are sanitized and
decrypted as in the emulation of the decryption oracles, except that m;_;
is not set to L during decryption if m, ; ¢ M. If ¢} # L, it is replaced
by ¢, < (Y, T - m; ;). Moreover, Ab,, decrypts ¢; » and checks whether
it contains the encryption keys corresponding to ekj-PKE. If this is not
the case, it terminates and returns 0. Otherwise, it continues with the
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emulation. Finally, when A terminates, ALp, outputs d = 1 if Weap
occurs, and d = 0 otherwise.

Note that B not occurring implies that A} p,, emulates the decryption
oracle perfectly since in this case, all submitted valid ciphertexts contain
two encryptions of the same message under a signed key pair. Moreover,
due to —Bgs, the first encryption key matches the first key of the oracle if
and only if the second keys match. If they match, decryption with either
key yields the correct message with probability 1. Otherwise, the message
(before potentially being set to L) is a uniform group element for both
keys, as shown in the robustness proof of Proposition 6.5.8.

Furthermore, if (X,Y,T) are three independent uniform group ele-
ments, ¢; gets replaced by two uniformly random group elements if ¢} # L,
as in H,41. On the other hand, if =B and G; occur and if ¢} # L, then
¢ = (¢i1,¢Ci2,Ci 0, ;) is a valid encryption of m, ; under eijKE. Hence,
there exist r1,s1 € Z;, such that

cin = (g™, (ekj1)™, g°", (ekj1)® ~myj) = (g™, X", g%, X - my ;).

In H;, this ciphertext is sanitized to ¢ = (gm s, X7 t+s1 ., ) for
t « Z,. 1f we further have X = ¢ YV = ¢®, and T = ¢, then
this corresponds to ¢ = (g t+s1, g@(rts) ., o), which is equally
distributed as the sanitization (Y, T - m; ;) generated by A4y,,. Since we
also have that the probability of -B N G; is equal in DDH;‘?%BDH and H;,

rand

as well as in DDHI™S
9,Abpn

and H;1, we can conclude

DDHreal_
Pr o%o[d = 1N =B NG| = Pr¥i W, N=BN Gy,
DDHrand

Pr 9Abou [d=1N-BNGy] = prii [(Wsan N B N Gj.

Using this together with

DDH
Advg”AE)DH
DDHrea! DDHrand
= Pr 9 AppH [d = 1] — Pr 9-AppH [d = 1]
real real
=Pr  o%on[d=1N-BNG;]+Pr o%on[d=1N(BU-G,)]
DDHrand DDHrand

—Pr o4bon[d=1N-BNG;]—Pr  o4on[d=1N(BU-G,),
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we obtain

AVPO > Prfi W, N =B NG| — Prit (W, N =B NGy

i
9 Ao
D rand rand

—Pr  efbon[d=1NB]—Pr  24bou[d = 1N -Gy

If =B occurs, then ¢; , contains the correct encryption keys and thus, if

rand
also =G occurs, Ahp,, always returns 0. This implies Pr ¢bon [d =
1N —=G; N=B] =0, and therefore

DDHran(!i rancl;
Pro o dbou[d = 1N =Gy] = Pr #Abon[d = 11 G N ~B]
DDHrandt
+Pr o%on[d =1N-G,; N B

rand
< PrDDHg’AEDH [B] .

rand

DDHraxd
Using Pr o [B] = Prf’+1[B], we obtain
Adv?&%w > Pri [WeanN-BNG,]—Prfi (Wi N=BNG;] —2-Prit1[B].
Combining this with equation (6.7) and the fact that given G; U G2 and

-B, G; occurs with probability 1/2 (independently of W), we can
conclude

Pri [Wean] — PrHitt [Wean]
<2-PrfiW,,N=BNG,] -2 Pril W, Nn=BN Gy

@ +1
26 —1

+2.-Prfli[B] +

g +1
25 —1°

<2-Advpol 4 Prif (Bl 42 Pr(B) +
Using Claim 4 and equation (6.6), we obtain
AVEESANEEA _ 3. Pl - 1
=2 (Pr"[Waan] — Pr [Wian] + P [Wian]
— i [Wsan] + prf [Wsan]) -1
DDH DDH H
<4- Advg,ABDH +4- Adng%DH +4-Pr°[B]
G +1
26 —1°

+12-Pr'[B] + 8- Pr'2[B] + 4 -
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Claims 1 to 3 further imply

P 5] < (a5 +)- ABIEC, + A e+ 20 L2
A Al 25 — 1
Hence,
AVEES <O
<4-Advpos 4 Adveol o+ (dgsp + 8) - AdvZics

+ (125D +24) - Advyizi At + (8gsp + 16) - Advuizic s

) Sig-EUF-CMA ) Sig-EUF-CMA ) Sig-EUF-CMA
+4 Adeig,Agig + 12 AdVSig,Aéig +8 AdVSig,Agig

48(qq +2)® +4g% + 4
+ 25— 1 '

We define the adversary Appn as running A2y, and ALp,, with probabil-

ity % each, the adversary As,q as running A? | with probability 233?%28’

Al , with probability %, and A2, with probability %, and

the adversary Asjz as running Agig with probability 24—4, Aéig with proba-
bility %, and A%ig with probability 2%. Using the result above, we finally
conclude

AdVIRKE A CN < 8- AV + (24gsp + 48) - AdvNiZk AY

o EUF- 52¢2 + 192 196
+ 24 Advzi;il:i: A + B +2n _qf i .

We next show that our sPKE scheme is IND-CCA secure. The proof
follows Lindell’s proof for the construction of an IND-CCA secure public-
key encryption scheme from a IND-CPA secure one [Lin06].

Lemma 6.5.11. Let sPKE be the scheme from Section 6.5.2 and let
A = (Ay, A2) be a pair of probabilistic algorithms such that Ay and As
together make at most qo queries to Og and at most qsp queries to Ogp.
Then, there exist adversaries Apph, Azk, Asnd, and Asig (which are all
roughly as efficient as emulating an execution of ExpiEEEwD'CCA) such

that

O

PKE-IND-CCA DDH NIZK-ZK NIZK-sim-snd
AdePKE,A <4-Adv +2- AdVNlZK,AZK +2gsp 'AdVNIZK,jC:.dsn

9,ApDH
ig-EUF- 4(gc +1)2 +38
Sig-EUF-CMA G
+2- Advsig g, I T
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Proof. We assume without loss of generality that 45 does not query the
challenge ciphertext ¢* to its decryption oracle Ogp since doing so can
only decrease the advantage. For by,bs € {0,1}, we define the hybrid
experiment Hy, p, as follows: Let Hy, 3, be as ExpiEﬁEﬂI‘D'CCA, but where
the common reference string crs is obtained via (crs, 7) < S1(1%) (instead
of an invocation of NIZK.Gen). When A; outputs (mg, ma, st), Hp, b,
computes c¢; as the encryption of my, under ek;, ca as the encryption of
myp, under eks, and ¢, as in the real experiment (namely as the encryption
of the two ElGamal public keys and the accompanying signature). It
then simulates the proof 7 using S; and invokes 4y on input st and

c* = (c1,¢2,Co,T).

Claim 1. There exist adversaries Ay and AZ such that

Prifoofy = 1] — Pr&Re” ) = 1| b = 0] = AdVNZRES |
PrEP e [ = 1 b= 1] — Pr [ = 1] = AdVNIZRE
Proof of claim. We only prove the first part of the claim, the second one
can be shown analogously. The adversary A%, on input crs, emulates
toward A the experiment Hp . To this end, it generates all required
keys. When generating the challenge ciphertext ¢* = (¢1, o, ¢, ), it
obtains 7 via the proof oracle. Note that in Hy o, this ciphertext is a
valid encryption of mg, so the statement is correct and the proof oracle
consequently returns a valid proof. When A returns a bit b', AL, returns
1—1b'. Observe that if the CRS and the proofs are real, then this emulation
is equivalent to the experiment ExpiEﬁE;L’{'D’CCA when b = 0, and if the
CRS and the proofs are simulated, then it is equivalent to Hpo. We
therefore have

Advm%ﬁ:ﬁzK — Prcrs<—Gen(1”) [AProve(crs,-,A)(Crs) _ 1}

_ pylersm)esi(17) [As'(crs,f,.,.)(cm) —1]
— 1 — PrPPRE Y — 1| b= 0] — (1 — Prfloo[y = 1))
= Proo[y = 1] — PrEeRe [y = 1 | b =0,
which implies the claim. O

Analogous to the proof of Lemma 6.5.10, we define three bad events:
Let By be the event that A queries its decryption oracle with a valid but
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improper ciphertext (¢1, ca, ¢y, ), i.€., (g, ekP¥E kS ¢l co, c[,) ¢ L, but
where 7 is an accepting proof, i.e., NIZK.Ver(crs,x = (g, ekPKE, vks'g, c,
€2, Co )y 7r) = 1. As in the proof of Lemma 6.5.10, one can show that there
b1,b2

such that

exists an adversary A_.}

Hpy by < . NIZK-sim-snd
Pr [Bl] =~ 4spD AdVNIZK,A:"h'LQ )

except that we here need (one-time) simulation soundness since the proof
in the challenge ciphertext is simulated.

Let By be the event that A queries its decryption oracle with a valid
and proper ciphertext (c1,cz,¢o, ), i€, (g, ekPKE, vks'g,cl,CQ,ca) eL
and 7 is accepting, but where ¢, is the encryption of a triple (ekq, eks, o),
such that the pair (eky, ek2) has never been output by the experiment or
the oracle Og. Again as in the proof of Lemma 6.5.10, it can be shown
that there exists an adversary .Als’}g’bQ such that

PI,Hbl,b2 [B2] S AdVSig-EUF-CMA.

" bub
Slg,ASilg 2

Finally, let B3 be the event that Hj, 5, generates two different encryp-
tion keys ek*PKE = (9,p, crs, ekPRE Wk eky, ek, o) and (ekSPKE)/ =
(g,p, crs, ekPKE, kaig, ek, ekb, U’) such that ek = ek} or eky = eky.
Then,
2(gc + 1)

2 —1
which can be shown as in the proof of Lemma 6.5.10. For B := B;UB3yUBj3,
we therefore have

Preitz [By] <

2
Hy, . NIZK-sim-snd sigEUF-cma | 2(ge +1)
Prft102[B] < ¢sp AdVNIZK,Ai’,}d‘bz + Adeig’A;lg,b2 + TR (6.8)

Claim 2. There exist adversaries Appy and Appy such that

Prifiofy = 1] = Prifoofy = 1] < 2. Advgop  +Pri0[B]
+ PrHo[B] 4 2275,

Hy, / _ Hy, /) . DDH 2—K
Prifafy’ = 1] — Prifioy = 1] <2 Advgol  + 227"
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Proof of claim. We define the adversary Appy as follows. On input a
triple (X,Y,T), it sets ek; < X. It further generates all the remaining
keys of the experiment (and thus lacks only the decryption key dk;),
samples b « {0,1}, and emulates Hyp o toward A. The oracle Ogp is
emulated by decrypting the second ciphertext component instead of the
first one using dko. When A; returns (mg, m1, st), Appy samples 7 « 7
and sets

[ (gr,XT,KT-mb).

It further computes c; as an ElGamal encryption of mg, encrypts both
keys and their signature to obtain ¢,, and simulates the NIZK proof 7
using S3. It continues the emulation by giving ¢* = (¢1, ¢2, ¢y, 7) to As.
When A, outputs its decision bit b, Appy outputs d = 1 if b’ = b, and
d = 0 otherwise.

First note that if (X,Y,T) are three uniform group elements, ¢; is
independent of the bit b, and thus

rand
PrDDHg‘A'DDH [d=1]= %

On the other hand, if (X,Y,T) is a DDH triple, we have for a uniform
5 € L,

1= (gT’ XT7Y7T ’ mb) = (gr, ek’g,gs, 6ki ' mb)7

which corresponds to a proper ElGamal encryption of m; if X # 1 and
Y # 1. Further note that, as in the proof of Lemma 6.5.10, Ogp is
emulated perfectly if B does not occur. We therefore have

DDHreal
T

Pr o#bon[d=1N-B| X #1#Y]=Preot) =bn-B].

This implies

DDH
Advg A

»Y“DDH

real rand
= PrDDHg'ABDH [d = 1] — PrDDHg'ABDH [d = 1]
real/ real/ 1
> Pro o dbou[d = 1N -B| X A1 #Y] - Proo o 4bon[X £1#£Y] - 5
real/ 1
= Priofy = b —B] - Proo e Abon [X £ 1 £ Y] — 5
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Using the union bound and |G| = p > 2%, we further have

real
Pr> 7 Abon [X 1 # Y]
real

—1-Pr o [X =1V Y = 1]

real real
DH PPH,

>1—Pro e Abon[X = 1] — P WY = 1]
>1-2.27"
Hence,
AdEY! > Prifeoly = b0 B — 21 —
Since
Prioly = b) < Preo[(¥ = bN—B) U B]
< Pro[p) = bn-B] + Pr*o[B],
we obtain

AdVPEH > prifofy = p) — prifo[B] — 217K — =

9, AbpH
1PHOOZ/ 0 1PHOZ/ 1
2 [ ] 2 L[ ]

1 1 1
-3 prfloo[B] — 3 prifto[B] —2t=x — =

1 1
=3 Prioy = 1] — - PrHoc[y = 1]
1 H 1 H 1-k
— 5 P[] = S Pro[B] — 217

Rearranging the inequality concludes the proof of the first part of the
claim.

The second part of the claim can be proven analogously, where A{y,,
sets eky < X instead of ek; < X. Since it therefore has dki, which is

the key used by the decryption algorithm, the decryption oracle can be
emulated perfectly, even if B occurs. %
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Using Claims 1 and 2, we get

SPKE-IND-CCA
AstPKE,A

sPKE-IND-CCA

< 2. PrBPeke Al Y =p) — 1

1 SPKE-IND-CCA

:z(zpﬁmwﬁ B =0]b=0]

+ 3 PEEET 1 b)) -1
= PrERlRE AT [y = 1 b = 1] — PrERRER” i = 1 b= 0]
= PrEeREd [ =1 b= 1] - Pri [y = 1]
+Prfry = 1] — Prifvofy) = 1] 4 Proy = 1] — Prioofy) = 1]
sPKE-IND-CCA

+ PrHo,o[b/ =1]— PrEPerke, A [b’ =1|b=0]

NIZK-ZK NIZK-ZK DDH DDH
S AvalZK,A%K —+ AdVN|ZK,.A/Z/K —+ 2 . Advg"A/DDH —+ 2 . Advg“A/D/DH

+ Prfo0[B] 4 Pro[B] 4 237"

Let Azk be the adversary that runs A%, and A%, with probability 1/2
each, let Appy run App,, and Afp,, with probability 1/2 each, let Agng run
A% and ALY with probability 1/2 each, and let Asjg run Agi’g and Aé;g
with probability 1/2 each. Combing the result above with equation (6.8),
we obtain

SPKE-IND-CCA DDH NIZK-ZK NIZK-sim-snd
AdVepKE, A < 4-Adv + 2 Advyizk iy + 205D - AdVNizk A,

9,AbDH
4(gc +1)*+8

Sig-EUF-CMA
+2- /—\dvs;gAsig + o 1 ,

which concludes the proof. O

We finally show that sPKE is IK-CCA secure.

Lemma 6.5.12. Let sPKE be the scheme from Section 6.5.2 and let
A = (A1, A2) be a pair of probabilistic algorithms such that Ay and
As together make at most qo queries to Og and at most qsp queries
to Osp, and Osp, combined. Then, there exist adversaries Appn, Azk,
Asnd, Apke, and Asig (which are all roughly as efficient as emulating an
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execution of Exngﬁg,‘%‘CCA) such that

PKE-IK-CCA DDH NIZK-ZK NIZK-sim-snd
AdvaKE,A S 8 . AdV + 2. Ava'ZK,AZK + 8q5'D . AvalZK,jr:,dsn

g, AppH

o N 16(gc +2)2 + 32
PKE-IND-CPA Sig-EUF-CMA

+ 2 M AdVPKE,APKE + 8 : AdVSig,vASig + 2"C - 1 '

Proof. We assume without loss of generality that A, does not query
the challenge ciphertext ¢* to any of its decryption oracles Ogp, or
Osp,, since doing so can only decrease the advantage. We define hybrid
experiments Hy to Hs as follows:

e Hj is identical to ExpiEﬁEj%'CCA, except that the common reference

string crs is obtained via (c¢rs, T) <= S1(17) (instead of an invocation
of NIZK.Gen), and the proof 7 in the challenge ciphertext ¢* is
simulated using Ss.

e M, is identical to Hp, but when A; outputs (m, st), the hybrid com-
putes ¢, not as an encryption of (eky 1, ekp 2, 0p), but as the encryp-
tion of 0f, where £ is the length of the encoding of (ekp1, ekp2,0p)
(where the encoding needs to be chosen such that this length is
equal for all keys).

e H, is identical to H;, except that for the generation of the challenge
ciphertext c*, the key ek ; is replaced by gdo:1 for a freshly sampled
dO,l “— Zz

e Hj is identical to Hs, except that for the generation of the challenge
ciphertext c*, the key ekg o is replaced by g2 for a freshly sampled
do2 « Zs,.

e H, is identical to Hj, except that for the generation of the challenge
ciphertext c*, the key ek 1 is replaced by gé1:1 for a freshly sampled
d171 “— Z;

e H; is identical to Hy, except that for the generation of the challenge
ciphertext c*, the key ek o is replaced by g™2 for a freshly sampled
di2 « Zs,.

Note that the view of A in Hjy is independent from the bit b, which
implies

(6.9)
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It can be shown as in the proof of Lemma 6.5.11 that there exist an
adversary Azk such that
ExpSRE Ay Hory/ _ 11 NIZK-ZK
PI‘ 2 PKE, A [b, — b} - Pr 0 [b —_— b] —_— AvalZK,AZK' (6.10)
Claim 1. There exists an adversary Apke such that
Pro[y) = b] — Prt [t/ = b] = Advpke A .

Proof of claim. When Apkg obtains a public key ek from the CPA chal-
lenger, it generates all remaining keys itself and emulates Hy (or Hy)
toward 4. Note that Apkg never needs to decrypt any of the ciphertexts ¢,
in the experiment and thus, the missing decryption key is not needed for
the emulation. When A; outputs (m, st), Apke gives (0137 (ekp.1, ekp2, Ub))
to its CPA challenger to obtain a ciphertext c,, where ¢ is the length of
the encoding of (ekp 1, €kp,2,0). The rest is done as in Hy. When A,
returns a bit o', Apkg returns b’ =1if o' = b, and b =0 if b’ # b.

Note that if the CPA challenger chooses the bit bcpa = 0, ¢, is an
encryption of 0%, as in Hy, and if bepa = 1, ¢, is as in Hy. Hence,

E PKE-IND-CPA
ProPreeAeke [ =1 | bepa = 0] = Pril[b = 1],
PKE-IND-CPA

ProPeApce [b =1 | bepa = 1] = Prilo[p’ = b).
We can therefore conclude

IND. ExppPKE-IND-CPA
Advg?gi\ﬁECPA = 2. PrPPKE Apke [b” =bcpa) — 1

ExppPKE-IND-CPA
= Pr - PPKE Ape [b// =0 bcpa = 0]

PKE-IND-CPA

+ PrEXpPKE,ApKE [b” = 1 | bCPA = 1] —_ 1

ExpP KE-IND-CPA
— Py *PPKE, Apge [b// =1 | bcpa = ]_]

ExcoP KE-IND-CPA
— PrPPKE Ape [b” =1 | bepa = 0]

= Prioy = b] — Priy = b]. O
We define the event B analogous to the events in the proofs of Lem-

mata 6.5.10 and 6.5.11. As there, one can show for i € {0,...,5} that
there exist adversaries AZ 4 and Ag,, such that

. . 2 2 2
Pr (B) < gsp _Advm%&jg;snd L+ AdySEEUF-CMA | (qc +2) .

X 11
Slg,.ASig 26 _ 1 (6 )
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Claim 2. There exist adversaries Abpyy, - - ., Appy such that for alli €
{1,3},

Prifif = p] — Prifn i = b] < Advpo 4 Prii[B] 4 Prifit [B] 4 227,

and for i € {2,4},
Hi / _ Hi+1 / DDH 2—kK

Priti[p =b] — Pri+ty) = b < Advg i +277".
Proof of claim. On input (X,Y,T), Alpy sets eko1 + X, A3py sets
koo X, Apy sets ek1 1 <+ X, and Afpy, sets ek o < X. All adver-
saries generate the remaining keys themselves and emulate H; (or H; 1)
toward A. To emulate the decryption oracles, A}y, and A2y, decrypt
the second ciphertext component instead of the first one; AZpy and Abpy
can emulate all oracles perfectly. As in the proof of Lemma 6.5.10, Ogp is
also emulated perfectly by Abpy, and A3y, if the event B does not occur.
When A; returns (m, st) and if b = 0, then A}y, samples r « 7, sets

c1 (YT7TT,Y,T . m),

and generates the remaining ciphertext components as in the real ex-
periment. The other adversaries generate the ciphertext components
analogously. When Ay returns a bit ¥', then A%, returns d =1if & = b
and d=0if & #bforallie{1,...,4}.

Consider the case i = 1 and note that if (X,Y,T) is a DDH triple, we
have Y = ¢* and T' = X* for a uniform s € Z,, and thus, if b = 0,

1 = (Yra Xs-r, KXS : m) = (gs-r’ (ek071)s-r,957 (6[{,‘071)8 : m)

If X #1#Y, this corresponds to an encryption of m under ekg 1, as in
H;y. On the other hand, if (X,Y,T) are three uniform group elements and
X #1#Y, then there are (uniformly distributed) s,do,1 € Zy, such that

Y = ¢* and T = ¢g*%.1. Hence, we have in this case

(G (gS'T7gS-d0,1-’r"gs7gs-doyl . m) - (gS-T’ (ngJ)S-Tagsv (gd()&)s . m)7

which corresponds to an encryption under the fresh key g%, as in Hy.
Further note that if b = 1, the emulation, H;, and H> are all equivalent.
We therefore have
D real
Pr o4bon[d=1N-B|X #1#Y] =Pt =bn-B],

rand

Pro o Abou[d = 1N —B | X #1# Y] = Pri2[l = b -B.
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As in the proof of Lemma 6.5.11, we obtain

real
Pro o Abou[d = 1] > Pr [ = b] — Pr1[B] — 21",

Moreover,

DDHrand
Pr " o4bon[d = 1]
DDHrand1 D randl
=Pr  %on[d=1N-B|X #1#Y]-Pr  o%on[X #1#Y]
DDHrand1
+Pr ofoon[d=1N(BUX =1VY =1])]
rand rand

< Pl = b —B] + Pr - o Abow [B] + Pr - o 4bon[X = 1VY = 1]

rand

DDH
< Prf2[t) = b] + Pr obon [B] + 217"

Since the probability of B in DDH;‘;}SDDH is equal to its probability in Ho,
we conclude

D real rand

Hg'AlljDH [d = 1] — PrDDHQ'AéDH [d = 1]
> Priip) = b] — Pr2[t) = b] — Pr™[B] — PrP2[B] — 227",

D

DDH

Adv =Pr
9, Abpn

The proofs for ¢ € {2,3,4} are analogous, where for i € {2,4}, the
occurrence of B does not matter since the decryption oracle can always
be emulated perfectly. O

Using equation (6.10), Claims 1 and 2, and equation (6.9), we obtain
PrEPRE A [ = g

sPKE-IK-CCA

= PrEPRe L[y = b) — Prio[p = b] 4+ Prio[p) = b] — Prii (b = b]

n (PrHi [ = b — Pri [y = b]) P = b
=1
4

NIZK-ZK PKE-IND-CPA DDH H;
S AvalzK,AZK + AdVPKE,APKE + Z (Advg”ABDH + Pr [B])
=1

1
24 K
+ +5
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For the adversary Agng that runs Al ..., A2 , with probability 1/4 each,

and the adversary Asjg that runs Aéig, e ,Aéig with probability 1/4 each,
we obtain using equation (6.11),

~ NIZK-sim-snd sig-EUF-cma |, S(ge +2)°
> Prii[B] < dgsp - Advuizicsine + 4 - Advge G M —or 1
i=1
Further defining Appn as running Abp,y, .. ., Appy with probability 1/4
each yields

sPKE-IK-CCA
Advipie A CA < 2 PrBPeke AT Y = b] — 1
NIZK-ZK PKE-IND-CPA DDH
<2. AdVNIZK,AZK +2- AdVPKE,ApKE +8- Advg,ADDH

NIZK-sim-snd Sig-EUF-CMA
+8qsp - Adviz Ay, + 8- Advgg g

16(gc +2)?  _5_
DG T4 | 95—
+ or — 1 +
Observing that 25" < —22- concludes the proof. O

6.6 Construction of an ACE Scheme

6.6.1 Construction for Equality

Following Fuchsbauer et al. [FGKO17], we first construct an ACE scheme
for the equality policy, i.e., P(i,j) = 1 < i = j, and then use such a scheme
in another construction for richer policies. We base our construction on
an sPKE scheme, which already has many important properties needed
for a secure ACE scheme. A syntactical difference between sPKE and
ACE schemes is that the key generation of the former on every invocation
produces a fresh key pair, while the latter schemes allow the generation
of keys for a given role. To bind key pairs to some role i € [n], we use
the output of a pseudorandom function on input 7 as the randomness for
the sPKE key generation. For role-respecting security, we have to ensure
that an adversary can only produce ciphertexts for keys obtained from
the key generation oracle. This is achieved by signing all keys with a
signing key generated at setup. To prevent malleability attacks as the ones
described in Section 6.3, the encryption algorithm additionally signs all
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ciphertexts with a separate signing key that is tied to the encryption key.
To maintain anonymity, the signatures are not part of the ciphertext but
the encrypters prove in zero-knowledge that they know such signatures.
Finally, the modification detection simply checks whether the ciphertexts
(without the NIZK proofs) are equal. Intuitively, this is sufficient since
we assume the underlying sPKE scheme to be CCA secure, which implies
that it is not possible to meaningfully modify a given ciphertext. Hence,
a ciphertext is either equal to an existing one (and thus detected by the
algorithm) or a fresh encryption.

Our construction. Let sPKE be a sanitizable public-key encryption
scheme, let Sig be a signature scheme, and let F' be a PRF. Further
let NIZK be a NIZK proof of knowledge system for the language L =
{z | Fw (z,w) € R}, where the relation R is defined as follows: for
T = (vks'g,é) and w = (ek?PKE,m,r, ka'g,af'g,afig), (z,w) € R if and
only if

¢ = sPKE.Enc(ek$*E,m;r) A Sig.Ver(vk>®, [eksPHE, kaig],afig) =1

A Sig.Ver(vk?ig,&, afig) =1.

We define an ACE with modification detection scheme ACE as follows:
Setup: On input a security parameter 1° and a policy P: [n] x [n] —

{0,1} with P(i,j) = 1 & i = j, the algorithm ACE.Setup picks a
random PRF key K for a PRF F, and runs

(sp°PKE, msk™™F) + SPKE.Setup(1"),
(1%, k%) « Sig.Gen(1"),
ersN'? «— NIZK . Gen(1%).

It outputs the master secret key msk"°E = (K, mskSPKE,kaig,

sk, crsN'ZK) and the sanitizer parameters spA°E = (spsPKE, vk,

CT‘SNIZK).

Key generation: The algorithm ACE.Gen on input a master secret key
msk"CE = (K, msk*TKE vkSie, kS crsMZX) a role i € [n], and a
type t € {sen, rec}, computes

(ek3TE, dk3TF) « sPKE.Gen(msk™"%; Fr([i,0))).
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If ¢t = sen, it further computes
(K3, sk3'8) « Sig.Gen(1%; Fi([i, 1])),
Sig . . Sig sPKE Sig7. .
o;'® « Sig.Sign (sk , [eki , Uk ],FK([Z,Q])).

If ¢ = sen, it outputs the encryption key ek?F = (kaig, eksPKE,

Sig Sig _Sig
vk;®, sk}, 07,

dkACE — 1 SPKE,

crsN'ZK); if t = rec, it outputs the decryption key

Encryption: The algorithm ACE.Enc on input encryption key ek?CE =
(vks'g7 ek?PKE,vk?'g,sk?g,af'g,crsN'ZK) and message m € MACE

samples randomness r and computes
& < sPKE.Enc(ek$™E, m; r),
oo Sig.Sign(skfig,é),
aNIZK NIZK.Prove(crsN'ZK,x = (kaig,E),

o sPKE Sig _Sig _Si
w = (eki ,m,r, vk}, o; ,acg)).

It outputs the ciphertext ¢ := (E, WNIZK).

Sanitization: On input sanitizer parameters sp"‘E = (spSPKE,ka'g,

crsN'ZK) and a ciphertext ¢ = (&, WNIZK), ACE.San outputs the sani-
tized ciphertext ¢/ +— sPKE.San(spsPKE ¢) if NIZK.Ver(crsN#K, 2 .=
(vks'g, E,),WN'ZK) = 1; otherwise, it outputs L.

Decryption: On input a decryption key dk?CE and a sanitized cipher-
text ¢/, ACE.Dec outputs the message m < sPKE.Dec(koACE, ).

Modification detection: The algorithm ACE.DMod on input sp”CE,
c = (él,ﬂ“ZK), and ¢y = (62,77'2\”ZK)7 outputs 1 if ¢; = ¢, and 0

otherwise.
We first show that our scheme is correct and strongly detectable.

Proposition 6.6.1. Let ACE be the scheme from above. Then, ACE
is perfectly correct, i.e., Advﬁ%E:ﬁORR = 0 for all A. Moreover, if F
is pseudorandom and sPKE is unrestricted strongly robust, then ACE is
strongly detectable.
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Proof. Perfect correctness follows from the perfect correctness of the sPKE
and signature schemes and the perfect completeness of the NIZK proof
system.

To prove strong detectability, let A be a probabilistic algorithm.
We assume without loss of generality that A returns (m,r,,7) with
P(i,7) = 0 since doing otherwise can only reduce the advantage. Let
Hy = ExpﬁEEfETCT, let Hi be as Hy where F is replaced by a truly
uniform function U, and let W be the event that A wins the strong
detectability game, i.e.,

W := [ACE.Dec(dk’“%, ACE.San(sp"“E, ACE.Enc(ek? %, m;1))) # L].

We first show that the difference in the winning probability in Hy and H;
is bounded by the PRF advantage.

Claim 1. There exists a probabilistic algorithm A(PQR(Q such that
Prio[w] — Pr W] = AdvET,

Proof of claim. Consider ASFSF) that emulates an execution of Hy, where
all invocations of Fx(+) are replaced by a call to the oracle O(-). When A
wins, Apgg outputs 1, and 0 otherwise. In case O(-) corresponds to F (-),
Apge perfectly emulates Hy, if it corresponds to U (), it perfectly emulates
H;. Hence,

Prifo[w] - P W] = Pr|AGKE (1%) = 1] = Pr[Apg %) =1
= AdViRG O

We now construct a winner A, for the robustness game for sSPKE. The
algorithm A, on input spsKE emulates an execution of H;. To answer
queries of A to the key-generation oracle, Ao}, uses the oracle Og to obtain
encryption and decryption keys for sPKE; the required signature keys are
generated internally. For each query (i,t), A,p remembers the generated
keys ek?CE and dk?CE, and returns the same keys for subsequent queries
with the same i. When A returns (m,r,14,5), Arob first checks whether i
and j have been queried by A to the key-generation oracle. If not, A
now generates these keys as above. Let 7 be the randomness used by
ACE.Enc(ek?“E, m;r) for the algorithm sPKE.Enc. Then, Ap computes
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c sPKE.Enc(ek?PKE,m;f)7 and returns (e, 4g,1), such that the ip-th
query and the i;-th query to the key-generation oracle were for the roles
i and j, respectively. Since P is the equality predicate, P(i,7) = 0 is
equivalent to ig # i;. We further have by the perfect correctness of sSPKE
that sPKE.Dec(dk" "%, sPKE.San(sp*™ €, ¢)) # L. Hence, Awop wins the
robustness game if and only if A wins the strong detectability game in
H;. Using Claim 1, we can therefore conclude

AdvAcE 5 T = Prfo (W] = AdvERY + Prf ]
PRF sPKE-USROB
= AdanAPRF + AdVSPKEv-Arob : [

In the following, we prove the security of our scheme, which is sum-
marized by the theorem below.

Theorem 6.6.2. If F' is pseudorandom, NIZK is zero-knowledge and
extractable, Sig is EUF-CMA secure, and the scheme sPKE is IND-CCA,
IK-CCA, SAN-CCA, USROB, and UPD-CTXT secure and has negligible
encryption-key collision probability, then the scheme ACE from above is
PRV-CCA, sANON-CCA, SAN-CCA, UDEC, and RR secure, and has
NDTCT-FENC.

We first show that our scheme satisfies the privacy definition from
Definition 6.4.2 if the underlying sanitizable public-key encryption scheme
is IND-CCA secure, the PRF is secure, and the NIZK is zero-knowledge.

Lemma 6.6.3. Let ACE be the scheme from above, let A= (A;, As) be
an attacker on the privacy such that Ay makes at most qs queries of the
form (-, sen) to the oracle Og, and at most qp queries to Osp. Then,
there exist probabilistic algorithms Apre, Azk, and Aspke (which are all
roughly as efficient as emulating an execution of ExpﬁgE:;RV‘ANON'CCA)

such that

ASASETIVE < 9 AR+ AZEE
PKE-IND-CCA
+ (g5 +qp + 1) - AdVipKE Ape

Proof. We assume without loss of generality that A ensures ig = i; and
P(ig,j) = 0 for all j € J, since doing otherwise can only decrease the
advantage. Let Hy == ExpﬁEE:ZRV'ANON'CCA and H; be as Hy where Fg
is replaced by a truly uniform random function U. The following can be
proven as Claim 1 in the proof of Proposition 6.6.1.
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Claim 1. There exists a probabilistic algorithm 'A(PQREB such that
Profy = b] — Prt[b) = b] = AdvERl .

Now let Hy be as H;, where we replace crsN'ZX « NIZK.Gen(1%) by
(crsN12K, 7NIZK) « GNIZK(1%) in ACE.Setup, and for the generation of the
challenge ciphertext ¢*, we replace 7NZK NIZK.Prove(crsN'ZK, x,w) in
ACE.Enc by mNZK « GRIZK(opgNIZK ZNIZK 4

Claim 2. There exists a probabilistic algorithm A?K("’) such that
Prifi[p) = b] — Pr2 [t/ = b] = AdvNik A
Proof of claim. The algorithm A?K(”') on input crsN'K proceeds as follows.

It emulates an execution of H;, where in ACE.Setup, crsN'“K is used instead
of generating it, and for the generation of c*, NIZK.Prove(crsN'ZK, x, w)

in ACE.Enc is replaced by the oracle query (z,w). Finally, A?K("') outputs
b= 1if Ay returns ' = b, and b = 0 otherwise. Note that if crsN?K is gen-
erated by NIZK.Gen and O(-,-) corresponds to NIZK.Prove(crsN'ZK, . ~),

A?K("') perfectly emulates H;. Moreover, if crsN'?K is generated together

with 7NZK by SNIZK and O(z, w) returns SYEK (ersN2K FNIZK ) A?K("')
perfectly emulates Hy. Thus, the claim follows.

We finally show how to transform any winner A for Hs to a winner
Aspke for the IND-CCA game for the scheme sPKE. The strategy of our
reduction is to guess which oracle queries of A; are for the role iy, use
the key from the sPKE-scheme for these queries, and generate all other
keys as Hy. Details follow. On input (sps™¥E, ek*"KE), Aspke initializes
igo < L, kg < 1, chooses ¢y « {0,...,¢s + ¢p} uniformly at random,
runs (kaig, skSig) + Sig.Gen(1%), and (crsN'2K, 7NIZK) « GNIZK(1%) "and
gives spACE = (spSPKE, vk>e, crsN'ZK) to A;. It emulates the oracles for
A as follows.

Oc(+,-): On query (i,sen), if k, # qo and i # i4, then generate an
encryption key ek)F = (vks'g, eksPKE, ka'{ skf'g, o, crsNZK) as

Hy does, where (ek$™FE, dksPKF) is obtained via O and remembered

for future queries. If k, = go or i = iy, replace ek "= by ek"<E
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and set 74, < 4. In both cases, set k; +— k;+1 at the end. On query
(j,rec), obtain a decryption key via Og.

Osp(+,+): On query (j,c = (E,WN'ZK)), if kg # qo and j # g4, run

¢’ + ACE.San(sp”°E c), generate a decryption key dk?CE as above,
decrypt ¢’ using dk?CE, and return the resulting message. If k; = qo
or j = iq,, set iq, < j and use the oracle Ogp of the IND-CCA
experiment to obtain a decryption m of é. If NIZK.Ver(crsN'ZK, T =
(UkSig, 6,),7rN'ZK) =1, return m, otherwise, return L. In all cases,
set kg < kg + 1 at the end.

When A; returns (mg, my, i, 41, st), output (mg, m1) to the challenger
of the IND-CCA experiment to obtain a challenge ciphertext ¢*. Then
run mEK ¢ GMIZK (opgNIzK ZNIZK g (vks'g,é*)), and give st and the

ciphertext ¢* := (5*, WNIZK) to As. Emulate the oracles for A, as follows.

Og(+,-): On query (i,sen), if i # ig, then generate an encryption key
ekNE = (kaig, eksPKE, kaig, skfig, Jf’ig, crsN?K) as H, does, where
(ek?PKE, dk?PKE) is obtained via Og and remembered for future
queries. If i = ig, replace ek$T<E by ek E. On query (j,rec),
obtain a decryption key from Og.

Osp-(++): On query (j,c = (¢,7V'%)), run ACE.DMod(sp"E,c*,c). If
the output is 1, return test. Otherwise, if j # ig, Tun ¢ <«
ACE.San(sp”°E, ¢), generate a decryption key dijCE as above, de-

crypt ¢ using dk]A-CE, and return the resulting message. If j = iy,
use the oracle Ogp of the IND-CCA experiment to obtain a de-
cryption m of ¢. If NIZK.Ver(crsN'#K, 2 := (UkSig,E,),TrN'ZK) =1,
return m, otherwise, return L.

Note that we never query the decryption oracle of the IND-CCA
experiment on ¢* because we return test whenever this would be necessary.
Denote by @ the event that either iy, = ig, or go = 0 and A; does not
make the query (ip, sen) to Og and no queries for role ig to Ogp. When
A returns a bit ¥’ and @ holds, Aspke returns the same bit " < V', if
=@, Aspke returns a uniform bit b” « {0,1}.

Let b be the bit chosen by the IND-CCA challenger. Note that by
our assumption on A, ig = i; and A does not query (ig,rec) to Og, i.e.,
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io ¢ J, since P(ig,i9) = 1. Hence, if Q occurs, the view of A is identical
to the one in Hy with b = b. This implies

sPKE-IND-CCA

ProPeedece [0 =b | Q] = Pr2 [ = 1],

and therefore
sPKE-IND-CCA

PrEXpsPKE,ASpKE [b” — 8}

SPKE-IND-CCA - SPKE-IND-CCA
— PrEXPePKE Agpye [b” = ‘ Q] . PrEXPPKE. Apre Q]

sPKE-IND-CCA sPKE-IND-CCA

+ PrEXPePKE Agpye [b” —b | —'Q] . PrEXPPKE. Apre [~Q]
sPKE-IND-CCA sPKE-IND-CCA

_ PI‘H2 [b/ — b] . PrEXpsPKE,ASPKE [Q] 4 %PrEXpsPKE,ASPKE [_‘Q]

Using that the probability of @ is 1/(gs + ¢p + 1), this yields

1 SPKE-IND-CCA -
Pt [bl = b] T ExpTKEND-CCA : (PI“EXPSPKE=A5PKE {b” = b}
Pr "PsPKE, Apke [Q]
_ % (1 peEBEE m))

sPKE-IND- ~ 1 1
— (qS —+ qp + 1) . (PI‘EXPSEEE‘I‘L\{?PEEA |:b// _ b:| _ 2) + 5

Combining this with Claims 1 and 2, we can conclude
AdVﬁgE:iRV-CCA
=2.Prfloy =p] -1
—2. (PrHO b = b — Pr [y = b] + Pri [/ = b
— P2y = b + Prfy = b]) 1

PRF NIZK-ZK
=2- |:AdVF;-APRF + Ava'ZK,AZK

+(gs +aqp +1) (PrExpzﬁﬁé,'k?PE? [b” - 5} - ;) + ;] ~1

X -IND-CC
= 2 AdVET ., + 2 AV + (g5 + ap + 1) - AdVIKE AR Y. O
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We next consider anonymity, which can be shown similarly. We provide
a proof for strong anonymity. Note, however, that for the equality policy,
strong anonymity does not provide more guarantees than weak anonymity
because anyone who can decrypt directly learns that the sender role is
equal to the receiver role.

Lemma 6.6.4. Let ACE be the scheme from above, let A= (A, As) be
an attacker on the anonymity such that Ay makes at most qs queries of
the form (-, sen) to the oracle Og, and at most qp queries to Ogp. Then,
there exist probabilistic algorithms Apre, Azk, and Aspke (which are all
roughly as efficient as emulating an execution of ExpﬁgE:;RV‘ANON'CCA)

such that

ACE-sANON-CCA PRF NIZK-ZK
AdVACE,A S 2- AdVF,APRF + 2 AdVN|ZK,AZK
sPKE-IK-CCA

+(gs +gp +1)* AdVPKE Apre -

Proof. We assume without loss of generality that A ensures mg = my
and P(ig,j) = P(i1,7) for all j € J, since doing otherwise can only
decrease the advantage. Since we have P(i,j) = 1 < i = j, the latter
condition implies that if ig € J or iy € J, then ig = i;. In case ig = iy
and mg = mq, A cannot have positive advantage. Hence, we can further
assume without loss of generality that i ¢ J and i1 ¢ J. As in the
proof of Lemma 6.6.3, let Hy = Expﬁ(C;EjRV‘ANON'CCA, let Hy be as Hy
where F is replaced by a truly uniform random function U, and let
Hy be as Hy, where crsN'?X « NIZK.Gen(1%) in ACE.Setup is replaced
by (crsN#K, 7NIZK) « GNIZK(17) and for the generation of the challenge
ciphertext ¢*, mNIZK < NIZK.Prove(crsN'ZK,x,w) in ACE.Enc is replaced
by wNIZK < S'Q\“ZK(C’I’SNIZK, TNIZK x) An identical proof as the one in the
proof of Lemma 6.6.3 shows that there exist Aprr and Azk such that

Prio [t/ =b] — Pr2 [t = b] = AdviRy, .. + AdVNIZK A

We now transform A to a winner Aspke for the anonymity game for
the scheme sPKE. The reduction is similar to the one in the proof of
Lemma 6.6.3, but Aspke has to guess both iy and i1, which is why we loose
the quadratic factor (gs + gp + 1)2. On input (sps™¥E, eks <E, eksPHE),
the adversary Aspke initializes ig4,,4q, < L, kg < 1, chooses qo,q1 «
{0,...,qs + qp} uniformly at random, runs (kaig, skSig) + Sig.Gen(1%),
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(chNIZK7TNIZK) « SNIZK(1%) and gives spACE == (spsPKE7 UkSig7 C,FSNIZK)
to A;. It emulates the oracles for A; as follows.

Oc(:,-): On query (4,sen), if k; ¢ {qo,q1} and i ¢ {ig,, 14 }, then gener-
ate ek?F = (kaig, eksPKE, vk?ig, skfig,afig, crsN?K) as done in Ha,
where (ek;‘PKE, dk?PKE) is obtained via Og and remembered for fu-
ture queries. If kg = ¢; or i = ¢4, for some [ € {0, 1}, replace ekiPKE

by ekiT¥E (by ek E if go = ¢1) and set iy, < i. In both cases, set

kq < kg + 1 at the end. On query (j, rec), obtain a decryption key
from Og and remember it for later.

Osp(-): On query (j,¢ = (& mNZK)), if ky & {go, 1} and j ¢ {igyia },
then execute ¢’ < ACE.San(sp”"‘E, c), generate a decryption key
dk?CE as above, decrypt ¢’ using dlc;\CE7 and return the resulting
message. If k, = ¢, or j = i, for some | € {0,1}, set g, < j
and use the oracle Ogp, of the IK-CCA experiment to obtain a
decryption m of ¢. If NIZK.Ver(crsN'K 2 = (vks'g, ¢, ), w1 =1,
return m, otherwise, return L. In all cases, set k, < k4 + 1 at the
end.

When A; returns (mg, m1,140, %1, st), Aspke outputs mg to the chal-
lenger of the anonymity experiment to obtain a challenge ciphertext ¢*.
It then runs S'Q\“ZK(C’V‘SMZK,TMZK,:E = (vks'g, E*)), and gives st and the
ciphertext ¢* = (5*,7TN'ZK) to Ay. It emulates the oracles for Ay as
follows:

O¢(+,+): On query (i,sen), if i ¢ {ig, i1}, then generate an encryption key
ek CE = (kaig, eksPRE, kaig, sk?ig, UiSig, crsM?X) as H, does, where
(ek?PKE, dk?PKE) is obtained via O¢ and remembered for future
queries. If i = 4, for some [ € {0,1}, replace ek$<F by ek"<E. On
query (j,rec), obtain a decryption key as before.

Osp+(+,+): On query (j,c = (&,WN'ZK)), run ACE.DMod(sp”°E, c*, ¢).
If the output is 1, return test. Otherwise, if j ¢ {ip,i1}, run
¢’ + ACE.San(sp”°E c), generate a decryption key dk]A-CE as above,

decrypt ¢’ using dk?CE, and return the resulting message. If j = i,

for some | € {0,1}, use the oracle Ogp, of the IK-CCA exper-

iment to obtain a decryption m of ¢. If NIZK.Ver(crsN'ZK,a: =

(vks'g7 E,),WN'ZK) = 1, return m, otherwise, return L.
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Note that Agpke never queries any of the decryption oracles of the
IK-CCA experiment on ¢* because we return test whenever this would
be necessary. Denote by @ the event that for all [ € {0,1} we have either
iq, = U1, or ¢ = 0 and A; does not make the query (i;, sen) to O¢ and
no queries for role 4; to Ogp. When Aj returns a bit & and @ holds,
Aspke returns the same bit b’ < V', if =Q, Aspkge returns a uniform bit
b« {0,1}.

Let b be the bit chosen by the IK-CCA experiment. Note that if @
occurs, the view of A is identical to the one in Hy with b = b. This implies
PrEPREne [ = b | Q] = Pri2 [ = b].

Using that the probability of Q is 1/(gs + gp + 1)2, it follows as in the
proof of Lemma 6.6.3 that

Ad ACE-sANON-CCA —9.Ad PRF +2.Ad NIZK-ZK

VACE, A VF, Aprr VNIZK, Az«
2 sPKE-IK-CCA
+ (qS +qp + 1) dVSPKE,AspKE . O

We next prove sanitization security of our scheme.

Lemma 6.6.5. Let ACE be the scheme from above, and let A = (Ay, As)
be an attacker on the sanitization security such that A; makes at most qs,
queries of the form (-, sen) and at most qr, queries of the form (-,rec)
to the oracle Og, and at most qp, queries to Ogp, and Az makes at
most qr, queries of the form (-,rec) to the oracle Og. Then, there exist
probabilistic algorithms Apre, Azk,, Azk,, ASig; Aspke, and Ao (which
are all roughly as efficient as emulating an execution of ExpﬁEEjAN'CCA)

such that
ACE-SAN-CCA PRF NIZK-ext NIZK-ext
Advace 4 <2 AdVE e + 2 Advizk g, 4 AdVZK g,
Sig-EUF-CMA
4 Advg g, Tt (9 + ary ap,)?

+4(qr, +qr,) - A

sPKE-SAN-CCA
’ AdVSPKE,AsPKE

sPKE-USROB
stPKE,Amb

Proof. Let Hy == ExpﬁEEjAN'CCA, let Hy be as Hy where Fk is replaced by
a truly uniform random function U, and let Hy be as H;, where crsNZK
NIZK.Gen(1%) in ACE.Setup is replaced by (crsN#K ¢NIZK) « pIZK(1%),
Let Wace denote the event that A wins, i.e.,

Wace = [b—b/\coyéj_;écl/\VjEJmOJ—mLJ—J_]
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Similarly as in the proof of Lemma 6.6.3, it can be shown that there exist
Aprr and Azk, such that

prfo [Wace] — pritz [Wace] = Advlpafsz‘PRF + Adv“gﬁiﬁil (6.12)

)

Let H3 be as Hy except that after A; returns (co = (60,7r
c1 = (é1, 7K, st), Hz executes for b € {0,1}

(I}IIZK)

— sPKE Sig _Sig _Si NIZK NIZK ¢NIZK
wy, = (ekig ,mg,rl;,vkig o; ,ocgg)<—E2 (crs & ,

»Yig
xy = (kaig, él;),WBN'ZK).

We clearly have
Pri3 [Wace] = Pr¥2 [Wacg]. (6.13)

Let V; := [NIZK.Ver(crsN'ZK,xl;, 7TBNIZK) = 1} and let Bg be the event that
(at least) one of the extractions fail, i.e.,

BE = [(VO AN (xo,wo) ¢ R) V (Vl A ($1,U)1) ¢ R)]

If Bg occurs, the knowledge extraction of NIZK is broken. To prove this,
we define Azk, as follows. On input crsN#K it emulates an execution
of Hs, where in ACE.Setup, crsN'?X is used instead of generating it. When
Ay returns (g, 1, st), Azk, flips a coin b «— {0, 1} and returns (2, ﬂ'BNIZK).

If the b’s extraction fails, Azk, wins the extraction game. Hence,

Pre[Bp] < 2- Advyizk et - (6.14)

For b € {0,1}, let By j be the event that (x5, w;) € R and ekiKE is not
contained in an answer from O¢ to A1, and let Bg be the union of Bg
and Bg,;. We next show that if Bg occurs, the adversary found a forgery
for the signature scheme.

Claim 1. There exists a probabilistic algorithm Asig such that
Pris[Bg] < 2 Advgg 5T M, (6.15)

Proof of claim. On input kaEg, Asig emulate an execution of Hs, where
vkS'® is used in msk”“E and sp”ACE. Queries (i, sen) by A; to the oracle Og



172 CHAPTER 6. ACCESS CONTROL ENCRYPTION

are answered by executing ACE.Gen (with Fi replaced by U) where UZ-Sig

is generated using the signing oracle of Exp?iEUF'CMA. After extracting

wo and w1, Asig flips a coin b « {0,1} and returns ([ek?BPKE, vki_ig] , oisgig).
If BSJ; occurs, [ek??KE, vk?;g] was not queried to the signing oracle and

(x5, w;) € R. The latter implies that ais_ig is a valid signature and hence
Asig successfully forged a signature. We conclude

1 1 ig-EUF-
Pr’*[Bg] < 2. (2 Pri[Bg o] + 5 Prits [Bs,l]) =2- AdvEET M ¢

Let H, be identical to Hs with the difference that we replace for
ke{0,1} and j € J, my; + ACE.Dec(ACE.Gen(msl&j7 rec),c}c) by

my, eijKE = ekjEKE for (ekj-PKE, dk;PKE) =
My j SPKE.Gen(mskspKE; U([5,0])), (6.16)
1, else,

where ekiKE are the extracted keys. Note that if Vj,, -Bg, and =Bg occur,
we have ¢}, = San(sp*FKE, &), &, = sPKE.Enc(ekiKE,mk; rk), and ekiKE
was generated by O¢. Hence, for j € J with ekj-PKE = ek?EKE, we have
ACE.Dec (A(:E.Gen(msk,j7 rec), c;c) = my, by the correctness of the sSPKE
scheme, i.e., my ; = my, in both H3 and Hy. For other j € J, decryption
only yields a message different from L if robustness of the sPKE scheme

is violated. Since |J| < ggr, + qr,, this implies for V =V, N V4,

Prf3[Wace | VN —~Bg N —=Bs] — Pr¥4[Wace | V N =Bg N —Bs]

sPKE-USROB

(6.17)
< 2(QR1 + qRQ)AdVSPKE7Arob ’

where A,op emulates the experiment and outputs ¢ for a uniformly chosen
k € {0, 1}, ¢ such that the i-th query to the key-generation oracle yields
ekiKE, and a uniformly chosen j.°

We finally construct an adversary Aspke against the sanitization
security of sSPKE. On input (sps™E, ekS"E ekSPKE) Apke initializes
Ggostq < L, kg < 1, chooses distinct go,q1 « {1,...,¢s, +qr, +qp, }

5Note that robustness is only defined for encryption and decryption keys generated
by sPKE.Gen. Hence, it is important to also condition on —~Bg.



6.6. CONSTRUCTION OF AN ACE SCHEME 173

uniformly at random, executes (kaig, skSig) + Sig.Gen(1%), and (crsN'ZK,
ENIZK) « ENIZK(1%), and gives spACE = (spsPKE, vkSe, crsN2K) to AL Tt
emulates the oracles for A; as follows.

Oc(+,+): On query (i,sen), if k; ¢ {qo,q1} and @ ¢ {iy,, %4, }, generate
an encryption key (vk>2, ek F, sk, o8, crsNZK) as Hy, where
(ekiPKE, dk?PKE) is obtained via Og and remembered for future
queries. If k, = ¢; or i = i,, for some I € {0,1}, replace ek “F by
6k?PKE and set 44, < i. In both cases, set k, < k; + 1 at the end.

On query (j,rec), if k; ¢ {qo,q1} and j ¢ {ig,,iq }, oObtain a
decryption key from Og, remember it, and set k; < k, + 1. If
ky = q or j = i4 for some [ € {0,1}, then return L and set
kg < kq+ 1.

Osp(-,+): On query (j,c = (¢,7)), if ky ¢ {qo, 1} and j ¢ {igy,iq, },
then execute ¢/ + ACE.San(sp”‘E, c), generate a decryption key
dk?CE as above, decrypt ¢’ using koACE, and return the resulting
message. If k; = ¢, or j = ig, for some [ € {0,1}, set iy, < j, if
NIZK.Ver(crsN'ZK,m = (kaig,&),wN'ZK) =0, return L, otherwise,
use the oracle Ogp, of the sPKE-sanitization experiment to obtain
a decryption of ¢ and return it. In all cases, set k; < k; + 1 at the

end.

When A; returns (co = éo,m’}”ZK)7cl = (5177T1N|ZK),St), Aspkg veri-

fies the proofs 7)'?K and 7\'“K and extracts the witnesses to check the
events V, Bg, and Bg. Denote by @ the event that ek?EKE, ek??KE €
{ek3T¥E | eksPREY ) where ek?UPKE, ekEIPKE are the extracted keys. Note that
if V, =Bg, and —Bg occur, both ek?EKE and ek?TKE have been returned
by O¢g to A;. This implies

sPKE-SAN-CCA

PrEXPPKe. Agpke [Q|VN-BgnN-Bs] >1/(qs, +qr, + qDl)Q. (6.18)

If Q, V, =Bg, and =Bg occur, Aspke returns (éy, é;) to the challenger of
the sPKE-sanitization experiment to obtain the sanitized ciphertext c%.

It then gives (st, c%)) to As and emulates the oracles as above. After A,

returned the bit b, Apke returns b’ < o'. If QNV N —-Bg N —-Bg does

not occur, Aspkg runs ¢ < sPKE.Enc(ekBPKE,m) for an arbitrary fixed
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message m and returns (co := ¢, ¢; = ¢) to the challenger. After receiving
back a sanitized ciphertext ¢, it returns a uniform bit b” « {0,1}.
Let Wspke be the event that Agpke wins, i.e.,

Wspke = [b” = E A 37, j, € {0, 1} mf)F,)JKE 7& 4 75 mslij/E))]’

where the messages refer to the ones generated by ExpiEﬁEj@ﬂfCA. Note

that if Q NV N—Bg N —Bg does not occur, we have mf (& = m§ =
m # 1 by the correctness of sPKE, and thus

sPKE-SAN-CCA

1
ProPeE dpe [Wepke | ~(Q NV N—Bg N—Bg)] = 5 (6.19)

Next consider the case that the event Q NV N —~Bg N —~Bg occurs. In
this case, the view of A is identical to the one in Hy with b = b, as
long as the emulated Og never returns 1. Moreover, if A wins, we

have méq 5= mf{ ;=41 for all j € JH4, where the messages here refer

to the ones in Hy, generated according to (6.16), and J* is the set
of all j such that 4; or Aj issued the query (j,rec) to the oracle Og¢.
Therefore, Og is never gets a query for which it returns L in this case.
The event @ NV N =By implies that the ciphertexts are encryptions of
some message under ek® K€ or eksT¥E. Correctness of sSPKE now implies
that mg = # L # ms$TE, ie., the winning condition for Aspke is satisfied.
We can conclude that
sPKE-SAN-CCA

PrEXpsPKE,ASPKE [WSPKE | Q nNvnN —\BE N —\BS]

a (6.20)
> Pr 4[WACE | VN-BgnN —\Bs].

For brevity, we introduce

sPKE-SAN-CCA

pg = Pr¥Peine [Q NV N —~BgN-Bs).

Putting our results together, we obtain

ExpihKE-SAN-CCA
PrPsPKE, Apke [WsPKE]

sPKE-SAN-CCA

= ProPe e [Wepke | Q NV N—Bg N -Bs] - pg

sPKE-SAN-CCA

+ Pro®ere e [Wepke | =(Q NV N =Bg N=Bs)] - (1 - pe)

(6.19) SPKE-SAN-CCA

1
Pro®ee dece [Wepke | @ NV N—=Bg N =Bs] - pe + 3 (1-pc).
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This implies
Ex sPKE-SAN-CCA
PrXPsPKE, Agpie [WSPKE | QNVN-BgN —\BS]

1 SPKE-SAN-CCA

1
- EXPSPKE,AS —
= Pr pre [WepkE] 2(1 pa) (6.21)

1 sPKE-SAN-CCA
= 9pg NAVsPKEAne T g

Furthermore, using that we defined Hy = ExpﬁgEjAN'CCA, the definitions

of Wace and the sanitization advantage, and equations (6.12) and (6.13),
we obtain

AdVACE SANCA = 2. Pro [Wpce] — 1

=2+ (AVERR,,, + ADNZCSS + Pri Wace]) — 1.

Since the events Bg, "B N Bg, and -Bg N = Bg partition the sample
space, the law of total probability together with our results from above
implies

prffs [WACE] = prf’s [WACE N BE] + prfis [WACE N—-BgN BS]

+ prifs [WACE N—-BgN ﬁBS]

< prfis [BE] + prifs [Bs] + prfis [WACE N—-BgN —|B5]
(6.14),(6.15) NIZK-ex Sig-EUF-CMA
< 2. Adv,\“ZKM‘éi2 +2- AdVSig,ASig

+ Pris [Wace N =Bg N —Bg].

Note that the event Wacg implies ¢ # L and ¢} # L and thus also the
event V because if the verification fails, the algorithm ACE.San always
returns . Therefore, we can conclude that Wacg = Wace N V. We thus
have

prit [WACE N—-BgN _\Bs]
= prit [WACE NV N-BgN —|Bs]
= Pr#[Wce | VN =Bg N =Bg] - Pr3[V N =Bg N —Bjg].
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Using results from above, we further have

PI"H3 [WACE | V n —|BE N _‘Bs]

(6.17)

H PKE-USROB
< Pr7 [WACE | VN-BgnN —\Bs] + Q(QRl + QRQ) . AdePKE,Awb
(6.20) _ £,psPKE-SAN-CCA

< Pr PRKEAPKE  [Wepke|QNVN—-BgN-Bs)

(6:21) 1 PKE-SAN-CCA |, 1 PKE-USROB
< 2pc “AdVIPKE Ame  + 2 * 2am + ana) - Advapke g,

sPKE-SAN-CCA

Since Pri*[V N =Bg N —Bg] = PP e [V N —Bp N —Bg], we have

sPKE-SAN-CCA

Pr3[VN-Bpn-Bs]  Pro®edee [V N =By N-Bg]
PG PI‘EXF’;EEEZ?‘Q’:;(C;A [Q NV N _‘BE N _‘BS]
_ (PrExp:EEET%SﬁfECA [Q|VN-Bpn ﬁBS]) o
(6.18)

< (gs, +qr, +ap,)*

Therefore,

HB - -
Prs [Wace N ~Bg N —Bs] < Pr#[V N =B N —Bs] . AdySPKE-SAN-CCA

QpG sPKE, Aspke
+ % +2(qr, +qr,) - AdegﬁgjﬁFsOB

<L +am, + ap, )P AGERES R
+ 5+ 2am, + an,) - AGEREYSROS

This implies

ACE-SAN-CCA PRF NIZK-ext NIZK-ext
AdVACE 4 < 2 AdVE e T2 AdVNiZK age, T4 AdVNIZK Az,

Sig-EUF-CMA 2 sPKE-SAN-CCA
+4- AdVSig,.ASig + (qsl +qr, + QD1) ! AstPKE,AspKE

PKE-USROB
+4(qr, + qr,) - AdVipke

and concludes the proof. O
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We next prove non-detection of fresh encryptions, which follows from
ciphertext unpredictability of the underlying sSPKE scheme and the security
of the PRF.

Lemma 6.6.6. Let ACE be the scheme from above and let A be an
attacker on the non-detection of fresh encryptions that makes at most q
queries to the oracle Og. Then, there exist probabilistic algorithms Aprr

and Aspke (which are both roughly as efficient as emulating an execution
of ExpﬁgEﬁDTCT'FENC) such that

ACE-NDTCT-FENC PRF SPKE-UPD-CTXT
AdVacE 4 S AAVE fpee + (@ + 1) - AdVEPKE Apre .
Proof. Let Hy = ExpﬁEE:ﬁDTCT'FENC and Hy; be as Hy where F is

replaced by a truly uniform random function U. As in the proof of
Lemma 6.6.3, one can show that there exists Apgrp such that

Priofb = 1] - Pri b = 1] = AdVET, .

The adversary Aspke on input (spsFKE, ekSPKE, dkSPKE), sets ig, <
1, kg < 1, samples gy « {0,...,q}, runs (kaig,skSig) + Sig.Gen(1"),
crsNZK < NIZK.Gen(1%), and gives sp”CE := (spSPKE, vk>e, crsN'ZK) to A.
It emulates the oracle O¢ for A; as follows. On query (4,t), if kg # go and
i # 1g4,, then generate an encryption key ekNE = (kaig, eksPKE, vk?ig,
sk?ig,afig7 crsN'?K) and a decryption key dkP°E = dkSPRE as Hy does,
where (k3" F, dk™<F) is obtained via O and remembered for future
queries. Return ek?°F if t = sen, and dk/F if ¢ = rec. If ky = qo or
i = iq,, replace ek$T R and dkSFRE by ek*FKE and dk*FKE, respectively, and
set ig, <— 4. In both cases, set k; < k; + 1 at the end. When A returns
(m,i,c = (&,WN'ZK)), Aspke returns (m,E).

Let @ be the event that i, =i, or go = 0 and A does not make the
query (i, sen) or (i,rec) to Og. Note that the probability of @ is 1/(¢+1)
and since b = ACE.DMod(spACE, (&,TFNIZK), (6*,7TN'ZK*)) = 1 if and only
if ¢* = ¢, we have

PrEXpigﬁgﬂzgngXT [C = C* | Q] = PI‘Hl [b = 1]
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Hence, we can conclude

AdVAGE MO TETFENG = prflo[p = 1] = AdVERY  + Pri b = 1]

_ PRE ExpifkEUPD-CTXT
- AdvF7-APRF + Prsree A [C =c | Q]

sPKE-UPD-CTXT

< AdVRRG .+ (g + 1) - ProPeRedee o = ]

PRF PKE-UPD-CTXT
= AdvF,APRF + (q + 1) . AdV:PKE7AsPKE . O

We finally prove the uniform decryption and role-respecting properties
of our scheme.

Lemma 6.6.7. Let ACE be the scheme from above and let A be an attacker
on the uniform-decryption security that makes at most qr queries of the
form (-,rec) to the oracle Og. Then, there exist probabilistic algorithms
Apre, Azky, Azk,, Asig, and Awb (which are all roughly as efficient as
emulating an execution of ExpﬁEE:L{RR) such that

ACE-UDEC PRF NIZK-ext NIZK-ext
Advace 4™ < AdVE gpp + AdVNlZK,i\Xzil + AdVNlZK,ixxzi2
Sig-EUF-CMA PKE-USROB
+AdVgig g, ar - AdVepKe
Proof. Note that we can assume without loss of generality that A does
not use the oracle O since obtaining encryption keys from Og does not
decrease the advantage. Let Hy = ExpﬁgE:}f‘RR and let Wypec be the event
that A wins the uniform-decryption game:

Wibec = [Hj,j/ € J my #* 1 # mg A My #* mj/].

As in the proof of Lemma 6.6.5, let H; be as Hy with Fx replaced by a
uniform random function U, let Hy be as H; with crsNZX being generated
by ENZKand let Hz be as Hs, but after A returns ¢ = (E, FN'ZK), a
witness _ ‘
ek;‘zKE, Moy Taws Uki'ug, oo Us'g)

T ¥ CW

w = (

for the statement x = (kaig,E) is extracted from the proof 7N'?K by
ENZK We define the events V = [NIZK.Ver(crsN'ZK,x,WN'ZK) = 1],
Bg = [V A (z,w) ¢ R], and Bg as the event that (z,w) € R and ekiKE
is not contained in an answer from Og to A. Is can be shown as in the
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proof of Lemma 6.6.5 that there exist Apgrr, Azk,, Azk,, and Asjz such
that
prfho [Wubec] — pr'hs [Wubec] = AdVIP:‘Ii":\PRF + AdVNgE:%;N

Hs NIZK-exto
Pr**[Bg| < AdVNiZK A, o

. Sig-EUF-CMA
Pr?[Bg] < AdVSig,ASig ,

where the last inequality uses that 4 does not query the oracle Og. Now
let Hy be as Hz where m; ACE.Dec(ACE.Gen(msk,j,rec)7c’) is for
7 € J replaced by
My, eijKE = ek?ZKE for (ekj»PKE, dk:;PKE) =
mj sPKE.Gen (msk* ", U ([5,0])),
41, else.

One can show as in the proof of Lemma 6.6.5 that there exists a proba-
bilistic algorithm A,.p such that

prits [Wupec | VN =Bg N —=Bg| — prit [Wubec | V N —Bg N —Bg]

sPKE-USROB
<dqr- AstPKE,Amb .

Note that A cannot win in Hy since if m; # L # mjs, then m; = m,, =
m;:. This implies that

PrH3 [WUDEC | V N _‘BE N —\BS] § qR . AdV:EEE:B&EOB.

Note that A can only win in Hs if V occurs since otherwise ¢/ = 1 and
consequently m; = L for all j € J. We therefore obtain
PI‘H3 [WUDec] = PI“H3 [WUDec NnNvVnN BE} + PI“H3 [WUDec NV N-BgN Bs]
+ prifs [WUDec NVN-=BgN ﬁBs]
< Pr3[Bg| 4+ Pr3[Bg] + Pr™* [Wypec | V N —Bg N —Bs]

NIZK-exts Sig-EUF-CMA sPKE-USROB
S AdVNIZK ag, T AIVSgag, T aR AAVRKE A,

Together with Priio [WuDec] — Prils [Wupec) = Advi,’;'iimF + Advm%ﬁﬁ;l,
this concludes the proof.
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Lemma 6.6.8. Let ACE be the scheme from above and let A be an

attacker on the role-respecting security that makes at most qs queries

of the form (-,sen) and at most qr queries of the form (-,rec) to the

oracle Og, and at most qg queries to the oracle Og. Then, there exist

probabilistic algorithms Aprr, Azk,, Azk,, Asig, and A (which are all

roughly as efficient as emulating an execution of ExpﬁEEjRR} such that
Advace < AV, + AdvNZICI0! + Advyzc

Sig-EUF-CMA sPKE-USROB
+ (QE + 1) ! AdVSig,.Asig + qr - AdVSPKE,Arob

+ (g5 + qr + qr)* - Colfye.
Proof. Let Hy,...,Hy, V = [NIZK.Ver(crsN'ZK,x,WN'ZK) = 1], and

Bg = [V A (z,w) ¢ R] for the statement z = (kaigi) and the
extracted witness w = (ek$ <E, my, 1, VB, 078 02 ) be defined as in

T )l )

the proof of Lemma 6.6.7, and let Wgr be the event that A wins the
role-respecting game:

Wgr = [c’ # 1 A dct = false
AN =(FielIVjeld (m;#L P(i,j)=1))].

As in that proof, there exist Apgrg, Azk,, and Azk, such that

Pro[Weg] — Pr [Wrg] = Advipy,.. + Advmgﬁfj;;l , (6.22)
and
H. NIZK-ex
Pri*[Bp] < Advyzk A, - (6.23)

Let E¢ be the event that the extracted key ek?ZKE is contained in an answer
from Og to A. One can show similarly as in the proof of Lemma 6.6.5
that there exists an algorithm A,q, such that

Pri3[Wrr NV N =Bg N Eg] — Pri4[Wrr NV N —=Bg N E¢]

< g - AdvSEKE-USROB. (6.24)
= SPKE, Arob

We first show that if V, =Bg, and Eg occur in Hy, A can only win if two

encryption keys generated by sPKE.Gen are equal, which happens only

with negligible probability.
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Claim 1. We have
Pri4[Wrr NV N =Bp N Eq] < (g5 + qr + qp)? - ColSiye.

Proof of claim. If V, =Bg, and Eg occur, there is an iy € I such that
ekTKE = ekTRE for (ekiTNE, dkTHF) = SPKE.Gen(msk*™; U ([io, 0])).
Using P(i,j) = 1 < ¢ = j, we have that A only wins if there exists
j € J\ {io} such that m; # L or if iy € J and m;, = L. Because in Hy,
m; for j € J is equal to m,, if ekj»PKE = ek?EKE for (ek;PKE, dkj-PKE) =
sPKE.Gen (mskSPKE; U([5,0])), and L otherwise, we have m;, # L ifig € J.
Moreover, for iy # j € J, we have m; = L unless ek;-PKE = ek?EKE. This
means that A can only win if SPKE.Gen generates the same encryption
key for the randomness values U([ig, 0]) and U([4,0]) for some ig # j € J.
Since at most qs + qr + qr key pairs are generated in the experiment,
there are at most (qs + qr + qg)? pairs of encryption keys that could
collide. For each such pair, the collision probability is bounded by Coli,l;KE
because for i # i', U([,0]) and U([¢/,0]) are independent and uniformly
distributed. Hence, the claim follows. O

Now let Eg be the event that A made a query (i, -) to Og such that
(kaig, ek?PKE) = (vkig, ek?EKE) for (vk?ig,skfig) = Sig.Gen(1%; U([,1]))
and (ek?PKE, dk?PKE) = sPKE.Gen (mskSPKE; U([i,0])). We next show that
if A wins and V N—=Bg N —-Eg N Eg occurs, A forged a signature on ¢.

Claim 2. There exists a probabilistic algorithm Asig, such that
prit [WRR NV N=-BgN-FEgN EE] <gqE- Advggg:i';ZCMA.

Proof of claim. On input kaig*, the adversary As;g, initializes the values
iqo < L, kg < 1, chooses gy « {1,...,¢g} uniformly at random, gen-
erates (spKE, msk™™K®) < sPKE.Setup(1%), (vk™€, sk>€) < Sig.Gen(1"),
and (crsN1ZK ¢NIZKY « pNIZK(1%) as Hj, and gives sp”“F = (sp*FKE,

NIZK)

vk crs to A. It emulates the oracles for A as follows.

Oc(+,-): Generate the requested key exactly as Hs does and return it.

Og(-,-): On query (i,m), if k; # qo and i # iy, generate an encryp-
}ACE

tion key ek?CE as Hjs, encrypt m using e , and return the
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resulting ciphertext. If k; = qo or ¢ = 44, then set iy < 1,
execute (ekSTRE, dkSPKE) < SPKE.Gen(mskF¥E; U ([i,0])), 078
Sig.Sign (skSig, [ek?PKE, kaig] ;U([4,2])), and set vk?ig = ok, AL
terwards, sample randomness 7, run ¢ < sPKE.Enc(ekEPKE,m; r),
query the signing oracle on ¢ to obtain a signature afig, and execute

aNIZK NIZK.Prove(crsN'ZK,Lﬂ = (UkSigvé)v

— sPKE Sig _Sig _Si
w = (eki ,m,r, vk}, o; ,ch)).

?

Finally, return the ciphertext ¢ = (E, WNIZK). In all cases, set
kq < kg + 1 at the end.

When A returns ¢ = (&, WNIZK), Asig, extracts a witness

) SPKE Sig _Sig _Si NIZK NIZK ¢NIZK
w = (ekiw s Mgy T, VR 5 07 %5 0 i) +— E5 (crs ,ET

iw 2 C,
T = (UkSig,é),ﬂ'N'ZK).

It finally returns the forgery attempt (6, O’S’ji).

Note that if A wins the role-respecting game, then we have for all ¢
that Og has returned that ACE.DMod (spACE,é, c) = (. Since ACE.DMod
checks for equality of sSPKE ciphertexts, this means that Agjg, has not
issued the query ¢ to its signing oracle. Furthermore, if the extraction and

verification succeed, O'ZI%U is a valid signature for ¢. Let @ be the event that

ekzqPOKE = ek?ZKE and ka;i = vkiiug. If @ and VN—=BgN—-EgN Eg occur,
A has not requested ekl-AqiE from Og and hence As;g, perfectly emulates
Hs. This implies
EXpS!g—EUF»CMA
Pr Psis Asig, [WSig | VN-BgN—-EgNEgN Q]
> PI"H3[WRR | VN-BgN-EgN EE],

where Wsjg denotes the event that Asig, wins in the signature forgery
game. We further have

Sig-EUF-CMA

PrEXPSig’ASgl [Q | VﬁﬁBEﬂﬁEGmEE] = 1/qE
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Sig-EUF-CMA

This implies for pg = PrEXPSig'ASigl [VN-BgN-EgNEgNQ],

Sig-EUF-CMA
Advgig ag,

Sig-EUF-CMA
_ PrExPsig,Asigl [WSig]
ExpS gy
> Pr & sigy [ngg‘Vﬂ—\BEﬂ—'EGﬂEEﬂQ}-pG
> Prs[Wrr | VN =Bp N —=Eg N Egl-pa
PG
Pri3 [V N =By N-Eqg N Eg]

=Pri[Wgr NV N-BgN—-Eg N Eg] -

Since [V N =Bg N —Eg N Eg| in Hs has the same probability as in

Sig-EUF-CMA
EXpSig,As;gl , we have

Sig-EUF-CMA
y4el

Expgic 4.
= Pr  EAsia VN-BgN-EgNE
Pr'# [V N =Bp N ~Eg N Eg| @ = ¢ N Ep]

which implies the claim. O

Finally, we show that if A wins and V N —Bg N ~Eg N ~Eg occurs,
A forged a signature on [ekiKE, kaf].

Claim 3. There exists a probabilistic algorithm Asig, such that

Pre[Wrr NV N —Bg N —~Eg N —Eg| < Adv2 85 MA,
Sig, Asig,

Proof of claim. The algorithm As;,, on input vkS8" executes (spSPKE,

msk™ )  sPKE.Setup(1%) and (crsNZK ¢NIZK) . pNIZK(1%) and gives

ik
spACE — (spsPKE’ kS8 7CTSNlZK)

follows.

to A. It emulates the oracles for A as

Oc(+,+): Generate the requested key as Hs, but obtain the signature Ufig
via a query to the signing oracle. Remember the signature and when
asked again for the same i, reuse ais ® instead of issuing another
query. This ensures that the oracle behaves as the one in Hs and

returns the same key for repeated queries.
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Og(-,+): On query (i,m), generate an encryption key as for a query
(i,sen) to Og, encrypt m using that key, and return the resulting
ciphertext.

When A returns ¢ = (E, WN'ZK), Asig, extracts a witness

 (LSPKE Sig _Sig _Si NIZK NIZK ¢NIZK
w = (ekiw s Mgy Ty, VR 5 07 %5 g) «— E, (crs € ,

G 77 CLW
T = (kaig, ¢), ™).

It finally returns the forgery attempt ([ekiKE7 ka;g],a.ig). Note that

(2

if Wer NV N -Bg N —Eg N —-Eg occurs, Uiig is a valid signature for

9

[ekiKE, vkisjug] and Asig, has not requested a signature for this value from

the signing oracle. Therefore, Asjg, wins the forgery game and thus the

probability of that event is bounded by Advzgg‘i’z—CMA. 0
s igo

Combining Claims 2 and 3, we obtain

H: Sig-EUF-CMA Sig-EUF-CMA
Pr® [WRR nvn ﬁBE n ﬁEG] S qE - Adeig-,-ASigl + AdVSig,ASng .

Let Asjg be the algorithm that runs As;g, with probability
with probability ﬁ. We then have

9E .
qe+1 and AS|g2

Sig-EUF-CMA _ 4B Sig-EUF-CMA L Sig-EUF-CMA
Advgig ag, Sl Advsig,ASigl + | dvs]g’ASig2
1
> Pri[Wrr NV N =B N —Eg). (6.25)
qe +1

Note that Wgg implies ¢’ # L and therefore V| i.e., the events Wgrr and
Wgrr NV are equal. Thus,

prfis [WRR} = prfls [WRR n BE] + prifs [WRR NVN=BgN Eg]

+ Pris [Wrr NV N =Bg N —Eg]
(6.23),(6.24),(6.25)

NIZK-exts sPKE-USROB
< AdVNZK A, T 4R - AdVeRKE A,

+ PrH4[Wrr NV N =B N E¢]

Sig-EUF-CMA
+(gm +1) - Advgs 4o

Combined with Claim 1 and equation (6.22), this concludes the proof. O
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6.6.2 Lifting Equality to Disjunction of Equalities

We finally show how an ACE scheme for equality, as the one from Sec-
tion 6.6.1, can be used to construct a scheme for the policy Ppeq: D x
D — {0,1} with

L

PDEq(X: (1'1,..-7-'176)7}’: (y17"'7y€)> =1 = \/l’i = Yi,
i=1

where D is some finite set and ¢ € IN. This policy can for example
be used to implement the no read-up and now write-down principle
(P(i,j) = 1 & i < j) from the Bell-LaPadula model [BL73| via an
appropriate encoding of the roles [FGKO17].

The intuition of our construction is as follows. A key for a role
x = (1, ..., ) contains one key of the ACE scheme for equality for each
component x; of the role vector. To encrypt a message, it is encrypted
with each of these keys. To decrypt, one tries to decrypt each ciphertext
component with the corresponding key. If at least one component of the
sender and receiver roles match (i.e., if the policy is satisfied), one of the
decryptions is successful. So far, the construction is identical to the one
by Fuchsbauer et al. [FGKO17]. That construction is, however, not role-
respecting, since a dishonest sender with keys for more than one role can
arbitrarily mix the components of the keys for the encryption. Moreover,
the construction does not guarantee uniform decryption, because different
messages can be encrypted in different components. We fix these issues
using the same techniques we used in our construction of the scheme for
equality, i.e., we add a signature of the key vector to the encryption keys,
sign the ciphertexts, and require a zero-knowledge proof of knowledge
that a valid key combination was used to encrypt the same message for
each component and that all signatures are valid.

Our construction. Let ACE- be an ACE with modification detection
scheme for the equality predicate on D x [¢], let Sig be a signature scheme,
let F' be a PRF, and let NIZK be a NIZK proof of knowledge system for

SIn this section, we denote roles by x and y instead of ¢ and j. To be compatible
with our definitions that consider policies [n] X [n] — {0,1}, one needs to identify
elements of D¢ with numbers in [n]. We will ignore this technicality to simplify the
presentation.
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the language L = {z | 3w (z,w) € R}, where R is defined as follows:
for.x = (yk.s'g,cl, e ,C@) and w = ek?fff), e ek?ﬂi'?;),m,rl, R
vk, oSie, 02€), (z,w) € R if and only if

e .

/\ ¢ = ACE:.Enc(ekAC S,miri) A Sig.Ver(vki’g, [e1,. .. e, aﬁ'g) =1

(th)
=1

. Si ACE_ ACE_ . Si Sig\ __
A Sig.Ver(vk™®, [ek(xhl), ook s vk38], 038) = 1.
We define an ACE scheme ACEpgq as follows:
Setup: On input a security parameter 1* and the policy Ppgq, the algo-
rithm ACEpgq.Setup picks a random key K for F' and runs

(mskACE:, spACE:) < ACE_.Setup(1"7),
(kaig, skSig) + Sig.Gen(1%),
crsNZX « NIZK.Gen(1%).

It outputs the master secret key msk”“Eeea = (K, msk"“E= | vkS€,

k>, crsM?K) and the sanitizer parameters sp”“Foea = (spACE=

vkS, crsNIZK).
Key generation: The algorithm ACEpgq.Gen on input a master secret

key msk"CEoEa = (K, msk"CE= vkS€ skSe, crsN#K) | a role x € DY,
and the type sen, generates

ek?;Ei:) — ACE:.Gen(mSkACE:, (zi,1),sen) (for i € [(]),

(vk3®, sk3®) « Sig.Gen(1%; Fi([x,0])),

o5& + Sig.Sign (sk>®, [ek?fff), el ek’é@%, vk
Fr([x,1])),
and outputs the encryption key
ekiCEDE“ = (kaig, ekﬁfff), e ek?;f;), vkiig, skiig, ol crsN'ZK);

on input mskACEDEq, aroley € DE, and rec, it generates for i € [¢],
ACE= ACE_ .
dk(, 55 ACE=.Gen(msk "=, (y;,i), rec),
1 ACE= dLACE=

and outputs the decryption key dk?CEDEq = (d ) dkG, z))'



6.6. CONSTRUCTION OF AN ACE SCHEME 187

ACE—
(x1,1)7 777

ek?ffe:y okS€, skSE, oSie, crsMZX) and a message m € MACEoE the

algorithm ACEpgq.Enc samples randomness 71, ..., 7, and computes

Encryption: On input an encryption key ekQCEDE“ = (kaig, ek

¢i = ACE_.Enc(ek{yEr,mir;)  (for i € [4]),

o>® « Sig.Sign (ski’g, [e1, ... ed),
2K« NIZK . Prove(crsN', z := (vks'g, Clyescr),
i ACE_ ACE_ Sig _Sig _Si
w = (ek(xhl), o ek T T, vk3E, 038, 02¢)).

It outputs the ciphertext ¢ := (017 .., Cp, 7TN|ZK).

ACEbeq — (gpACE= y1.Sie.

Sanitization: On input sanitizer parameters sp (sp
crsN'ZK) and a ciphertext ¢ = ((:17 .oy Cy, WN'ZK), ACEpgq.San checks
whether NIZK.Ver(crsN'K o = (kaig,cl,...,cz),wN'ZK) =1. If
this is the case, it runs ¢; «- ACE=.San(¢;) for i € []. If ¢} # L
for all i € [{], it outputs the sanitized ciphertext ¢’ := (c{,...,c}).
If the verification fails or any of the sanitized ciphertexts is L, it
outputs L.

Decryption: The algorithm ACEpgq.Dec on input a decryption key

dkéCEDE“ = (dkéfff), e, dk@ﬁ%) and a sanitized ciphei‘;ext cd =

(c’l, ol cz), computes the message m; < /—\CE:.Dec(dk?y L cg) for
i € [€]. If m; # L for some i € [¢], ACEpgq.Dec outputs the first
such m;; otherwise it outputs L.

ACEpeq -
NIZK)

Modification detection: On input sanitizer parameters sp
(spACE:, kaig, crsN'ZK) and two ciphertexts ¢ = (cl, e, Cpy T
and ¢ = (61, ..., Cy, ﬁN'ZK), the algorithm ACEpgq.DMod checks for
i € [¢] whether ACE:.DMod(spACE:,ci, Ei) = 1. If this is the case
for some ¢ € [¢], it outputs 1; otherwise, it outputs 0.

Weak and strong anonymity. As we show below, our scheme enjoys
weak anonymity. It is easy to see that it does not have strong anonymity:
Given a decryption key for the role (1,2), one can decrypt ciphertexts
encrypted under a key for the roles (1,1) and (2,2). One does, however,
also learn which of the two components decrypted successfully. If it is
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the first one, the sender role must be (1,1), if it is the second one, the
sender role must be (2,2). For similar reasons, we do not achieve strong
sanitization security.

A similar construction can be used to achieve strong anonymity for
less expressive policies: If a sender role still corresponds to a vector
(z1,...,2¢) € D but a receiver role only to one component (4, ) € [¢] x D,
one can consider the policy that allows to receive if z; = y. Now, we
do not need several components for the decryption key and the problem
sketched above disappears.

Proposition 6.6.9. If ACE_ is correct and detectable, then ACEpgq from
above is correct and detectable. If ACE_ is strongly detectable, then
ACEpgq is also strongly detectable. More precisely, for all probabilistic
algorithms A, there exist probabilistic algorithms Acor, Adtct, Aljyers and
Asdrer such that

AVIEECO < AMAEE XL + 0 1) AVEEPICT

svcorr

AdVACE-DTCT < 0 - AdVACE-DTCT

ACEDEq,A ACE:"Aétct’
ACE-sDTCT ACE-sDTCT
AdVACEDEmA S - AdVACE:7A5dtct .

Proof. We first prove correctness. Let A be a probabilistic algorithm
and let (m,x,y) with Ppgq(x,y) = 1 be the output of A in an execution
of Expﬁ%EéﬁSiR. Correctness of the signature scheme and completeness
of the NIZK imply that the verification in the sanitizer algorithm suc-
ceeds with probability 1. Note that Ppgq(x,y) = 1 implies that there
exists ¢ € [¢(] with z; = y;. Let ig be the first such i. Then, A only
wins the correctness game if either ACE:.Dec(dkéifjo),cgo) # m, or
ACE_.Dec(dk %5, c}) # L for some i < ig. The probability of the

(yiyi)> 1
former event is bounded by AdvﬁEE‘:%ﬁ where A, emulates this ex-

periment and returns (m, (z;,,0), (¥i,,%)). For the latter event, note
that there are at most ¢ — 1 such ¢, so the probability that ACE_.Dec
returns a message different from | for any of them can be bounded by
(£—1) 'AdvﬁgE'DEIE‘ln for the adversary Agtc: that emulates the experiment
and returns (m, (z;,%), (y;,7)) for a uniformly chosen i < ig.

To prove detectability, consider the adversary A/, , that emulates an
execution of ExpﬁEE'D[E)IS‘T and when A returns (m,x,y), Al outputs

(m, (x4,1), (y;,4)) for a uniformly chosen i € {1,...,¢}. Note that A only
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wins if Ppgq(x,y) = 0, which implies that x; # y; for all ¢ € [¢]. In this
case, A wins if any of the ciphertext components decrypt to something
different from L. Thus, A),. also wins if the component ¢ was guesses
correctly, which happens with probability 1/¢. The proof for strong
detectability is similar, while Aggt additionally outputs the randomness
used for encrypting the chosen component when the randomness output
by A is used to generate the whole ciphertext. O

The following theorem summarizes the security properties we prove
for our scheme.

Theorem 6.6.10. If F is pseudorandom, NIZK is zero-knowledge and ex-
tractable, Sig is EUF-CMA secure, and ACE— 1is perfectly correct, strongly
detectable, has NDTCT-FENC, and is PRV-CCA, wANON-CCA, SAN-
CCA, RR, and UDEC secure, then the scheme ACEpgq from above has
NDTCT-FENC and is PRV-CCA, wANON-CCA, SAN-CCA, RR, and
UDEC secure.

‘We prove this theorem in a sequence of lemmata, which each prove
some of the individual properties. We begin by showing that privacy and
weak anonymity of the scheme follow from the corresponding properties
of the underlying scheme for equality and the zero-knowledge property of
the NIZK. Note that security of the PRF is not needed for this step since
the PRF is only used for the signatures, which are irrelevant for privacy
and anonymity.

Lemma 6.6.11. Let ACEpgq, be the scheme from above, let A = (A1, Az)
be a probabilistic algorithm. Then, there exist probabilistic algorithms Azk,
Ance, Ak, and Apcg (which are all roughly as efficient as emulating an

execution of Expﬁ%E&Eﬁ\A’ANON'CCA) such that

AdVACE—PRV—CCA <2. AdVNIZK-ZK 40 AdVACE-PRV-CCA

ACEDEq,.A N|ZK,AZK ACE:,AACE ’
ACE-wANON-CCA NIZK-ZK ACE-wANON-CCA
AdVACEne,, A <2-Advyizkag, 0 AdvaceZ

Proof. We only prove the statement about the privacy advantage. The
proof for weak anonymity is completely analogous. We can assume
without loss of generality that the adversary A ensures that x° = x!
and P(x%)y) = 0 for all y € J, since doing otherwise can only de-

crease the privacy advantage of A. Let Hy = Expﬁ%EE}iiX{ANON'CCA



190 CHAPTER 6. ACCESS CONTROL ENCRYPTION

and let H; be as Hy where we replace crsN?K « NIZK.Gen(1%) by
(crsN'ZK,TN'ZK) < SNIZK(1%) in ACEpgq.Setup, and for the generation of
the challenge ciphertext ¢*, we replace 7NZK < NIZK.Prove(crsN'ZK, x, w)
in ACEpgq.Enc by aNIZK S'z\“ZK(crsN'ZK, TNIZK x) It can be shown as in
the proof of Lemma 6.6.3 that there exists a probabilistic algorithm Azk
such that

Prifo[p) = b] — Prt [t/ = b] = Advyzk Ao - (6.26)

For k € {0,...,¢}, we define Ha, as follows. It is identical to Hy except
that after the adversary A; returns (mg,my,x", x! st) we replace the
ciphertext components in ¢* by ¢; + ACE_— Enc(ek l),mo,rl) for all
1 <i <k, and by ¢; ACE:.Enc(ek(mlyiyml,rl) for k < i < /. Note
that Hy o corresponds to H; with b =1 and Hs 4 corresponds to H; with
b=0.

Now consider the adversary Aaceg that on input sp chooses kg «
{1,...,¢} uniformly at random and emulates an execution of H;. It
emulates the oracle Og by obtaining all the required sub-keys from its
own oracle Og. To emulate the oracle Ogp, it first checks the NIZK proof
as ACEpgq.San does and if the verification succeeds, it uses its oracle Ogp
to sanitize and decrypt all ciphertext components. As ACEpgq.Dec, it out-
puts the first message different from L, or it outputs L if the veriﬁcation
fails or if no such message exists. When Ay returns (mg, my,x%,x, st),
Aace generates the challenge ciphertext ¢* by encrypting mg under the
key ek?CE’) to obtain ¢; for 1 <14 < kg, and by encrypting m; under the

key ek?clEi) for kg < i < /¢, where these keys can be obtained from Og

without changing the advantage. For the kg-th component, it returns
(mo,ml,mgo,xko) to the challenger and uses the obtained challenge ci-
phertext as cg,. It then proceeds with the emulation of H;. It emulates
the oracle Og as above and the oracle Ogp+ as Ogp with the difference
that if its own oracle returns test for any of the components, it returns
test as well. Finally, when As returns the bit &', Aacg returns the same
bit b + b'.

Note that if b =0 or b = 1, Aace perfectly emulates an execution of
Hj 1, or Hy p,—1, respectively. Further note that since A by assumption
does not query Og on a decryption key for any y with P(x%,y) = 1,
Aace also does not ask for a decryption that could decrypt the challenge
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ciphertext. Hence, Aacg wins if b’ = b and we have

ACE-PRV-ANON-CCA
AdVACE—PRV—CCA — 2 . PI‘EXPACE:*AACE [b// — b] . 1

ACE_ , Aace
= PRl Ty =1 b= 1]
P ERRE W = 1| b= 0]
£ ‘1
_ Z z PrHze—1 [b/ 1] — Z z Priiz.x [b/ 1]
=1 k=1

Since Hj o corresponds to H; with b =1 and Hy ¢ corresponds to H; with
b =0, this yields

- AdVAGE TR CA = prflaofy = 1] — Prf2e [y = 1]
=P =1|b=1]-Pr™' [ =1|b=0)
=2 Pri [y =p) - 1.

Combining this with equation (6.26) concludes the proof. O

Next, we sketch how to prove sanitization security.

Lemma 6.6.12. If F is pseudorandom, NIZK is extractable, Sig is EUF-
CMA secure, and ACE— is perfectly correct, strongly detectable, and SAN-
CCA secure, then the scheme ACEpgq from above is SAN-CCA secure.

Proof sketch. The basic idea is to construct an adversary Asan against
the sanitization security of ACE_ that chooses kg «— {1, ... ¢} uniformly at
random and emulates an execution of Expﬁ%Eiﬁ'}i{CCA. When A; returns

two ciphertexts c¢g, ¢, Asan gives the sanitized ciphertext (c’l, . ,c})
to As where ¢ ACE:.San(co’i) for 1 <i < ko, ¢ + ACE:.San(cM)
for ko < i </, and ¢}, is obtained from the challenger by submitting
(Co,ko, 01,k0)~ When A, returns the bit b/, Asan returns the same bit o'.
Note that Asan wins if the bit is guessed correctly and if both returned
ciphertexts sanitize properly and no decryption key has been obtained
that decrypts any of the ciphertexts. If the last two conditions are not
satisfied, then also A4 does not win. For the hybrid argument to go through,
however, we need to ensure that Asan still wins with probability 1/2 when
A violates one of these two conditions. To achieve this, Asan needs to
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detect that this would next happen and in this case abort the emulation,
return two valid ciphertexts (if not done already) and guess a uniform
bit. To detect this event before it happens, extract witnesses from the
ciphertexts returned by A;. If the ciphertexts are valid, the extractions
are successful, the signature scheme is EUF-CMA secure, and the PRF is
pseudorandom, then the ciphertexts have with overwhelming probability
been obtained by encrypting messages with encryption keys that A; has
obtained from the oracle Og. Hence, Asan knows in this case for which
roles the messages have been encrypted. When As asks for a decryption
key, Asan checks whether the policy allows this key to decrypt any of the
two ciphertexts. Given perfect correctness and strong detectability, the
decryptions yield L if and only if the policy does not allow decryption.
Therefore, Asan can detect when the bad event is about to happen and
abort in this case. O

Non-detection of fresh encryptions directly follows from the same
property of the underlying ACE scheme.

Lemma 6.6.13. Let ACEpgq, be the scheme from above and let A be an
attacker on the non-detection of fresh encryptions. Then, there exists a
probabilistic algorithm A éwhzch is roughly as efficient as emulating an

execution of Expﬁ%EDEBTCT ENC) such that

ACE-NDTCT-FENC ACE-NDTCT- FENC
Ad ACEDEq A < g Ad ACE VA

Proof. Let A" emulate an execution of ExpﬁgE'D':qD;CT'FENC, using O¢g to

answer oracle queries from A. When the adversary A returns (m, X,c=
(cl, R WNIZK)), A’ chooses k « {1,...,¢} uniformly at random, and
returns (m, (xk,k),ck). If A wins, a fresh encryption of m under x
is detected as a modification of ¢. Since encryption and modification
detection are defined component-wise, this means that there exists a
component kg such that a fresh encryption of m under (zy,, ko) is detected
to be a modification of ¢x,. Hence, A" also wins if additionally k = ko,
which happens with probability 1/¢. O

We finally prove role-respecting and uniform decryption security.

Lemma 6.6.14. Let ACEpgq, be the scheme from above and let A be a
probabilistic algorithm that makes at most at most qg queries to the ora-
cle Og. Then, there exist probabilistic algorithms Aprr, Azk,, Azk,, Asig,
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and Aace (which are all roughly as efficient as emulating an execution of
EXPﬁEE;gSi) such that

ACE-RR ACE-UDEC PRF NIZK-ext,
AdVACEpg,, 4 T AdVACE e 4™ < 2 AdV e 42 - AdVizi Uy,

— ig- _C
+2- Advaigkae +2(gqe +1) - AdvEEEUF-CMA

ACE-RR ACE-UDEC
+2¢- (AdVACE=,AACE + AdvACE:AACE)'

Proof sketch. As in the proof of Lemma 6.6.8, we define hybrids Hy :=

Expﬁgaﬁi, H, as Hy where F is replaced by a uniform random func-

tion U, Hy as Hy where crsN'? is generated by EY'?X,| Hs as Hy where
a witness w = (ek?fff), ce ek?ff;, M, T1,. .., T, Uki'g, odie, ggig) is ex-
tracted from 7N'ZK by ENZK after A returned ¢ := (cl,...,cwa'ZK).
We can bound the probability that no valid witness is extracted even
though 7N'?K is a valid proof by the knowledge extraction advantage of a
suitable adversary, and the probability that a valid witness was extracted
and the contained encryption key was not obtained via an oracle call
by the signature forgery advantage of another adversary as in the proof
of Lemma 6.6.8. If these events do not occur, the ciphertext ¢ is an
encryption of the message m under a valid key that was returned by
Og. Hence, A can in this case only win the role-respecting game or the
uniform decryption game if some ciphertext component violates one of
these properties. We can construct an adversary Aacg that emulates the
execution, guesses this component, and uses the corresponding ciphertext
component to win the game for the underlying scheme for equality. O

6.7 ACE in Constructive Cryptography

6.7.1 The Natural Construction with ACE

We first briefly sketch the natural ideal resource one would like to construct
with an ACE scheme. This resource corresponds to a repository with
an interface for a trusted authority and n interfaces for the users of the
system that provides the following functionalities: The trusted authority
should be able to register parties for certain roles such that users having
role ¢ should be able to input a message m for role i into the repository,
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and users having role j should be able to access this message if and only
if P(i,j) = 1.

The real resource from which ACE should construct this ideal resource
contains a repository whose contents can be read by everyone and only
the sanitizer can write to. For a user to input data into the repository,
it must be encrypted and the resulting ciphertext has to be sent to the
sanitizer, who then sanitizes it and inputs the result into the repository
(if the sanitization is successful and the ciphertext is not detected to be
modification of a previously received ciphertext). To allow this, the real
resource also needs to contain (anonymous) secure channels from the
users to the sanitizer. To access data, users simply read the sanitized
ciphertexts from the repository and decrypt them with their decryption
keys. To distribute keys, the real resource also needs to contain secure
channels from the central authority to the users, and an authenticated
channel from the central authority to the sanitizer.

6.7.2 Issues Preventing the Construction

If we allow the registrations of roles to be dynamic, the same commit-
ment problem arises that we encountered for identity-based encryption in
Section 4.4.1 and for functional encryption in Section 5.5.1.

But even for static registrations at the beginning or when allowing
random oracles, there is a more fundamental problem that prevents us
from constructing such a repository. Consider for example users Ay, Ag,
and B such that A; has role i that allows to send information to B, but
As has no role that allows this. In an ideal world, it should therefore
be possible at the interface for A; to send messages to B, but not at
the interface for A,. In the real world, however, everyone who knows
the encryption key for the role i; can produce ciphertexts that pass
sanitization and can subsequently be decrypted by B. If this is modeled
in constructive cryptography and A; is dishonest, this means that the
distinguisher knows such a key and can produce such ciphertexts. If A
is also dishonest, then the distinguisher can input these ciphertexts at
the interface of Ay, and B will receive it. Hence, the ideal resource must
allow all dishonest users to send messages to B if at least one of them
is allowed to do so. If the receiver B is also dishonest, B can decrypt
if there exists a dishonest user who is allowed to decrypt. In general, a
dishonest party A can send messages to another dishonest party B if (and
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only if) there exist dishonest parties A" and B’ such that A’ has some
role i9 and B’ has some role jo with P(ig, jo) = 1.

At first, this might seem to be reasonable and to simply capture
potential collusions among dishonest parties. Indeed, if such a system is
implemented in practice, dishonest users can exchange their keys outside
the system and use them to encrypt and decrypt as in the examples above.
For many policies, however, the remaining guarantees are extremely weak.
For example, assume that P(i,7) = 1 for all roles i, i.e., users are allowed
to send to themselves and to other users with the same role. This is a
quite natural assumption and for example the case for the Bell-LaPadula
policy P(i,j) =1 < i < j. In this setting, two dishonest users A and B
can communicate if there exists some dishonest user who has some role.
That is because this user’s encryption key can be used by A to encrypt
and the corresponding decryption key can be used by B to decrypt. Hence,
dishonest users can essentially always communicate, which completely
undermines the goal of access control encryption.

6.7.3 Conclusions

One possible conclusion is that ACE simply only provides very weak
guarantees. This can be justified by the fact that dishonest parties can
indeed share their keys and use them as described above to communicate.

Another conclusion is that constructive cryptography is too pessimistic.
While it is true that users can exchange their keys, they actively have to
do so in practice. There are many reasons why they might not do that,
e.g., the keys could be very large or somehow protected by hardware,
users might fear punishment if it is discovered that they have shared their
keys, or they might simply not want to do so. Hence, a more useful and
realistic guarantee one can expect from the construction described above
is that two users A and B can communicate via the system if they have
roles that allow them to do so, or if they have obtained keys from other
users that are allowed to communicate. This means that the ideal resource
needs to be quantified over the collusion of dishonest parties.

In constructive cryptography, it is not possible to quantify over the
information dishonest parties have exchanged since the distinguisher
obtains all information from all dishonest parties. In this sense, the
framework captures the worst-case scenario in which all dishonest parties
collude with each other. To formalize the intuition above, it is therefore
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necessary to develop a variant of constructive cryptography that allows
such a quantification. This is, however, beyond the scope of this thesis
and left for future research.



Chapter 7

Conclusion

We have analyzed several types of encryption schemes in the constructive
cryptography framework and have taken a critical look at classical security
definitions for these schemes. This has led to a better understanding of
how those schemes can be used and which security notions are needed
for natural applications of them. Due to our analysis, we could also
identify issues with existing definitions and introduce new ones to fix
these issues. Below, we discuss our results and open problems for the
individual primitives in detail.

One-time pad. We have analyzed encryption with a dishonest receiver
and have shown that it is impossible in this setting to construct a fully
secure channel from a shared secret key and an authenticated channel.
We have further shown that the one-time pad, in contrast to ordinary
encryption schemes, can be used to construct a variant of a secure channel
that allows a dishonest receiver to leak the message only before receiving
it, not afterwards.

An open problem is the analogous treatment of the setting with a
potentially dishonest sender for the one-time pad as well as for other types
of encryption schemes. Furthermore, it would be interesting to analyze
which constructions one can achieve with different types of deniable
encryption schemes, which provide similar features as the one of the
one-time pad we used in our construction.
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Identity-based encryption. The standard application of identity-
based encryption is non-interactive secure communication. We have
modeled this in the constructive cryptography framework and analyzed
the security against passive attackers. Our analysis revealed that the
construction of an ideal resource that allows to adaptively register new
users after sending messages is impossible in the standard model. We have
further shown that this ideal resource can be constructed in the random
oracle model and that weaker ideal resources can be constructed in the
standard model. To achieve the latter construction, the IBE scheme has
to be IND-ID1-CPA secure. This is a new security notion we introduce
and which is weaker than IND-ID-CPA security, the standard notion for
IBE schemes. Similarly, we have introduced IND-sID1-CPA security as
a variant of selective security and shown for which construction schemes
satisfying it can be used.

An open problem is to find IND-ID1-CPA or IND-sID1-CPA secure
IBE schemes that are more efficient than existing ones. While our new
notions are formally weaker than existing ones (but still achieve meaningful
constructions), it is unclear how to exploit their weakness to obtain more
efficient schemes. A further open problem is to transfer our analysis to a
setting with active attackers and understand the precise connection to
chosen-ciphertext attacks.

Functional encryption. We have formalized the security of functional
encryption schemes via the construction of a repository with fine-grained
access control. Similarly to our results for identity-based encryption, the
construction of a repository that allows to adaptively grant access rights
is impossible in the standard model and possible in the random oracle
model. We then have compared existing security definitions to the con-
struction of different variants of repositories. Due to our analysis, we were
able to clarify a misconception about the adequacy of the security defini-
tion by Boneh, Sahai, and Waters [BSW11], and to improve the overall
understanding of simulation-based security for functional encryption.

We have sketched how our results can be generalized to variants of
functional encryption for randomized functions and functions of more
than one variable. A possible direction for future research is to precisely
formalize these more general repositories and to investigate whether
existing security definitions are sufficient for their construction.
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Access control encryption. In contrast to the other types of encryp-
tion discussed above, we have not formally carried out a constructive
treatment of access control encryption. By considering how such schemes
would be used, we could nevertheless identify issues of existing security
notions, most importantly a lack of security against chosen-ciphertext
attacks. We have introduced new security definitions to fix these issues
and presented new schemes satisfying our strong notions.

Analyzing our new notions in the constructive cryptography framework
is left as an open problem. As discussed in Section 6.7.3, meaningful
results in this direction require an extension of the framework to allow
the quantification of the ideal resource over the collusions of dishonest
parties. A further open problem is to find more efficient schemes and
schemes that support more general security policies for our new notions.
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